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QUANTITY PURCHASE AGREEEMENT FOR MANAGED SERVICES PROVIDER
(MSP)
Contract #0000000000000000000058993

This Contract ("Contract"), entered into by and between Indiana Department of Administration (the
"State") and COMPUTER AID, INC. (the "Contractor"), is executed pursuant to the terms and conditions
set forth herein. In consideration of those mutual undertakings and covenants, the parties agree as
follows:

WHEREAS, the State issued RFP # 21-67147 (the “RFP”) for a Managed Senices Provider; and

WHEREAS, the Contractor was the successful respondent in connection with the RFP, and has the
necessary knowledge and expertise to provide the senices requested in the RFP;

NOW THEREFORE, subject to the terms and conditions set forth below, the parties agree as follows:

1. Duties of Contractor. The Contractor shall operate as the managed senices provider (MSP)

to provide and manage senices necessary to administer a network of temporary resource and IT
consulting senice providers across the Information Technology (IT), administrative/clerical, and medical
work categories. This includes the provision of staff augmentation, the Selected Resource Program
(SRP), IT consulting senices, which include IT projects and Independent Verification and Validation
(IV&V) of State project work, by the MSP and network of vendors for the State of Indiana and Other
Gowernmental Bodies consistent with the RFP proposal and Contractor's best and final offer, which are
incorporated by reference.

Contract administrative and implementation requirements are set forth in Exhibit A. Senice Level
Agreements are set forth in Exhibit B. Performance Metrics are set forth in Exhibit C. Entities to which
the Contractor will make the Products and Senices available are set forth on Exhibit D. Subcontractor
Listing is set forth in Exhibit F. 10T Cloud Terms are set forth in Exhibit G. Background Checks and
Partner/Subcontractor policy is set forth in Exhibit H. The Exhibits are attached and incorporated fully
into this Contract.

2. Consideration. Pricing and associated terms and conditions are set forth in Exhibit E, attached and
incorporated fully.

3. Term. This Contract shall be effective for a period of four (4) years from the date of final State
signature by the Office of the Attorney General. There may be two (2) one (1) year renewals for a total of
six (6) years at the State’s option.

4. Access to Records. The Contractor and its subcontractors, if any, shall maintain all books,
documents, papers, accounting records, and other evidence pertaining to all costs incurred under this
Contract. They shall make such materials available at their respective offices at all reasonable times
during this Contract, and for three (3) years from the date of final payment under this Contract, for
inspection by the State or its authorized designees. Copies shall be furnished at no cost to the State if
requested.

5. Assignment; Successors.

A. The Contractor binds its successors and assignees to all the terms and conditions of this Contract.
The Contractor may assign its right to receive payments to such third parties as the Contractor may
desire without the prior written consent of the State, provided that the Contractor gives written notice
(including evidence of such assignment) to the State thirty (30) days in advance of any payment so
assigned. The assignment shall cover all unpaid amounts under this Contract and shall not be made to
more than one party.
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B. The Contractor shall not assign or subcontract the whole or any part of this Contract without the
State's prior written consent. Additionally, the Contractor shall provide prompt written notice to the State
of any change in the Contractor's legal name or legal status so that the changes may be documented and
payments to the successor entity may be made.

6. Assignment of Antitrust Claims. As part of the consideration for the award of this Contract, the
Contractor assigns to the State all right, title and interest in and to any claims the Contractor now has, or
may acquire, under state or federal antitrust laws relating to the products or senices which are the
subject of this Contract.

7. Audits. The Contractor acknowledges that it may be required to submit to an audit of funds paid
through this Contract. Any such audit shall be conducted in accordance with IC § 5-11-1, et seq., and
audit guidelines specified by the State.

The State considers the Contractor to be a "Contractor" under 2 C.F.R. 200.330 for purposes of this
Contract. However, if it is determined that the Contractor is a "subrecipient" and if required by applicable
provisions of 2 C.F.R. 200 (Uniform Administrative Requirements, Cost Principles, and Audit
Requirements), Contractor shall arrange for a financial and compliance audit, which complies with 2
C.F.R. 200.500 et seq.

8. Authority to Bind Contractor. The signatory for the Contractor represents that he/she has been duly
authorized to execute this Contract on behalf of the Contractor and has obtained all necessary or
applicable approvals to make this Contract fully binding upon the Contractor when his/her signature is
affixed, and accepted by the State.

9. Changes in Work. The Contractor shall not commence any additional work or change the scope of
the work until authorized in writing by the State. The Contractor shall make no claim for additional
compensation in the absence of a prior written approval and amendment executed by all signatories
hereto. This Contract may only be amended, supplemented or modified by a written document executed
in the same manner as this Contract.

10. Compliance with Laws.

A. The Contractor shall comply with all applicable federal, state, and local laws, rules, regulations, and
ordinances, and all provisions required thereby to be included herein are hereby incorporated by
reference. The enactment or modification of any applicable state or federal statute or the promulgation of
rules or regulations thereunder after execution of this Contract shall be reviewed by the State and the
Contractor to determine whether the provisions of this Contract require formal modification.

B. The Contractor and its agents shall abide by all ethical requirements that apply to persons who have a
business relationship with the State as set forth in IC § 4-2-6, et seq., IC § 4-2-7, et seq. and the
regulations promulgated thereunder. If the Contractor has knowledge, or would have acquired
knowledge with reasonable inquiry, that a state officer, employee, or special state appointee, as
those terms are defined in IC § 4-2-6-1, has a financial interest in the Contract, the Contractor shall
ensure compliance with the disclosure requirementsin IC § 4-2-6-10.5 prior to the execution of
this Contract. If the Contractor is not familiar with these ethical requirements, the Contractor should refer
any questions to the Indiana State Ethics Commission, or \isit the Inspector General's website

at http://www.in.goVv/ig/. If the Contractor or its agents violate any applicable ethical standards, the State
may, in its sole discretion, terminate this Contract immediately upon notice to the Contractor. In addition,
the Contractor may be subject to penalties under IC §§ 4-2-6, 4-2-7, 35-44.1-1-4, and under any other
applicable laws.

C. The Contractor certifies by entering into this Contract that neither it nor its principal(s) is presently in
arrears in payment of taxes, permit fees or other statutory, regulatory or judicially required payments to
the State of Indiana. The Contractor agrees that any payments currently due to the State of Indiana may
be withheld from payments due to the Contractor. Additionally, further work or payments may be withheld,
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delayed, or denied and/or this Contract suspended until the Contractor is current in its payments and has
submitted proof of such payment to the State.

D. The Contractor warrants that it has no current, pending or outstanding criminal, civil, or enforcement
actions initiated by the State, and agrees that it will immediately notify the State of any such

actions. During the term of such actions, the Contractor agrees that the State may delay, withhold, or
deny work under any supplement, amendment, change order or other contractual device issued pursuant
to this Contract.

E. If a valid dispute exists as to the Contractor's liability or guilt in any action initiated by the State or its
agencies, and the State decides to delay, withhold, or deny work to the Contractor, the Contractor may
request that it be allowed to continue, or receive work, without delay. The Contractor must submit, in
writing, a request for review to the Indiana Department of Administration (IDOA) following the procedures
for disputes outlined herein. A determination by IDOA shall be binding on the parties. Any payments that
the State may delay, withhold, deny, or apply under this section shall not be subject to penalty or interest,
except as permitted by IC § 5-17-5.

F. The Contractor warrants that the Contractor and its subcontractors, if any, shall obtain and maintain all
required permits, licenses, registrations, and approvals, and shall comply with all health, safety, and
environmental statutes, rules, or regulations in the performance of work activities for the State. Failure to
do so may be deemed a material breach of this Contract and grounds for immediate termination and
denial of further work with the State.

G. The Contractor affirms that, if it is an entity described in IC Title 23, it is properly registered and owes
no outstanding reports to the Indiana Secretary of State.

H. As required by IC § 5-22-3-7:
1. The Contractor and any principals of the Contractor certify that:
(A) the Contractor, except for de minimis and nonsystematic violations, has not violated
the terms of:
i.IC §24-4.7 [Telephone Solicitation Of Consumers];
ii.IC §24-5-12 [Telephone Solicitations]; or
iii.IC §24-5-14 [Regulation of Automatic Dialing Machines]; in the previous three
hundred sixty-five (365) days, even if IC § 24-4.7 is preempted by federal law;
and
(B) the Contractor will not violate the terms of IC § 24-4.7 for the duration of the Contract,
even if IC §24-4.7 is preempted by federal law.

2. The Contractor and any principals of the Contractor certify that an affiliate or principal of the
Contractor and any agent acting on behalf of the Contractor or on behalf of an affiliate or
principal of the Contractor, except for de minimis and nonsystematic violations,

(A) has not violated the terms of IC § 24-4.7 in the previous three hundred sixty-five (365)
days, even if IC §24-4.7 is preempted by federal law; and

(B) will not violate the terms of IC § 24-4.7 for the duration of the Contract, even if IC §24-
4.7 is preempted by federal law.

11. Condition of Payment. All senices provided by the Contractor under this Contract must be
performed to the State's reasonable satisfaction, as determined at the discretion of the undersigned State
representative and in accordance with all applicable federal, state, local laws, ordinances, rules and
regulations. The State shall not be required to pay for work found to be unsatisfactory, inconsistent with
this Contract or performed in violation of any federal, state or local statute, ordinance, rule or regulation.

12. Confidentiality of State Information. The Contractor understands and agrees that data, materials,
and information disclosed to the Contractor may contain confidential and protected information. The
Contractor covenants that data, material, and information gathered, based upon or disclosed to the
Contractor for the purpose of this Contract will not be disclosed to or discussed with third parties without
the prior written consent of the State.
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The parties acknowledge that the senices to be performed by Contractor for the State under this Contract
may require or allow access to data, materials, and information containing Social Security numbers
maintained by the State in its computer system or other records. In addition to the covenant made above
in this section and pursuant to 10 IAC 5-3-1(4), the Contractor and the State agree to comply with the
provisions of IC § 4-1-10 and IC § 4-1-11. If any Social Security number(s) is/are disclosed by
Contractor, Contractor agrees to pay the cost of the notice of disclosure of a breach of the security of the
system in addition to any other claims and expenses for which it is liable under the terms of this contract.

13. Continuity of Services.

A. The Contractor recognizes that the senice(s) to be performed under this Contract are \ital to the State
and must be continued without interruption and that, upon Contract expiration, a successor, either the
State or another contractor, may continue them. The Contractor agrees to:

1. Furnish phase-in training; and
2. Exercise its best efforts and cooperation to effect an orderly and efficient transition toa
successor.

B. The Contractor shall, upon the State's written notice:

1. Furnish phase-in, phase-out senices for up to sixty (60) days after this Contract expires;
and
2. Negotiate in good faith a plan with a successor to determine the nature and extent of

phase-in, phase-out senices required. The plan shall specify a training program and a
date for transferring responsibilities for each division of work described in the plan, and
shall be subject to the State's approval. The Contractor shall provide sufficient
experienced personnel during the phase-in, phase-out period to ensure that the senvices
called for by this Contract are maintained at the required level of proficiency.

C. The Contractor shall allow as many personnel as practicable to remain on the job to help the
successor maintain the continuity and consistency of the senices required by this Contract. The
Contractor also shall disclose necessary personnel records and allow the successorto conduct on-site
intenviews with these employees. If selected employees are agreeable to the change, the Contractor shall
release them at a mutually agreeable date and negotiate transfer of their earned fringe benefits to the
successor.

D. The Contractor shall be reimbursed for all reasonable phase-in, phase-out costs (i.e., costs incurred
within the agreed period after contract expiration that result from phase-in, phase-out operations).

14. Debarment and Suspension.

A. The Contractor certifies by entering into this Contract that neither it nor its principals nor any of its
subcontractors are presently debarred, suspended, proposed for debarment, declared ineligible or
woluntarily excluded from entering into this Contract by any federal agency or by any department, agency
or political subdivision of the State of Indiana. The term "principal" for purposes of this Contract means an
officer, director, owner, partner, key employee or other person with primary management or supenisory
responsibilities, or a person who has a critical influence on or substantive control over the operations of
the Contractor.

B. The Contractor certifies that it has verified the state and federal suspension and debarment status for
all subcontractors receiving funds under this Contract and shall be solely responsible for any recoupment,
penalties or costs that might arise from use of a suspended or debarred subcontractor. The Contractor
shall immediately notify the State if any subcontractor becomes debarred or suspended, and shall, at the
State's request, take all steps required by the State to terminate its contractual relationship with the
subcontractor for work to be performed under this Contract.

15. Default by State. If the State, sixty (60) days after receipt of written notice, fails to correct or cure
any material breach of this Contract, the Contractor may cancel and terminate this Contract and institute
measures to collect monies due up to and including the date of termination.



DocuSign Envelope ID: C6DE0576-4D2B-4B41-97A9-0A458EE1F807

16. Disputes.
A. Should any disputes arise with respect to this Contract, the Contractor and the State agree to act
immediately to resolve such disputes. Time is of the essence in the resolution of disputes.

B. The Contractor agrees that, the existence of a dispute notwithstanding, it will continue without delay to
carry out all of its responsibilities under this Contract that are not affected by the dispute. Should the
Contractor fail to continue to perform its responsibilities regarding all non-disputed work, without delay,
any additional costs incurred by the State or the Contractor as a result of such failure to proceed shall be
borne by the Contractor, and the Contractor shall make no claim against the State for such costs.

C. If the parties are unable to resolve a contract dispute between them after good faith attempts to do so,
a dissatisfied party shall submit the dispute to the Commissioner of the Indiana Department of
Administration for resolution. The dissatisfied party shall give written notice to the Commissioner and the
other party. The notice shall include: (1) a description of the disputed issues, (2) the efforts made to
resolve the dispute, and (3) a proposed resolution. The Commissioner shall promptly issue a Notice
setting out documents and materials to be submitted to the Commissioner in order to resolve the dispute;
the Notice may also afford the parties the opportunity to make presentations and enter into further
negotiations. Within thirty (30) business days of the conclusion of the final presentations, the
Commissioner shall issue a written decision and furnish it to both parties. The Commissioner's decision
shall be the final and conclusive administrative decision unless either party serves on the Commissioner
and the other party, within ten (10) business days after receipt of the Commissioner's decision, a written
request for reconsideration and modification of the written decision. If the Commissioner does not modify
the written decision within thirty (30) business days, either party may take such other action helpful to
resolving the dispute, including submitting the dispute to an Indiana court of competent jurisdiction. If the
parties accept the Commissioner's decision, it may be memorialized as a written Amendment to this
Contract if appropriate.

D. The State may withhold payments on disputed items pending resolution of the dispute. The
unintentional nonpayment by the State to the Contractor of one or more inwices not in dispute in
accordance with the terms of this Contract will not be cause for the Contractor to terminate this Contract,
and the Contractor may bring suit to collect these amounts without following the disputes procedure
contained herein.

E. With the written approval of the Commissioner of the Indiana Department of Administration, the parties
may agree to forego the process described in subdivision C. relating to submission of the dispute to the
Commissioner.

F. This paragraph shall not be construed to abrogate provisions of IC § 4-6-2-11 in situations where
dispute resolution efforts lead to a compromise of claims in favor of the State as described in that
statute. In particular, releases or settlement agreements involving releases of legal claims or potential
legal claims of the state should be processed consistent with IC § 4-6-2-11, which requires approval of
the Governor and Attorney General.

17. Drug-Free Workplace Certification. As required by Executive Order No. 90-5 dated April 12, 1990,
issued by the Governor of Indiana, the Contractor hereby covenants and agrees to make a good faith
effort to provide and maintain a drug-free workplace. The Contractor will give written notice to the State
within ten (10) days after receiving actual notice that the Contractor, or an employee of the Contractor in
the State of Indiana, has been convicted of a criminal drug violation occurring in the workplace. False
certification or violation of this certification may result in sanctions including, but not limited to, suspension
of contract payments, termination of this Contract and/or debarment of contracting opportunities with the
State for up to three (3) years.

In addition to the provisions of the above paragraph, if the total amount set forth in this Contract is in
excess of $25,000.00, the Contractor certifies and agrees that it will provide a drug-free workplace by:
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A. Publishing and providing to all of its employees a statement notifying them that the unlawful
manufacture, distribution, dispensing, possession or use of a controlled substance is prohibited in the
Contractor's workplace, and specifying the actions that will be taken against employees for violations of
such prohibition;

B. Establishing a drug-free awareness program to inform its employees of: (1) the dangers of drug abuse
in the workplace; (2) the Contractor's policy of maintaining a drug-free workplace; (3) any available drug
counseling, rehabilitation and employee assistance programs; and (4) the penalties that may be imposed
upon an employee for drug abuse violations occurring in the workplace;

C. Notifying all employees in the statement required by subparagraph (A) abowe that as a condition of
continued employment, the employee will: (1) abide by the terms of the statement; and (2) notify the
Contractor of any criminal drug statute conviction for a violation occurring in the workplace no later than
five (5) days after such conviction;

D. Notifying the State in writing within ten (10) days after receiving notice from an employee under
subdivision (C)(2) above, or otherwise receiving actual notice of such conviction;

E. Within thirty (30) days after receiving notice under subdivision (C)(2) abowe of a conviction, imposing
the following sanctions or remedial measures on any employee who is convicted of drug abuse violations
occurring in the workplace: (1) taking appropriate personnel action against the employee, up to and
including termination; or (2) requiring such employee to satisfactorily participate in a drug abuse
assistance or rehabilitation program approved for such purposes by a federal, state or local health, law
enforcement, or other appropriate agency; and

F. Making a good faith effort to maintain a drug-free workplace through the implementation of
subparagraphs (A) through (E) above.

18. Employment Eligibility Verification. As required by IC § 22-5-1.7, the Contractor swears or affirms
under the penalties of perjury that the Contractor does not knowingly employ an unauthorized alien. The
Contractor further agrees that:

A. The Contractor shall enroll in and verify the work eligibility status of all his/her/its newly hired
employees through the E-Verify program as defined in IC § 22-5-1.7-3. The Contractor is not required to
participate should the E-Verify program cease to exist. Additionally, the Contractor is not required to
participate if the Contractor is self-employed and does not employ any employees.

B. The Contractor shall not knowingly employ or contract with an unauthorized alien. The Contractor shall
not retain an employee or contract with a person that the Contractor subsequently learns is an
unauthorized alien.

C. The Contractor shall require his/her/its subcontractors, who perform work under this Contract, to
certify to the Contractor that the subcontractor does not knowingly employ or contract with an
unauthorized alien and that the subcontractor has enrolled and is participating in the E-Verify program.
The Contractor agrees to maintain this certification throughout the duration of the term of a contract with a
subcontractor.

The State may terminate for default if the Contractor fails to cure a breach of this provision no later than
thirty (30) days after being notified by the State.

19. Employment Option. If the State determines that it would be in the State's best interest to hire an
employee of the Contractor, the Contractor will release the selected employee from any non-competition
agreements that may be in effect. This release will be at no cost to the State or the employee.

20. Force Majeure. Inthe event that either party is unable to perform any of its obligations under this
Contract or to enjoy any of its benefits because of natural disaster or decrees of governmental bodies not
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the fault of the affected party (hereinafter referred to as a "Force Majeure Event"), the party who has been
so affected shall immediately or as soon as is reasonably possible under the circumstances give notice to
the other party and shall do everything possible to resume performance. Upon receipt of such notice, all
obligations under this Contract shall be immediately suspended. If the period of nonperformance exceeds
thirty (30) days from the receipt of notice of the Force Majeure Event, the party whose ability to perform
has not been so affected may, by giving written notice, terminate this Contract.

21. Funding Cancellation. As required by Financial Management Circular 2007-1 and IC § 5-22-17-5,
when the Director of the State Budget Agency makes a written determination that funds are not
appropriated or otherwise available to support continuation of performance of this Contract, this Contract
shall be canceled. A determination by the Director of State Budget Agency that funds are not
appropriated or otherwise available to support continuation of performance shall be final and conclusive.

22. Governing Law. This Contract shall be governed, construed, and enforced in accordance with the
laws of the State of Indiana, without regard toits conflict of laws rules. Suit, if any, must be brought in the
State of Indiana.

23. HIPAA Compliance. If this Contract involves senvices, activities or products subject to the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), the Contractor covenants that it will
appropriately safeguard Protected Health Information (defined in 45 CFR 160.103), and agrees that it is
subject to, and shall comply with, the provisions of 45 CFR 164 Subpart E regarding use and disclosure
of Protected Health Information.

24. Indemnification. The Contractor agrees to indemnify, defend, and hold harmless the State, its
agents, officials, and employees from all third party claims and suits including court costs, attorney's fees,
and other expenses caused by any act or omission of the Contractor and/or its subcontractors, if any, in
the performance of this Contract. The State will not provide indemnification to the Contractor.

25. Independent Contractor; Workers' Compensation Insurance. The Contractor is performing as an
independent entity under this Contract. No part of this Contract shall be construed to represent the
creation of an employment, agency, partnership or joint venture agreement between the parties. Neither
party will assume liability for any injury (including death) to any persons, or damage to any property,
arising out of the acts or omissions of the agents, employees or subcontractors of the other party. The
Contractor shall provide all necessary unemployment and workers' compensation insurance for the
Contractor's employees, and Contractor shall provide the State with a Certificate of Insurance evidencing
such cowerage prior to starting work under this Contract.

26. Indiana Veteran Owned Small Business Enterprise Compliance. Award of this Contract was based,
in part, on the Indiana Veteran Owned Small Business Enterprise ("IVOSB") participation plan, as detailed
in the IVOSB Subcontractor Commitment Form, commonly referred to as "Attachment A-1" in the
procurement documentation and incorporated by reference herein. Therefore, any changes to this
information during the Contract term must be approved by IDOA's Division of Supplier Diversity and may
require an amendment. It is the State's expectation that the Contractor will meet the subcontractor
commitments during the Contract term. The certified IVOSB subcontractor(s) participating in this Contract
are listed in Exhibit F.

A copy of each subcontractor agreement must be submitted to the Division of Supplier Diversity within thirty
(30) days of the effective date of this Contract. The subcontractor agreements may be uploaded into Pay
Audit (Indiana's subcontractor payment auditing system), emailed
to IndianaVeteransPreference @idoa.IN.gov, or mailed to IDOA, 402 W. Washington Street, Room W-462,
Indianapolis, IN 46204. Failure to provide a copy of any subcontractor agreement may be deemed a
violation of the rules governing IVOSB procurement and may result in sanctions allowable under 25 IAC 9-
5-2. Requests for changes must be submitted to _IndianaVeteransPreference@idoa.IN.gov for review and
approval before changing the participation plan submitted in connection with this Contract.
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The Contractor shall report payments made to certified IVOSB subcontractors under this Contract on a
monthly basis using Pay Audit. The Contractor shall notify subcontractors that they must confirm
payments received from the Contractor in Pay Audit. The Pay Audit system can be accessed on the IDOA
webpage at: www.in.gov/iidoa/mwbe/payaudit.htm. The Contractor may also be required to report IVOSB
certified subcontractor payments directly to the Division of Supplier Diversity, as reasonably requested
and in the format required by the Division of Supplier Diversity.

The Contractor's failure to comply with the provisions in this clause may be considered a material breach
of the Contract.

27. Information Technology Enterprise Architecture Requirements. If this Contract involves
information technology-related products or senices, the Contractor agrees that all such products or
senices are compatible with any of the technology standards found

at https://www.in.gov/iot/2394.htm that are applicable, including the assistive technology standard. The
State may terminate this Contract for default if the terms of this paragraph are breached.

28. Insurance.

A. The Contractor and its subcontractors (if any) shall secure and keep in force during the term of this
Contract the following insurance coverages (if applicable) covering the Contractor for any and all claims
of any nature which may in any manner arise out of or result from Contractor's performance under

this Contract:

1. Commercial general liability, including contractual coverage, and products or
completed operations cowerage (if applicable), with minimum liability limits
not less than $700,000 per person and $5,000,000 per occurrence
unless additional coverage is required by the State. The State is to be named as an
additional insured on a primary, non-contributory basis for any liability arising directly or
indirectly under or in connection with this Contract.

2. Automobile liability for owned, non-owned and hired autos with minimum
liability limits not less than $700,000 per person and $5,000,000 per occurrence. The
State is to be named as an additional insured on a primary, non-contributory basis.

3. Errors and Omissions liability with minimum liability limits of $1,000,000 per
claim and in the aggregate. Cowerage for the benefit of the State shall continue for a
period of two (2) years after the date of senice provided under this Contract.

4, Fiduciary liability if the Contractor is responsible for the management and
owersight of various employee benefit plans and programs such as pensions, profit-
sharing and savings, among others with limits no less than $700,000 per cause of
action and $5,000,000 in the aggregate.

5. Valuable Papers coverage, if applicable, with an Inland Marine Policy Insurance with
limits sufficient to pay for the re-creation and reconstruction of such records.

6. Surety or Fidelity Bond(s) if required by statute or by the agency.

7. Cyber Liability addressing risks associated with electronic transmissions, the internet,
networks and informational assets, and having limits of no less than $700,000 per
occurrence and $5,000,000 in the aggregate.

The Contractor shall provide proof of such insurance coverage by tendering to the
undersigned State representative a certificate of insurance prior to the
commencement of this Contract and proof of workers' compensation coverage
meeting all statutory requirements of IC § 22-3-2. In addition,

proof of an "all states endorsement" cowvering claims
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occurring outside the State is required if any of the senices provided under this
Contract inwolve work outside of Indiana.

B. The Contractor's insurance coverage must meet the following additional requirements:

1. The insurer must have a certificate of authority or other appropriate authorization to
operate in the state in which the policy was issued.

2. Any deductible or self-insured retention amount or other similar obligation under the
insurance policies shall be the sole obligation of the Contractor.

3. The State will be defended, indemnified and held harmless to the full extent of any
cowverage actually secured by the Contractor in excess of the minimum requirements set
forth above. The duty to indemnify the State under this Contract shall not be limited by
the insurance required in this Contract.

4. The insurance required in this Contract, through a policy or endorsement(s), shall include a
provision that the policy and endorsements may not be canceled or modified without
thirty (30) days' prior written notice to the undersigned State agency.

5. The Contractor waives and agrees to require their insurer to waive their rights of subrogation
against the State of Indiana.

C. Failure to provide insurance as required in this Contract may be deemed a material breach of contract
entitling the State to immediately terminate this Contract. The Contractor shall furnish a certificate of
insurance and all endorsements to the State before the commencement of this Contract.

29. Key Person(s).

A. If both parties have designated that certain individual(s) are essential to the senices offered, the
parties agree that should such individual(s) leave their employment during the term of this Contract for
whatever reason, the State shall have the right to terminate this Contract upon thirty (30) days' prior
written notice.

B. In the event that the Contractor is an individual, that individual shall be considered a key person and,
as such, essential to this Contract. Substitution of another for the Contractor shall not be permitted
without express written consent of the State.

Nothing in sections A and B, above shall be construed to prevent the Contractor from using the senvices
of others to perform tasks ancillary to those tasks which directly require the expertise of the key

person. Examples of such ancillary tasks include secretarial, clerical, and common labor duties. The
Contractor shall, at all times, remain responsible for the performance of all necessary tasks, whether
performed by a key person or others.

Key person(s) to this Contract is/are None.

30. Licensing Standards. The Contractor, its employees and subcontractors shall comply with all
applicable licensing standards, certification standards, accrediting standards and any other laws, rules, or
regulations governing services to be provided by the Contractor pursuant to this Contract. The State will
not pay the Contractor for any services performed when the Contractor, its employees or subcontractors
are not in compliance with such applicable standards, laws, rules, or regulations. If any license,
certification or accreditation expires or is revoked, or any disciplinary action is taken against an applicable
license, certification, or accreditation, the Contractor shall notify the State immediately and the State, at
its option, may immediately terminate this Contract.
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31. Merger & Modification. This Contract constitutes the entire agreement between the parties. No
understandings, agreements, or representations, oral or written, not specified within this Contract will be
valid provisions of this Contract. This Contract may not be modified, supplemented, or amended, except
by written agreement signed by all necessary parties.

32. Minority and Women's Business Enterprises Compliance.

Award of this Contract was based, in part, on the Minority and/or Women's Business Enterprise ("MBE"
and/or "WBE") participation plan as detailed in the Minority and Women's Business Enterprises
Subcontractor Commitment Form, commonly referred to as "Attachment A" in the procurement
documentation and incorporated by reference herein. Therefore, any changes to this information during
the Contract term must be approved by Division of Supplier Diversity and may require an amendment. It
is the State's expectation that the Contractor will meet the subcontractor commitments during the
Contract term.

The Division of Supplier Diversity certified MBE and/or WBE subcontractors participating in this Contract
are listed in Exhibit F.

A copy of each subcontractor agreement must be submitted to the Division of Supplier Diversity within thirty
(30) days of the effective date of this Contract. The subcontractor agreements may be uploaded into Pay
Audit (Indiana's subcontractor payment auditing system), emailed to MWBE Compliance@idoa.IN.gov, or
mailed to Division of Supplier Diversity, 402 W. Washington Street, Room W-462, Indianapolis IN 46204.
Failure to provide a copy of any subcontractor agreement may be deemed a violation of the rules governing
MBE/WBE procurement and may result in sanctions allowable under 25 IAC 5-7-8. Requests for changes
must be submitted to MWBECompliance@idoa.IN.gov for review and approval before changing the
participation plan submitted in connection with this Contract.

The Contractor shall report payments made to Division of Supplier Diversity certified subcontractors under
this Contract on a monthly basis using Pay Audit. The Contractor shall notify subcontractors that they
must confirm payments received from the Contractor in Pay Audit. The Pay Audit system can be
accessed on the IDOA webpage at: www.in.goviidoa/mwbe/payaudit.htm. The Contractor may also be
required to report Division of Supplier Diversity certified subcontractor payments directly to the Division,
as reasonably requested and in the format required by the Division of Supplier Diversity.

The Contractor's failure to comply with the provisions in this clause may be considered a material breach
of the Contract.

33. Nondiscrimination. Pursuant to the Indiana Civil Rights Law, specifically IC § 22-9-1-10, and in
keeping with the purposes of the federal Civil Rights Act of 1964, the Age Discrimination in Employment
Act, and the Americans with Disabilities Act, the Contractor covenants that it shall not discriminate against
any employee or applicant for employment relating to this Contract with respect to the hire, tenure, terms,
conditions or privileges of employment or any matter directly or indirectly related to employment, because
of the employee's or applicant's race, color, national origin, religion, sex, age, disability, ancestry, status
as a veteran, or any other characteristic protected by federal, state, or local law ("Protected
Characteristics"). The Contractor certifies compliance with applicable federal laws, regulations, and
executive orders prohibiting discrimination based on the Protected Characteristics in the provision of
senices. Breach of this paragraph may be regarded as a material breach of this Contract, but nothing in
this paragraph shall be construed to imply or establish an employment relationship between the State and
any applicant or employee of the Contractor or any subcontractor.

The State is a recipient of federal funds, and therefore, where applicable, the Contractor and any
subcontractors shall comply with requisite affirmative action requirements, including reporting, pursuant to
41 CFR Chapter 60, as amended, and Section 202 of Executive Order 11246 as amended by Executive
Order 13672.

10
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34. Notice to Parties. Whenever any notice, statement or other communication is required under this
Contract, it will be sent by E-mail or first class U.S. mail senice to the following addresses, unless
otherwise specifically advised.

A. Notices to the State shall be sent to:

Indiana Department of Administration, Procurement Division
ATTN: Mark Hempel

402 W Washington W-468

Indianapolis, IN 46204

E-mail: mhempel@idoa.in.gov

B. Notices to the Contractor shall be sent to:
Contract Administrator

Computer Aid, Inc.

1390 Ridgeview Drive

Allentown, PA 18104

Email: ContractManagement@cai.io

With copies to:

Gregg M. Feinberg, Esq.
Feinberg Law Office

1390 Ridgeview Drive, Suite 301
Allentown, PA 18104

Email: gregg@feinberglaw.com

Computer Aid, Inc.

ATTN: Linda Leiby

1390 Ridgeview Dr
Allentown, PA 18104
E-mail: linda.leiby@cai.io

As required by IC § 4-13-2-14.8, payments to the Contractor shall be made via electronic funds transfer in
accordance with instructions filed by the Contractor with the Indiana Auditor of State.

35. Order of Precedence; Incorporation by Reference. Any inconsistency or ambiguity in this
Contract shall be resolved by giving precedence in the following order: (1) this Contract, (2) attachments
prepared by the State, (3) RFP # 21-67147, (4) Contractor's response to RFP # 21-67147, and (5)
attachments prepared by the Contractor. All attachments, and all documents referred to in this paragraph,
are hereby incorporated fully by reference.

36. Ownership of Documents and Materials.

A. All documents, records, programs, applications, data, algorithms, film, tape, articles, memoranda, and
other materials (the "Materials") not developed or licensed by the Contractor prior to execution of this
Contract, but specifically developed under this Contract shall be considered "work for hire" and the
Contractor hereby transfers and assigns any ownership claims to the State so that all Materials will be the
property of the State. If ownership interest in the Materials cannot be assigned to the State, the
Contractor grants the State a non-exclusive, non-cancelable, perpetual, worldwide royalty-free license to
use the Materials and to use, modify, copy and create derivative works of the Materials.

B. Use of the Materials, other than related to contract performance by the Contractor, without the prior
written consent of the State, is prohibited. During the performance of this Contract, the Contractor shall
be responsible for any loss of or damage to the Materials developed for or supplied by the State and used
to develop or assist in the senices provided while the Materials are in the possession of the

Contractor. Any loss or damage thereto shall be restored at the Contractor's expense. The Contractor
shall provide the State full, immediate, and unrestricted access to the Materials and to Contractor's work
product during the term of this Contract.

11
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37. Payments.

A. All payments shall be made thirty five (35) days in arrears in conformance with State fiscal policies and
procedures and, as required by IC §4-13-2-14.8, the direct deposit by electronic funds transfer to the
financial institution designated by the Contractor in writing unless a specific waiver has been obtained
from the Indiana Auditor of State. No payments will be made in advance of receipt of the goods or
senices that are the subject of this Contract except as permitted by IC § 4-13-2-20.

B. If the Contractor is being paid in advance for the maintenance of equipment, software or a senice as
a subscription, then pursuant to IC § 4-13-2-20(b)(14), the Contractor agrees that if it fails to fully provide
or perform under this Contract, upon receipt of written notice from the State, it shall promptly refund the
consideration paid, pro-rated through the date of non-performance.

38. Penalties/Interest/Attorney's Fees. The State will in good faith perform its required obligations
hereunder and does not agree to pay any penalties, liquidated damages, interest or attorney's fees,
except as permitted by Indiana law, in part, IC § 5-17-5, IC § 34-54-8, IC § 34-13-1 and IC § 34-52-2.

Notwithstanding the provisions contained in IC § 5-17-5, any liability resulting from the State's failure to
make prompt payment shall be based solely on the amount of funding originating from the State and shall
not be based on funding from federal or other sources.

39. Progress Reports. The Contractor shall submit progress reports tothe State upon request. The
report shall be oral, unless the State, upon receipt of the oral report, should deem it necessary to hawe it
in written form. The progress reports shall serve the purpose of assuring the State that work is
progressing in line with the schedule, and that completion can be reasonably assured on the scheduled
date.

40. Public Record. The Contractor acknowledges that the State will not treat this Contract as
containing confidential information, and the State will post this Contract on the transparency portal as
required by Executive Order 05-07 and IC § 5-14-3.5-2. Use by the public of the information
contained in this Contract shall not be considered an act of the State.

41. Renewal Option. This Contract may be renewed under the same terms and conditions, subject to
the approval of the Commissioner of the Department of Administration and the State Budget Director in
compliance with IC § 5-22-17-4. The term of the renewed contract may not be longer than the term of the
original Contract.

42. Severability. The invalidity of any section, subsection, clause or provision of this Contract shall not
affect the validity of the remaining sections, subsections, clauses or provisions of this Contract.

43. Substantial Performance. This Contract shall be deemed to be substantially performed only when
fully performed according to its terms and conditions and any written amendments or supplements.

44. Taxes. The State is exempt from most state and local taxes and many federal taxes. The State will
not be responsible for any taxes levied on the Contractor as a result of this Contract.

45. Termination for Convenience. This Contract may be terminated, in whole or in part, by the State,
which shall include and is not limited to IDOA and the State Budget Agency whenewer, for any reason,
the State determines that such termination is in its best interest. Termination of senices shall be effected
by delivery to the Contractor of a Termination Notice at least thirty (30) days prior to the termination
effective date, specifying the extent to which performance of senices under such termination becomes
effective. The Contractor shall be compensated for senices properly rendered prior to the effective date
of termination. The State will not be liable for senices performed after the effective date of termination.
The Contractor shall be compensated for senices herein provided but in no case shall total payment
made to the Contractor exceed the original contract price or shall any price increase be allowed on
individual line items if canceled only in part prior to the original termination date. For the purposes of this

12
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paragraph, the parties stipulate and agree that IDOA shall be deemed to be a party to this Contract with
authority to terminate the same for convenience when such termination is determined by the
Commissioner of IDOA to be in the best interests of the State.

46. Termination for Default.
A. With the provision of thirty (30) days' notice to the Contractor, the State may terminate this Contract in
whole or in part if the Contractor fails to:

1. Correct or cure any breach of this Contract; the time to correct or cure the breach may be
extended beyond thirty (30) days if the State determines progress is being made and the
extension is agreed to by the parties;

2. Deliver the supplies or perform the senices within the time specified in this Contract or
any extension;

3. Make progress so as to endanger performance of this Contract; or

4, Perform any of the other provisions of this Contract.

B. If the State terminates this Contract in whole or in part, it may acquire, under the terms and in the
manner the State considers appropriate, supplies or senices similar to those terminated, and the
Contractor will be liable to the State for any excess costs for those supplies or senices. However, the
Contractor shall continue the work not terminated.

C. The State shall pay the contract price for completed supplies delivered and senvices accepted. The
Contractor and the State shall agree on the amount of payment for manufacturing materials delivered and
accepted and for the protection and preservation of the property. Failure to agree will be a dispute under
the Disputes clause. The State may withhold from these amounts any sum the State determines to be
necessary to protect the State against loss because of outstanding liens or claims of former lien holders.

D. The rights and remedies of the State in this clause are in addition to any other rights and remedies
provided by law or equity or under this Contract.

47. Travel. No expenses for travel will be reimbursed unless specifically authorized by this

Contract. Permitted expenses will be reimbursed at the rate paid by the State and in accordance with the
Budget Agency's Financial Management Circular - Travel Policies and Procedures in effect at the time
the expenditure is made. Out-of-state travel requests must be reviewed by the State for availability of
funds and for conformance with Circular guidelines.

48. Waiver of Rights. No right conferred on either party under this Contract shall be deemed waived,
and no breach of this Contract excused, unless such waiver is in writing and signed by the party claimed
to have waived such right. Neither the State's review, approval or acceptance of, nor payment for, the
senices required under this Contract shall be construed to operate as a waiver of any rights under this
Contract or of any cause of action arising out of the performance of this Contract, and the Contractor shall
be and remain liable to the State in accordance with applicable law for all damages to the State caused
by the Contractor's negligent performance of any of the senices furnished under this Contract.

49. Work Standards. The Contractor shall execute its responsibilities by following and applying at all
times the highest professional and technical guidelines and standards. If the State becomes dissatisfied
with the work product of or the working relationship with those individuals assigned to work on this
Contract, the State may request in writing the replacement of any or all such individuals, and the
Contractor shall grant such request.

50. State Boilerplate Affirmation Clause. |swear or affirm under the penalties of perjury that | have
not altered, modified, changed or deleted the State's standard contract clauses (as contained in
the 2021 OAG/ IDOA Professional Services Contract Manual or the 2021 SCM Template) in any way
except as follows:

26. Indiana Veteran Owned Small Business Enterprise Compliance. — Modified

29. Key Person(s) - Modified

13
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32. Minority and Women's Business Enterprises Compliance. - Modified
34. Notice to Parties — Modified
35. Order of Precedence; Incorporation by Reference - Modified

THE REMAINDER OF THIS PAGE IS INTENTIONALLY BLANK
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Non-Collusion and Acceptance
The undersigned attests, subject to the penalties for perjury, that the undersigned is the Contractor, or
that the undersigned is the properly authorized representative, agent, member or officer of the
Contractor. Further, to the undersigned's knowledge, neither the undersigned nor any other member,
employee, representative, agent or officer of the Contractor, directly or indirectly, has entered into or been
offered any sum of money or other consideration for the execution of this Contract other than that which
appears upon the face hereof. Furthermore, if the undersigned has knowledge that a state officer,
employee, or special state appointee, as those terms are defined in IC § 4-2-6-1, has a financial
interest in the Contract, the Contractor attests to compliance with the disclosure requirementsin
IC § 4-2-6-10.5.

Agreementto Use Electronic Signatures

| agree, and itis my intent, to sign this Contract by accessing State of Indiana Supplier Portal using the
secure password assigned to me and by electronically submitting this Contract to the State of Indiana. |
understand that my signing and submitting this Contract in this fashion is the legal equivalent of having
placed my handwritten signature on the submitted Contract and this affirmation. | understand and agree
that by electronically signing and submitting this Contract in this fashion | am affirming to the truth of the
information contained therein. | understand that this Contract will not become binding on the State until it
has been approved by the Department of Administration, the State Budget Agency, and the Office of the
Attorney General, which approvals will be posted on the Active Contracts

Database: https://fs.gmis.in.gov/psp/quest/SUPPLIER/ERP/c/SOI_CUS TOM_APPS.SOI_PUBLIC CNTR
CTS.GBL

In Witness Whereof, the Contractor and the State hawve, through their duly authorized
representatives, entered into this Contract. The parties, having read and understood the foregoing terms
of this Contract, do by their respective signatures dated below agree to the terms thereof.

CO LEdRaAID, INC. Indiana.fdepaitiment of Administration
B.KWMP(MW B_M%me

X 2822B073E271448... X E3398618C429457 ...
Title: gvp Title: pirector of vendor Management

Date: 12/9/2021 | 13:33 EST Date: 12/10/2021 | 07:34 EST

Hectronically Approved
by:
Indiana Office of Technology

By: (for)
Tracy E. Barnes, Chief Information Officer

Hectronically Approved
by:
Department of Administration

By: (for)
Rebecca Holw erda, Commissioner

Electronically Approved
by:
State Budget Agency

By: (for)
Zachary Q. Jackson, Director

Office of the Attorney General

By: (for)
Theodore E. Rokita, Attorney General

Hectronically Approved as to Form and Legality by:
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EXHIBIT A
Implementation and Administration

1. Account Management

Account Management Structure

The Contractor's dedicated account management team as proposed in RFP 21-67147 shall remain in
place throughout the full contract term. The Contractor shall notify the State within 48 hours of notification
of any staffing changes from proposed staffing as listed below. The State shall be provided the
opportunity to approve or deny any new proposed personnel. The Contractor shall have a back-up plan
in place at all times for all account management-related personnel and services. The Contractor shall
communicate and maintain an up-to-date back-up plan for all account management team members.

Pursuant to implementation finalization, the State and the Contractor shall formalize the Account
Management and Customer Senice expectations in a subsequent Amendment to this contract. This shall

include but is not limited to, customer senvice hours and access, problem resolution process, and disaster
recovery process.

2. Administration of Provider Network

A. The Contractor shall administer a provider network and associated process from need identification
by the State, resource recruitment, screening, and selection, placement and onboarding, and
resource and State hiring manager support throughout the engagement.

B. The Contractor will invite the State’'s recommended providers into the MSP network during
implementation as well as other providers as needed to meet the State’s needs throughout the life of
the contract. All providers in the network are subject to the terms and conditions of the resulting
contract with the MSP.

C. Contractor shall disclose any and all financial interests with any of the network providers and the
State reserves the right to include or exclude their participation in MSP’s total participation.

D. Adding or removing providers into or out of the network shall not require an amendment to the
contract, nor will it require additional documentation or signatures from the State. All IV&V providers,
however, must be jointly approved by IDOA and IOT.

E. The State requires at least one provider in the MSP network that serves as the sourcing and resource
dewvelopment partner for the IT State Earn and Learn (SEAL) program managed through IOT.
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F. Resource Selection

1. Selected Resource Program

(A.) The SRP is comprised of temporary staffing resources who are recruited, screened, and
selected by the State. The State determines the Resource Pay Rate. SRP resources shall
be employees of the Contractor. Contractor shall be responsible for background checks,
placement, and onboarding, along with resource and State Hiring Manager support
throughout the engagement.

(B.) SRP resources are Contractor employees, therefore there is no opportunity for provider
network utilization and Supplier Diversity subcontractor participation

2. Staff Augmentation

(A). The Contractor shall provide quality candidate recruiting, screening, and matching in order to
improve the internview and selection process conducted by hiring managers.

(B). Contractor is expected to notify the State as soon as a resource is not available and to
immediately escalate situations where requested position(s) are difficult to fill.

(C). The Contractor shall limit utilization of their own resources for Staff Augmentation to 10%
across all work categories. The SRP is exempt from this requirement.

3. IT consulting senices and V&V of State Project Work

The Contractor shall administer a vendor network and competitive process for project fulfillment.
The competitive project fulfillment process includes (but is not limited to):

o Needs identification by the State (currently a form which includes project oveniew,
scope of work and deliverables, desired pricing model, proposal expectations, proposal
instructions, format requirements, milestone dates and criteria for selection)

Informing vendors in the network of the project opportunity

Aggregating vendor questions and publishing State responses

Collecting and screening proposals for minimum project requirements

Preparing resulting Work Order for project execution based on State’s selection
Project team onboarding

Project team and State support through the engagement

O O O O O O

Pursuant to implementation finalization, the State and the Contractor shall formalize the Administration of
the Provider Network expectations in a subsequent Amendment to this contract.

3. Vendor Management System (VMS) Requirements & End-User Experience

At minimum, the VMS functionality shall include State approval of resource hours, reimbursable
expenses, and deliverables prior to inwice submission.

The State requires Contractor to provide technical and functional assistance for all VMS related issues.
Contractor is required to notify the State of all planned VMS maintenance, upgrades, and enhancements.

Pursuant to implementation finalization, the State and the Contractor shall formalize the VMS
expectations in a subsequent Amendment to this contract.

4, Communication and Marketing
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The Contractor shall supply drafts, samples and proofs for approval prior
to printing/issuance/release. The quality output shall be within the standards of the State of Indiana. The
Contractor shall prepare marketing programs and materials at no cost to the State.

Pursuant to implementation finalization, the State and the Contractor shall formalize the communication
and marketing expectations in a subsequent Amendment to this contract.

5. Invoicing and Billing

The State requires all approvals to be completed in the VMS prior to invoice submission. This includes
(but is not limited to) approval of time sheets, hours, deliverables, and expenses to be reimbursed.

Inwices must be submitted by and payment made to Contractor. The State shall not accept inwices
from providers in the network. The State shall not make payment directly to providers in the network.

Inwices must be submitted to (and payment remitted from) individual agency and departments as
determined during contract implementation. The State shall not accept a central bill process.

At a minimum, Contractor's inwice frequency shall be monthly. The State desires flexibility with
increased inwice frequency (biweekly, weekly) as requested by individual agencies or departments.

Pursuant to implementation finalization, the State and Contractor will formalize the inwice format and
process in a subsequent Amendment to this contract.

6. Implementation, Transition & Training

The State and the Contractor will collaborate to determine implementation steps. The Contractor will
submit a detailed contract implementation and transition plan. The transition plans shall include (at
minimum) milestones, estimated timelines, an oveniew of implementation team members and their
responsibilities, and a clearly defined transition process from the transition team to the account
management team.

7. Metrics and Reporting

Pursuant to implementation finalization, the State and the Contractor shall formalize the reporting

expectations in a subsequent Amendment to this contract. This shall include but not be limited to
Quarterly Business Reviews (QBR).

18



DocuSign Envelope ID: C6DE0576-4D2B-4B41-97A9-0A458EE1F807

EXHIBIT B

SERVICE LEVEL AGREEMENTS

The MSP will be allowed a ninety (90) day grace period during the implementation phase of the contract
to ramp up senices. Tracking of each below senice level agreement will begin as of 4/1/2022.

SLA Service Level Agreement Description Minimum SLA

Measures average response time from receipt of request to

Requisition confirmation of request receipt. 4 business hours
1 |Confirmation Response|Calculated by dividing the number of requisitions which
Time received confirmation within 4 hours by the total number 92% or more

of requisitions.

Measures average response time from receipt of request to

Resume Submittal delivery of first candidate's resume. 4 business days
2 Response Time Calculated by dividing the number of requisitions which
P received first batch of resumes for review within 4 business 92% or more

days by the total number of requisitions.

Measures the Contractor's ability to

satisfactorily fill requisitions. Indicates how many requisitions
are open.

Calculated by dividing the total number of filled positions at
month’s end by the total number of requisitions over the past

3 Normal Fill Rate 92% or more

month.
Measures average response time from receipt of URGENT
Urgent Flagged request to delivery of first candidate's resume. 24 hours
4 | Submittal Response [Calculated by dividing the number of URGENT requisitions
Time that received first batch of resumes for review within 24 92% or more

hours by the total number of URGENT requisitions.

Measures the Contractor's ability to

satisfactorily fill URGENT requisitions. Indicates how many
requisitions are open.

Calculated by dividing the total number of filled positions at
month’s end by the total number

of URGENT requisitions over the past month.

5 Urgent Fill Rate 92% or more

Measures resource turnover.

6 Attrition Rate Calculated by dividing the number of resources that have left 8% or less
during the report period by the average number of available
resources during that same report period.

Measures resource turnover due to inadequate resource
performance.

7 |Performance Removal 5% or less
Calculated by dividing the number of turnovers (due to
inadequate performance) by the total number of resources.
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Customer Senvice
Suney Results

Monthly survey of the satisfaction of the Hiring Manger. Survey will highlight positive
and negative points about the Hiring Manager's experience in order to identify areas
for improvement. Results of surveys will be compiled for State review every
reporting period.

Usage of Network

Measure of how many subcontractor resources are selected
by the State.

90% or more
Calculated by dividing the number of subcontractor resources
selected within period by the total number of resources.

10

VMS Uptime

Measures the reliability of the VMS as a function of time the
VMS is working and available.

0,
Calculated by dividing the amount of time (in minutes) the 99.9% or more
system is down by the amount of time (in minutes) the system
is being monitored.
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EXHIBIT C

KEY PERFORMANCE INDICATORS

Pursuant to implementation finalization, The State and Contractor shall formalize the Performance Metrics
in a subsequent Amendment to this contract.
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EXHIBIT D

ELIGIBLE ENTITIES to UTILIZE THE CONTRACT

State Agency As defined in IC 4-13-1, “state agency” means an authority, board, branch,
commission, committee, department, division, or other instrumentality of the executive, including
the administrative, department of state government.

Other Governmental Entities:
Contractor shall extend the pricing and senices under this Contract to all other governmental
entities within the State of Indiana (“Governmental Entities”).

Other Governmental Entities are defined as: An agency, board, a branch, a bureau, a
commission, a council, a department, an institution, an office, or another establishment of any of
the following:

(1) The judicial branch

(2) The legislative branch

(3) A political subdivision (includes towns, cities, local governments, etc.

(4) A State educational institution.

As multiple state agencies and governmental bodies will utilize this contract, Contractor
shall be capable of meeting the needs of custom programs as defined by the State
throughout the term of the contract. Specific Scope(s) of Work, shall be included in
Exhibit D.

Pursuant to implementation finalization, the State and the Contractor shall formalize the
Entities Eligible to Utilize the Contract expectations in a subsequent Amendment to this
contract.

Participation of this contract by the other governmental bodies is not mandatory.
The State is not responsible for the transactions between the Respondent and these entities. All

other governmental bodies using State contracts and QPAs are expected to follow the contractual
terms and conditions specified in those agreements and within local purchasing requirements.
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Exhibit D-1
Department of Revenue

Service Level Agreement

This Senice Lewvel Agreement (SLA) defines the requirements for the Contractor to provide the levels of
senices that must be met in order to act as the Managed Senice Provider for temporary administrative
personnel for the Indiana Department of Revenue (DOR).

Pursuant to implementation finalization, the State and the Contractor shall formalize the DOR
expectations in a subsequent Amendment to this contract.

This SLA is presented in the following sections:
3. Definitions
4. Locations of Resource Engagement
5. Background Checks — Security Badges
6. Minimum Benefits
7. On-Site Manager
8. Training-Orientation

9. Pay Status

10. Time Sheet Procedures-Invoices

11. Resource Advancement Procedures

12. Reports

13. Termination Procedures

Each section provides the following:
e Description of the section support function
¢ Roles and responsibilities of the Contractor
¢ Roles and responsibilities of the DOR

1. Definitions
A. Long Term Temporary Resource
The Long-Term Temporary Resource is a resource that is in work status for DOR each month during
a twelve (12) month period.

B. Short Term Temporary Resource
The Short-Term Temporary Resource is a resource that is in work status for DOR less than six (6)
months with no expectation of full-time employment.

C. Short Term Temporary Recall Resource
The Short-Term Temporary Recall Resource is a resource that is in work status for DOR less than six
(6) months but returns within twelve (12) months to work for DOR.

D. Temporary to Hire Resource
The Temporary to Hire Resource is a resource that is in work status fur DOR fur up to six (6) months
culminating with full time employment with DOR

E. Vendor Hourly Bill Rate
The Vendor Hourly Bill Rate is the rate which is paid to the Vendor for each position specified in the
DOR Specific Rate Card-Position Schedule attached to this SLA.

F. Hourly Pay Rate

The Vendor Hourly Pay Rate is the rate which is paid to the Resource and does not include any
Vendor markup or rate differentials as specified in the DOR Specific Rate Card-Position Schedule
attached to this SLA.
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G. Vendor Hourly Payroll Rate

The Vendor Hourly Payroll Rate is the rate which is paid to the Resource and includes a reduced
mark-up rate as specified in the Professional Senices Contract for Managed Senice Providers
Senices, Section 17., Employment Option

2. Locations of Resource Employment
The following DOR locations will have temporary administrative resources employed for DOR:

Returns Processing Center (RPC)
5150 Decatur Biwd

Indianapolis IN 46241
317-615-2518

Motor Carrier Services Division (MCSD)
5252 Decatur BIvd Suite R
Indianapolis IN 46241

Indiana Gowvernment Center (JGC)
100 N Senate Ave
Indianapolis IN 46204

DOR Bloomington District Office
410 Landmark Ave

Bloomington IN 47403
812-339-1119

DOR Clarksyille District Office
1446 Hom St

Clarksville IN 47129
812-282-7729

DOR Columbus District Office
3136 N National Rd

Suite H

Columbus IN 47201
812-376-3049

DOR Evansyville District Office
Goodwill Building

Suite 202

500 S Green River Rd
Evansyville IN 47715
812-479-9261

DOR Fort Wayne District Office
1415 Magnavwox Way

Suite 100

Fort Wayne IN 46804
260-436-5663

DOR Kokomo District Office
117 E Superior St

Kokomo IN 46901
765-457-0525
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DOR Lafayette District Office
100 Executive Dr

Suite B

Lafayette IN 47905
765-448-6626

DOR Merrillville District Office
8368 Louisiana Ave

Suite A

Merrillville IN 46410

219- 769-4267

DOR Muncie District Office
3640 N Briarwood Lane
Suite 5

Muncie IN 47304
765-289-6196

DOR South Bend District Office
1025 Widener Lane Suite B
South Bend IN 46614
574-291-8270

DOR Terre Haute District Office
30 N 8th St

3rd Floor

Terre Haute IN 47807
812-235-6046

3. Background Checks-Security Badges
All Resources must pass the following:

A.
B.
C.

background checks,
pre-screening requirements,
tax clearances as specified by DOR.

Any Resource that does not pass all these requirements will not be accepted by DOR for
employment.

1.

Background Checks are to include the following:
(A). Sewven (7) years of Employment and Indiana residency verification, if applicable
(B). Seven (7) years of Educational erification, if applicable to job description posting.
(C). Indiana driver license verification-must have a "Valid" status
. Sewven (7) years of National criminal history checks
. Sewven (7) years of Sex Offender Registry check
. If the resource will be using the Bureau of Motor Vehicles (BMV) STARS system, the
resource must have a national fingerprint check.

(D)
(E)
(F)

DOR is to be notified of any negative history and will determine if the resource will pass
or fail the background check. This notification is to be directed to the Human Resource
(HR) Director or his designee. The HR director, or his designee, will notify

the Contractor as soon as possible of DOR's decision.

If DOR notifies the Contractor that a resource has failed the background check and/or the

tax clearance check, the Contractor will immediately offer at least two more resources for
consideration.
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2. Pre-Screening Requirements

Data Input Operator Resources must be tested and meet the keystroke requirement stated in the
job description. All pre-screening requirements for each position are to be tested prior to being
offered as a resource.

3. Security Badges

4,

(A). Security badges are required to be worn by resources when on DOR properties.
Procedures for issuing and assuring that security badges are returned upon
termination of employment must be established.

(B). Security badges are produced at a cost to each resource. Each security badge fee
collected from the resource by the Contractor will be refunded to the resource upon
termination of employment if the security badge is returned to the Contractor. Only
one security badge fee will be refunded to the resource upon termination.

(C). The Contractor will collect all security badge fees paid by Long Term Temporary
Resources to the previous State QPA Vendors.

(D). Upon termination of a resource and return of the security badge to the Contractor,
the Contractor will refund the resource the security badge fee.

(E). If a security badge becomes disabled, the first badge is replaced at no cost to the
resource. If more than one security badge is replaced for the resource, the resource
will pay an additional security badge fee for each new security badge.

(F). If aresource loses a security badge, the resource is required to pay an additional
security badge fee for the replacement security badge.

i. RPC Building Procedures
Security badges will be produced for each resource on the first day of
employment with DOR at the RPC or MCSD. The cost of the security badge will
be deducted from the resource's first paycheck.

ii. JGC Building Procedures
The resource will complete the necessary paperwork and be accompanied to the
proper location in the JGC complex to obtain the required security badge. The
cost of the security badge will be deducted from the resource's first paycheck.

iii. District Office Locations
The district offices do not require security badges at this time.

Tax Clearances

The DOR will confirm that the resource is current in paying the previous seven (7) years
of Indiana state taxes.

If a resource fails to pass the tax clearance, the resource is rejected from consideration
for employment with DOR.

DOR may conduct annual tax clearances on all Short-Term Temporary Recall resources
and Long-Term Temporary resources.

Contractor's Responsibilities
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(A). The background checks and pre-screening requirements will be completed after the
resource has been accepted by DOR and will be performed at no cost to DOR.

(B). The Contractor will ensure that all background checks and pre-screening tests
are completed prior to the resource commencing work at DOR.

(C). The Contractor will obtain a completed Release of Information form from each
resource. The Release of Information form must be submitted to DOR for the purpose
of the tax clearance checks.

(D). DOR is to be notified of any negative history and will determine if the resource will
pass or fail the background check. This notification is to be directed to the Human
Resource (HR) Director or his designee.

(E). All background checks, pre-screening tests and Release of Information forms will be
maintained by the Contractor for a minimum of one (1) year after the resource in
employed by DOR or until the resource is released from employment at DOR,
whichever is longer. These documents are subject to audit by DOR.

(F). The Contractor will be responsible for collecting the security badge fee from each
resource upon employment with DOR.

(G). The Contractor will be responsible for refunding the security badge fee to the
resource, upon receipt of the security badge, at the time of termination of
employment with DOR.

DOR Responsibilities

(A). DOR will perform all tax clearances on each resource offered to DOR for
employment after the resource has cleared all background checks and pre-screening
requirements.

(B). DOR will review all negative history from the background check and determine if the
resource will pass or fail the background check.

(C). DOR will notify the Contractor as soon as possible, that a resource has not passed
the background check and/or the tax clearance requirement in order that additional
resources can be offered.

4. Minimum Benefits

All temporary resources currently employed by DOR and transitioned to the Contractor, are to be
provided the minimum benefits provided by the previous State QPA vendors.

5. On-Site Manager Requirements

An On-Site Manager will be provided by the Contractor for the DOR Returns Processing Center
(PRC) located at 5150 Decatur Blvd., Indianapolis In. The On-Site Manager will act as a liaison
between the resources, the Contractor and DOR personnel at the RPC location.

Contractor’s Responsibilities

On-Site Manager Responsibilities:

(A). The On-site Manager will be present at the RPC facility long enough to allow
sufficient time to senice both the DOR and the temporary resources. The On-site
Manager must be present every day on Monday through Friday.
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(B). The On-site Manager will conduct all orientation and training sessions fur all
resources employed at the RPC and the MCSD.

(C). The On-Site Manager will be available for resource questions, distribution of
paychecks, dispute settlements, and termination procedures.

(D). The On-site Manager will collect all paper time sheets and forward these time sheets
to the appropriate Vendors for entry into the vendor management computer system
for time keeping purposes.

(E). A phone number is to be provided by the Contractor, so that at any time the On-Site
Manager is not present at the RPC facility, the resource can discuss any concerns
with the Contractor.

DOR Responsibilities
(A). DOR - RPC will provide an area for the On-site Manager in which to work. This site
will have internet and telephone access.

(B). RPC will provide training packets for the resource orientation and training
procedures that pertain to the RPC resources. MCSD will provide training packets for
the resource orientation and training procedures that pertain to the MCSD resources.

6. Training and Orientation

Each resource that is placed with DOR is to receive training and orientation. The training and
orientation sessions will be conducted in one of the following manners:

On-Site Training or Orientation
Sites are: Returns Processing Center and Indiana Government Center.

(A). Resources working at the RPC will attend orientation and training sessions at the
RPC facility.

(B). Training for Data Input Operators only will be conducted at the RPC and will be
conducted during the 8:00 AM to 4:30 PM shift for the first two (2) days of
employment. DOR. will conduct the two-day training After training has been
completed, the Data Input Operator resource will be moved to the designated shift for
which the resource is to be placed.

(C). Resources working at the Motor Carrier Senvices Division will attend training and
orientation sessions at the RPC facility.

(D). Resources working at the JGC will be informed of the location of their orientation and
training sites.

Web Based Training and Orientation
For those resources located in the district offices, training and orientation will be provided
via the Contractor's web-based application.

Contractor's Responsibilities
(A). The Contractor will determine the DOR orientation and training requirements with the
appropriate DOR personnel

(B). The Contractor will validate, with the resource, that the resource pay is compliant
with DOR pay rate guidelines.
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7.

(C). Orientation and training outlines will be developed by the Contractor to ensure that
all orientation and training requirements are met. The DOR orientation and training
requirement outline will be presented to DOR fur approval prior to implementation.

(D). The Contractor will develop a Web based orientation-training program fur DOR. The
Web based training application will be presented to DOR for approval prior to
implementation.

(E). The Contractor will provide training for all DOR supenisors who will be supenising
the Contractor 's resources. This training will train the DOR supenisors on the use of
the vendor management computer system that is used to enter and approve the
resource's work hours each week.

(G). This training must be available for on-site training at the RPC, IGCN and via the Web
for all district office managers.

(H). DOR requires verification that all resources sign the DOR Confidentiality Statement.
A list of the resource's names is to be presented to DOR to confirm the resource has
read and signed the DOR Confidentiality Statement. The DOR Confidentiality
Statement will be maintained by the Contractor for one (1) year after the resource
leave DOR senvice.

DOR's Responsibilities

(A). DOR RPC will provide the orientation material packets to the Contractor. These
orientation materials will be used to conduct the orientation of all employees placed
at the RPC. DOR Motor Carrier Senices Division will provide the orientation material
packets to the Contractor for those resources placed at the MCSD.

(B). Orientation materials for resources located at the IGC and the district offices will be
provided electronically by the DOR HR division.

(C). If any materials contained in the orientation material packets change or become
obsolete, DOR will ensure that revised or new materials are provided to
the Contractor in a timely manner to ensure correct materials are provided to the
temporary resources.

(D). DOR will ensure that all DOR supervisors supenising the Contractor's resources will
be available for training of the vendor management system for the approval of hours
worked by each resource under their supenvision.

Pay Status
The following resources will be paid at the following rates:

A. Vendor Hourly Bill Rate
1. Short Term Temporary Resource
2. Temporary to Hire Resource

B. Vendor Hourly Payroll Rate
1. Long Term Temporary Resource
2. Short Term Temporary Recall

If a resource is a "new hire", the resource will be paid at the Vendor Hourly Bill Rate for the first six (6)
months of senice and then transitioned to the Vendor Hourly Payroll Rate on the six-
month anniversary date.

If a resource is a "new hire" and is "recruited" by DOR, the resource will be paid at the Vendor Hourly
Payroll Rate
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DOR has provided a list of positions and the minimum hourly pay rate for each position. This list is
attached to the SLA as the DOR specific Rate Card Schedule.

DOR Rate Differentials

A

DOR will pay rate differentials only after pre-approval from the DOR Chief Financial
officer (CFO) or designee.

1.0vertime Pay Premium Rate Differentials
Overtime Pay Premium Rate differential will be paid only after
the Contractor has received a memorandum from the DOR CFO or designee stating
the following:
(A). Resource's name, position title, vendor hourly pay rate, and DOR department
code number.
(B). Inclusive dates and time period of over time shift.
(C). Number of hours approved for the resource to work overtime.

2. Overtime Pay Premium rate is of 1.4 times the Vendor Hourly Pay Rate for all overtime
work performed by the resource.

3. Owertime pay premium rate differentials will only be paid if the resource has worked a
minimum of forty (40) hours per week.

B. Shift Pay Premium Rate Differentials

DOR will pay the shift pay premium rate differential fee for the evening or night shifts
differentials only after pre-approval from the DOR Chief Financial officer (CFO) or
designee.

Holiday or Weekend Pay Premium Rate Differentials
DOR will not pay the holiday or weekend pay premium rate differential fee.

8. Time SheetProcedures- Invoices

Time sheet procedures must be established to ensure that DOR resources who do not have
computer access will have their payable hours recorded in a correct and timely manner to ensure
timely payment.

A

B.

Resources located at the RPC do not have computer access, thus paper time sheets will
be used to document their payable hours.

Paper time sheets will be placed in appropriate departments within the RPC building.
Each department will be identified by a unique department code number for reference
purposes.

Each DOR supenisor will ensure that each resource completes the daily time sheet
information as instructed in the orientation training session.

At the end of the work week, the DOR supenrvisor will review the paper time sheet and
verify each resource's work record for the work week.

After verification, the DOR supenisor will transmit the paper time sheet to

the Contractor.

The Contractor will enter the paper time sheet information in to the Contractor's vendor
management computer system.

The DOR supenvisor will enter the vendor management computer system and verify all
resource's work hours and the total number hours worked.

This verification of the vendor management computer information must be done prior to Tuesday at
4:00 PM. Any work hours not verified by this time, will not appear on the current weekly pay check,
but will appear on the next week's pay check.

Contractor’s Responsibilities
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A. The Contractor will provide access to the vendor management system (VMS) for all DOR
SuUpenisors.
B. The Contractor will provide training in the use of the vendor management system (VMS)
for all DOR supeniisors.
C. The Contractor will provide training in the use to the vendor management system (VMS)
to all DOR resources who do have computer access.
D. The Contractor will provide DOR with weekly inwices documenting the following:
1.resource's name,
2.resource's position title,
3.resource's total work hours,
4.resource's department code number,
5.resource's DOR Supenisor's Name
E. The Contractor will provide weekly payment inwices to DOR at:
Department of Revenue
Finance Division MS | 03
100 N Senate Ave IGCN 248
Indianapolis IN 46241
caltherr@dor.in.gov
317-232-2170
Fax: 317-233-8650

DOR's Responsibilities

A.DOR will ensure that all DOR supenisors are available for vendor
management computer system training at a pre-determined time.

B.DOR will ensure that all resources who have computer access are available for vendor
management computer system training at a pre-determined time.

C.DOR will ensure that all supenvisors ‘erify all resources hours worked.

9. Resource Advancement Procedures

Under certain circumstances, DOR will want to advance or promote a resource from one position to
another.

Data Input Operator Advancement/Demotion Procedure

Data input operators will be evaluated on a monthly basis and their production will be rated to
determine if an advancement or reduction in pay is warranted per the DOR Specific Rate Card
Schedule attached to this SLA.

DOR has two (2) methods of measuring the data input operator's production and the correctness of
that production. The first measurement is the industry standard of the number of keystrokes per hour
(KS). The second measurement is "forms per hour" (FPH) and has been deweloped specifically by
and for DOR. The FPH measurement became effective January |, 20 | 0.

FPH is defined by the following formula:

Number of Forms Keyed per Function-Standardized
Divided by
Number of Hours of Machine Time

Functions are standardized by default data entry, data entry, rekeying, and W-2/Wh-3 forms.

Current Data Input Operators

The first of February, 2010 all current data input operators will be evaluated and their KS/FPH

rate will be determined. At the end of February, 2010, all current data input operators will

be evaluated; if their KS/FPH rate is below the minimum KS/FPH that corresponds to their Pay Rate,
the resource will be demoted to the next pay rate category which corresponds to their KS/FPH rate.
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If the FPH rate is above the maximum KS/FPH rate that corresponds to their Pay Rate, the resource
will be promoted to the next pay rate category which corresponds to their KS/FPH rate.

New Data Input Operators

Newly hired data input operators will be allowed a thirty (30) day trial period during which time the
KS/FPH rate for the resource will be established. At the end of the next calendar month, the KS/FPH
rate will be evaluated and the resource can either be promoted or demoted per the guidelines noted
abowe.

If a resource does not maintain the minimum KS/FPH production rate, the resource may be subject to
dismissal.

Other Resource Positions

The advancement of other resource positions will be initiated by DOR in the form of a written Change
Request which must be pre-approved by the DOR CFO and/or HR Director. The approved written
Change Request will be forwarded tothe Contractor for processing.

Contractor’s Responsibilities

A. Upon receipt of a written Change Request from DOR, the Contractor shall process a
Change Request for the resource.

B. The Change Request will become effective at the beginning of the next pay period or
the effective date specified by DOR in the Change Request.

C. The Contractor will acknowledge to DOR, by written communication, the following:
1. the Change Request has been received and processed,
2. state the effective date of the change will occur,
3. state the resource's name, new position title, new vendor hourly pay rate, new

vendor hourly bill rate, and the new DOR department code number.

D. The Contractor will inform the resource vendor:

of the advancement and the advancement effective date,

the new hourly pay rate,

the new position title,

the name of the resource's new supenisor, if applicable.

HPON =~

DOR's Responsibilities
A. DOR will provide a written Change Request to the Contractor.
B. DOR will attach the CFO/HR Director's written approval of the advancement.
C. The Change Request shall contain the following:
1. the date the Change Order is to become effective,
2. State the resource's name, current position title, current vendor hourly pay rate,
current vendor hourly bill rate, and the current DOR department code number.
3. State the resource's name, new position title, new vendor hourly pay rate, new
vendor hourly bill rate, and the new DOR department code number.

10. Reports
DOR requires reports from the Contractor which document the expenses associated with temporary
resource employment.

Reports are to document the following:

resource's name

resource's position title

resource's department code number
resource's hire date

resource's supenisor name

moowz»

The reports are to be developed in such a way as to enable DOR to request statistics within the
following parameters on a cumulative weekly/monthly or annual basis:
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resource spend by position title

resource spend by department code number
resource spend by department supenisor's name
resource hire date

resource spend by total number of resources
resource spend by Encompass fund, account, program, department code number
resource spend by resource name

resource spend by vendor hourly bill rate

long term temporary resource positions

short term temporary resource positions

short term temporary recall resource positions
temporary to hire resource positions

FRCTIEMMODO®>

Contractor's Responsibilities

A. The Contractor will develop the reports requested by DOR

B. The Contractor t will test and obtain DOR approval of all requested reports prior to
implementation.

The Contractor t will make the reports available to DOR for review and/or print
production upon request from DOR.

The Contractor t will develop additional reports for DOR upon request.

The Contractor t will provide training to DOR employees to enable the employees to
access and produce the requested reports.

mo O

DOR's Responsibilities

A. DOR will provide a DOR employee to work with the Contractor in the development,
testing and production of all requested reports.

B. DOR will determine the DOR employees who are to be trained in requesting reports
and make these employees available for report training at a pre-determined time and
place.

11. Termination Procedures

Termination of resources will occur during the contract period. DOR must have the capability of
terminating a resource immediately or at a pre-determined future time. The following procedures have
been established.

Immediate Termination

A

B.

C.

DOR will contact and orally inform the On-site manager of the impending immediate
termination of a resource.

If the On-site manager is present at the RPC facility, the On-site manager will be present at
and conduct the immediate termination meeting with the resource.

If the On-site manager is not present at the DOR facility, the DOR Deputy Director and/or her
designee will conduct the immediate termination meeting with the resource.

DOR reserves the right to have the on-site security guard present at all termination
meetings.

After the immediate termination meeting has been conducted and the resource has been
escorted off the DOR premises, the DOR supenisor will prepare the written Termination
Request and forward it to the On-site manager.

Pre-Determined Future Time Termination

A.

B.

C.

Upon receipt of a written Termination Request from the DOR supenisor, the Contractor shall
process the Termination Request immediately.

The Termination Request will become effective on the date and time specified by the DOR
supenvisor in the Termination Request.

The Contractor will ensure the On-site manager will be present at and will conduct

the termination meeting with the resource
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D. The Contractor will acknowledge to the DOR supenvisor, by written communication, as soon
as possible, the following:

1.
2.
3.
4.

5.

the Termination Request has been received,

state the date and time of the termination meeting,

contact the resource and inform the resource of the time and place of the termination
meeting,

contact the DOR supenisor and inform the DOR supenisor of the date, time, and
place of the termination meeting,

state the resource's name, position title, vendor hourly bill rate, the DOR department
code number, and the effective date of the termination.

Contractor's Responsibilities

1.

2.

3.

4.

The Contractor will commence immediate action upon oral or written notification of
a Termination Request.

The Contractor will conduct all termination meetings with the resource if present at
the RPC when the termination meeting is to be held.

The Contractor will process the appropriate documents to terminate the resource on
the effective date in the vendor management computer system.

The Contractor will obtain the security badge from the terminated resource and
refund the security badge fee to the resource.

DOR's Responsibilities

1.
2.

DOR will provide an oral or written Termination Request to the Contractor.

The Termination Request shall contain the following:

a. state the resource's name, current position title, current vendor hourly bill rate,
and the current DOR department code number.

b. state the effective date and time of the termination,

c. state the reason for termination.

The DOR supenvisor, and any other DOR personnel deemed necessary, will be

available and present at the termination meeting.
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EXHIBIT E

Job Descriptions, Rate Card, & Pay Rate Methodologies

Managed Senice Provider fee to be paid to the Contractor shall not exceed the following:

Program Category MSP Markup Fee (%)
Selected Resource Program 10%
IT Consulting Senices 45%
Independent Verification and Validation (IV&V) 45%
Staff Augmentation 45%

During contract finalization, Contractor shall follow the State’s guidelines to identify all positions eligible
for weekend, holiday, and overtime pay. After the State and the Contractor jointly identify these positions,

the Contractor shall have a process in place to notify hiring managers when a resource is anticipated or
planned to work and subsequently accrue weekend, holiday, and overtime hours and pay.

For Staff Augmentation, SRP, and custom programs the maximum bill rate must be inclusive of resource
pay rate and benefits, provider mark up, and MSP fee.

A Selected Resource Program:

The SRP Mark Up Rate shall not exceed 10%. There must be no additional markup. The
Supplier Diversity subcontractor commitment does not apply to the SRP.

For SRP, Contractor shall inwice the State a Bill Rate as defined in the formula below.

Contractor shall apply the Mark Up Rate to Resource Pay Rate only. Contractor shall not
apply the SRP Mark Up Rate to employee benefits or statutory costs. (‘BR”) Bill Rate

(“RPR”) Resource Pay Rate

(“EBC”) Employee Benefit Costs = Health, Dental, and Vision Insurance, and
Health Savings Account (HSA) contributions paid by Contractor for resource
benefits

(“SC”) Statutory Cost = FICA, Medicare, SUTA, FUTA, and Workers
Compensation Insurance

("*MUR”) Mark Up Rate
HBR = Hourly Bill Rate
HBR = (RPR * MUR) + RPR + EBC + SC

B. IT Consulting Senices and Independent Verification and Validation (IV&V)

Rates are established through a quote-based process and inclusive of all fees and costs,
including provider mark up and MSP fee.
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C. Staff Augmentation

The Contractor shall maintain uniform titles and descriptions for all positions listed as a
result of RFP 21-67147. Contractor must adhere to the resulting salary ranges from RFP
21-67147.

Contractor must have a process in place to recommend new titles, descriptions, and
salary range updates for the State’s consideration. New titles, descriptions, and salary
range updates will be incorporated into a master document, maintained by IDOA, and
may not require contract amendment.

BAFO Max
Offered Min | Offered Max Provider BAFO MSP Max Hourly
Position Title Hourly Pay Hourly Pay (Employer) (Gt Billable Rate
Rate ($) Rate ($) Markup’R‘ate Fe‘e ‘For All ®)
Per Position | Positions (%)
%)
0.45%
Account Clerk 2 $ 1834 $ 21.13 26.00% 0.45% $ 26.72
Account Clerk 3 $ 1730 | $ 19.93 25.00% 0.45% $ 25.00
Account Clerk 4 $ 1623 [ $ 18.68 32.00% 0.45% $ 24.74
Accountant 1 $ 3036 | $ 35.67 26.00% 0.45% $ 45.10
Accountant 2 $ 2025 ( § 34.29 25.00% 0.45% $ 43.02
Accountant 3 $ 28.08 | $ 32.87 19.00% 0.45% $ 39.26
Accountant 4 $ 26.88 | $ 31.40 16.00% 0.45% $ 36.57
Accountant 5 $ 25671 % 2991 20.00% 0.45% $ 36.03
Administrative Assistant 1 $ 20451 $ 24.43 29.00% 0.45% $ 31.62
Administrative Assistant 2 $ 194118 23.18 24.00% 0.45% $ 28.85
Administrative Assistant 3 $ 1826 [ $ 21.82 28.00% 0.45% $ 28.03
Administrative Assistant 4 $ 17.05 | $ 20.39 21.00% 0.45% $ 24.76
Administrative Assistant 5 $ 15811 % 18.90 22.00% 0.45% $ 23.14
Application Developer/Associate $ 2885 $ 33.75 27.00% 0.45% $ 43.01
Application Developer/Intermediate $ 31.00 [ $ 36.33 31.00% 0.45% $ 47.76
Application Developer/Senior $ 3456 (8 40.60 30.00% 0.45% $ 52.96
Application Systems Analysis/Programming/Manager $ 31258 36.63 28.00% 0.45% $ 47.05
Applications Systems Analyst/Programmer/Associate $ 28.66 | § 33.52 20.00% 0.45% $ 40.37
Applications Systems Analyst/Programmer/Intermediate $ 3040 [ $ 35.62 21.00% 0.45% $ 43.26
Applications Systems Analyst/Programmer/Senior $ 33.63 (8 39.48 16.00% 0.45% $ 45.97
Applications Systems Analyst/Programmer/Specialist $ 35.06 | $ 41.20 19.00% 0.45% $ 49.21
Attorney E7 $ 423718 52.03 16.00% 0.45% $ 60.59
Barber/Beautician $ 1459 $ 16.75 31.00% 0.45% $ 22.02
Behavioral Clinician 3 $ 26.89 | $ 30.70 27.00% 0.45% $ 39.13
Business Analyst/Associate $ 2949 § 34.52 19.00% 0.45% $ 41.23
Business Analyst/Intermediate $ 3133 ( $ 36.74 15.00% 0.45% $ 4242
Business Analyst/Senior $ 34.68 [ $ 40.75 21.00% 0.45% $ 49.49
Business Systems Consultant/Associate $ 202918 30.17 20.00% 0.45% $ 36.34
Business Systems Consultant/Intermediate $ 219518 36.73 16.00% 0.45% $ 42.77
Business Systems Consultant/Manager $ 204418 58.92 35.00% 0.45% $ 79.81
Business Systems Consultant/Senior $ 248718 43.20 35.00% 0.45% § 58.51
Charge Nurse $ 31.83 8% 36.69 31.00% 0.45% $ 48.23
Clerical Assistant 1 $ 15231 % 17.56 20.00% 0.45% $ 21.15
Clerical Assistant 2 $ 141718 16.30 21.00% 0.45% $ 19.80
Clinical Nurse Specialist $ 36.81 | $ 42.62 23.00% 0.45% $ 52.61
Communications Analyst/Associate $ 2889 (8 33.75 25.00% 0.45% $ 4234
Communications Analyst/Senior $ 31.18 | $ 36.56 32.00% 0.45% $ 48.42
Computer Operator 3 $ 2025 (8 22.85 28.00% 0.45% $ 29.35
CRM Administrator $ 2991 | $ 50.73 35.00% 0.45% $ 68.71
CRM Architect $ 505218 89.69 35.00% 0.45% $ 121.49
CRM Designer $ 3657 | $ 59.03 35.00% 0.45% $ 79.96
CRM Developer $ 339 (8 63.95 35.00% 0.45% $ 86.62
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BAFO Max
OfferedMin | OfferedMax |  Provider | BAFOMSP |y pprly
Position Title Hourly Pay Hourly Pay 7 G (G D) Billable Rate
Rate ($) Rate ($) Markup'R‘ate Fe‘e ‘For All ©)
Per Position | Positions (%)
%)
Data Administrator $ 3261 (8 38.72 18.00% 0.45% $ 45.86
Data Architect $ 3354 (8 39.38 19.00% 0.45% $ 47.04
Data Scientist $ 3643 (8 43.35 35.00% 0.45% $ 58.72
Data Warehousing Administrator $ 29951 $ 35.49 23.00% 0.45% $ 43.81
Data Warehousing Analyst $ 2888 | $ 34.18 26.00% 0.45% $ 43.22
Data Warehousing Programmer $ 31521 8 37.40 24.00% 0.45% $ 46.54
Database Analyst/Associate $ 2869 | $ 33.56 31.00% 0.45% $ 44.11
Database Analyst/Intermediate $ 3096 [ $ 36.29 25.00% 0.45% $ 45.53
Database Analyst/Senior $ 3490 | $ 41.02 16.00% 0.45% $ 47.71
Database Manager/Administrator $ 3485( 8 41.43 35.00% 0.45% $ 56.12
Dental Assistant 4 $ 1653 (8 19.04 30.00% 0.45% $ 24.84
Deputy/Assistant IT Director $ 5707 (8 73.90 35.00% 0.45% $ 100.10
Dietician 4 $ 2375(8 27.88 30.00% 0.45% $ 36.37
Epidemiologist E6 $ 3354 (8 39.60 29.00% 0.45% $ 51.26
Field Auditor 3 $ 225718 26.14 26.00% 0.45% $ 33.05
Food Service Worker $ 1250 [ $ 14.12 26.00% 0.45% $ 17.85
Grant Coordinator 3 $ 2322 (8 26.92 32.00% 0.45% $ 35.66
Grounds Foreman 2 $ 234718 27.20 27.00% 0.45% $ 34.67
Health Information Admin 5 $ 1404 [ $ 25.14 30.00% 0.45% $ 32.80
Help Desk Coordinator/Associate $ 19.61 | $ 22.79 31.00% 0.45% $ 29.96
Help Desk Coordinator/Intermediate $ 2085 (8 2431 28.00% 0.45% $ 31.23
Help Desk Coordinator/Senior $ 21.88 18 25.59 31.00% 0.45% § 33.64
Help Desk Manager $ 3205] 8 37.60 30.00% 0.45% $ 49.05
Information Security Analyst $ 26.65 | $ 42.70 35.00% 0.45% $ 57.84
Information Security Analyst/Senior $ 2976 [ $ 48.88 35.00% 0.45% $ 66.21
Information Security Manager $ 425218 58.74 35.00% 0.45% $ 79.56
Information Systems Auditor/Associate $ 2692 $ 31.79 31.00% 0.45% $ 41.79
Information Systems Auditor/Intermediate $ 2875( 8 34.02 23.00% 0.45% $ 42.00
Information Systems Auditor/Senior $ 3209( 8 38.09 29.00% 0.45% $ 49.31
Information Technology Director $ 61.02  $ 81.49 35.00% 0.45% $ 110.38
Inventory Administrator 6 $ 2392 $ 27.78 32.00% 0.45% $ 36.79
Laboratory Technician 2 $ 214318 24.74 28.00% 0.45% $ 31.78
Laborer 3 $ 1422 $ 16.34 24.00% 0.45% $ 20.34
LAN Administration/Manager $ 30.06 [ $ 35.61 28.00% 0.45% $ 45.74
LAN Administrator/Associate $ 2629 | § 31.02 21.00% 0.45% $ 37.67
LAN Administrator/Intermediate $ 2825($ 33.41 19.00% 0.45% $ 39.91
LAN Administrator/Senior $ 31.65]|$ 37.55 28.00% 0.45% $ 48.23
Laundry Assistant 3 $ 1250 [ $ 14.32 26.00% 0.45% $ 18.11
Legal Assistant 5 $ 214718 25.08 25.00% 0.45% $ 31.46
Licensed Practical Nurse $ 2151 (8 24.96 27.00% 0.45% $ 31.81
Maintenance Supervisor 3 $ 2827 (8 33.03 28.00% 0.45% $ 4243
Network Engineer/Associate $ 2981 (8 35.31 24.00% 0.45% $ 43.94
Network Engineer/Intermediate $ 32.06 | $ 38.05 23.00% 0.45% $ 46.97
Network Engineer/Senior $ 3611 (8 42.96 35.00% 0.45% $ 58.19
Nurse 4 $ 27.69 | $ 31.67 20.00% 0.45% $ 38.15
Nurse Consultant $ 3463 | $ 40.00 27.00% 0.45% $ 50.98
Nurse Practitioner $ 431218 50.35 30.00% 0.45% $ 65.68
Occupational Therapist 3 $ 3260 [ 8 38.50 25.00% 0.45% § 48.30
Oracle Financials $ 417718 49.23 32.00% 0.45% $ 65.21
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BAFO Max
Offered Min | OfferedMax | Frovider | BAFOMSP 1, oty
Position Title Hourly Pay | Hourly Pay | (Fmplover) | (Contractor) | po, e Rate
Rate ($) Rate ($) Markup Rate Fee For All ©)
Per Position | Positions (%)
(%)
Peoplesoft Functional Analyst $ 2788 [ $ 32.63 21.00% 0.45% $ 39.63
Pharmacist 3 $ 4758 | $ 55.23 26.00% 0.45% $ 69.84
Pharmacy Technician $ 1540 $ 17.99 30.00% 0.45% $ 23.47
Plant Foreman 1 $ 27.05 1 $ 31.52 25.00% 0.45% $ 39.54
Project Manager/Associate $ 3226 (8 39.57 24.00% 0.45% $ 49.24
Project Manager/Intermediate $ 37531 8% 46.32 35.00% 0.45% $ 62.74
Project Manager/Senior $ 41.67 | $ 51.51 35.00% 0.45% $ 69.77
Project Manager/Specialist $ 434118 53.67 16.00% 0.45% $ 62.50
Public Health Investigator 2 $ 240518 28.27 27.00% 0.45% $ 36.03
Purchasing Administrator 2 $ 2641 [ $ 31.16 28.00% 0.45% $ 40.03
Quality Assurance Analyst $ 253418 29.52 17.00% 0.45% § 34.67
Quality Assurance Analyst/Senior $ 27331 $ 31.92 21.00% 0.45% $ 38.77
Quality Assurance Manager $ 3878 | § 46.65 29.00% 0.45% $ 60.39
Sharepoint Developer $ 313918 36.81 21.00% 0.45% $ 44.71
Software Architect/Senior $ 50.16 [ $ 83.21 35.00% 0.45% $ 112.71
Stores Clerk 2 $ 2144 (8 24.74 25.00% 0.45% $ 31.04
Systems Administrator/Associate $ 2826 (8 33.42 27.00% 0.45% $ 42.59
Systems Administrator/Intermediate $ 3007 [ $ 35.62 21.00% 0.45% $ 43.26
Systems Administrator/Senior $ 3341 (8 39.69 17.00% 0.45% $ 46.62
Systems Architect $ 340318 39.97 35.00% 0.45% $ 54.14
Systems Architect/Specialist $ 38271 8% 45.05 35.00% 0.45% $ 61.02
Tax Analyst 4 $ 21.66 | $ 25.04 29.00% 0.45% $ 3241
Tax Analyst Sup 5 $ 23.18( $ 26.88 15.00% 0.45% $ 31.03
Tax Analyst Sup 6 $ 257918 30.06 17.00% 0.45% $ 35.31
Technical Writer $ 2608 [ $ 29.79 24.00% 0.45% $ 37.07
Technical Writer/Senior $ 2815($ 32.25 23.00% 0.45% $ 39.81
Warehouse Foreman 1 $ 2450 | $ 28.43 28.00% 0.45% $ 36.52
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EXHIBIT F

SUBCONTRACTOR LISTING

Pursuant to implementation finalization, the State and the Contractor shall formalize the Subcontractor

lists.

Minority Certified Subcontractors:

Company Name

Committed
Percentage

Phone

Contact Person Email

Service/Product

Estimated
Date of Use

Comcentia, LLC

25

414-871-1100,
ext. 102

DOjelabi@comcentia.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

Data X Ops

25

765-409-6432

asharma@dataxops.com

This firm will provide [T Staff Augmentation,
Administrative/Clerical Staff Augmentation, and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

eSense Incorporated

25

317-490-2570

Sanjay.vaze@esense-inc.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, Medical
Staff Augmentation, V&V, and IT Project Consulting
resources required by those participating in this
contract.

1/1/22-12/31/26

geoConvergence, LLC

25

812-219-7524

prem@39dn.com

This firm will provide IT Staff Augmentation and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

Information Systems Consultants,
Inc

25

317-525-8380

brownt@isciconsult.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, Medical
Staff Augmentation, and IT Project Consulting
resources required by those participating in this
contract.

1/1/22-12/31/26

Kaannan & Associates, LLC

25

317-777-9648

Aubrey.annan@kaannan.com

This firm will provide IT Staff Augmentation and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

O’Neil Staffing Solutions, LLC

25

317-974-9569

rware@onielstaffingsolutions.co
m

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, Medical
Staff Augmentation, V&V, IT Project Consulting,
and SEAL Program Participant resources required
by those participating in this contract.

1/1/22-12/31/26

Revere Consulting Co., Inc

25

708-753-7960

cea@revereconsulting.net

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, V&V, IT
Project Consulting, and SEAL Program
Participation resources required by those
participating in this contract.

1/1/22-12/31/26

Seven Seas Technologies, Inc
(S2Tech)

25

636-333-9197

mattm@s2tech.com

This firm will provide [T Staff Augmentation, Medical
Staff Augmentation, and IT Project Consulting
resources required by those participating in this
contract.

1/1/22-12/31/26

Source Tek

25

317-809-4379

rhamilton@sourcetekinc.com

This firm will provide [T Staff Augmentation,
Administrative/Clerical Staff Augmentation, Medical
Staff Augmentation, IT Project Consulting, and
SEAL Program Participation resources required by
those participating in this contract.

1/1/22-12/31/26
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Company Name

Committed
Percentage

Phone

Contact Person Email

Service/Product; Estimated Date of Use

Estimated
Date of Use

Beryllus Consulting & Staffing

3.57

317-514-0857

tsouthern@beryllus.net

This firm will provide IT Staff Augmentation,
Administrative/ Clerical Staff Augmentation, and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

GS1 Consulting, Inc

3.57

574-315-6988

tmcclane@gs 1consulting.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

IT Resource Solutions.net, Inc.

631-941-2622

kromaszka@it-rs.net

This firm will provide IT Staff Augmentation, and
Administrative/Clerical Staff Augmentation resources
required by those participating in this contract.

1/1/22-12/31/26

Phelco Technologies, Inc

3.57

317 898-0334

tasha@phelco.com

This firm will provide Information Technology Staff
Augmentation, Administrative/Clerical Staff -
Augmentation, V&V Services, and IT Project
Consulting resources required by those participating in
this contract.

1/1/22-12/31/26

Sahasra Technologies Corp
(STLogics)

3.57

317-863-6387

ferozs@stlogics.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, Medical
Staff Augmentation, and IT Project Consulting
resources required by those participating in this
contract.

1/1/22-12/31/26

#1 Strategic Solutions

317-750-2693

susan@strategicsolutionsusa.com

This firm will provide IT Staff Augmentation,
Administrative/Clerical Staff Augmentation, and IT
Project Consulting resources required by those
participating in this contract.

1/1/22-12/31/26

Tanzymore Consulting Group, LLC

3.57

630-336-3251

dionne@tanzymoreconsultinggroup.com

This firm will provide IT Project Consulting resources
required by those participating in this contract.

1/1/22-12/31/26

Indiana Veteran Owned Small Business Certified Subcontractors:

Company Name Committed Phone Contact Person Email Service/Product; Estimated Date of Use Estimated
Percentage Date of Use
Bingle Research Group, Inc 2.33 317-927-7004 foingle@binglerg.com This firm will provide IV&V' Senices resources required by |4/4/5 15/31/26
those participating in this contract.
This firm will provide IT Staff Augmentation and IT Project
Indy Data Partners, Inc 2.33 317-713-4040 Angie.glelm@indydatapartners.com Consulting resources required by those participating in this 1/1/22-12/31/26
contract.
This firm will provide IT Staff Augmentation,
P ional M E i Admini: i lerical ff A i Medical ff
rofessional Management Enterprises, 233 317-541-0200 dportee@pme-indy.com dministrative/Clerical Staff Augmentation, Medical Stai 1112212131126

Inc (PME)

Augmentation, IV&V, and IT Project Consulting resources
required by those participating in this contract.
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EXHIBIT G
10T CLOUD TERMS

Associated Terms and Conditions

Exhibit G-1: Software as a Senice (SaaS) Engagements
Exhibit G-2: Platform as a Senice (PaaS) Engagements
Exhibit G-3: Infrastructure as a Senice (laaS) Engagements

The Contractor's IOT cloud questionnaire is hereby included by reference to RFP 21-67147.
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EXHIBIT G-1
State of Indiana Additional Terms and Conditions
Software as a Service (SaaS) Engagements

Exhibit G-1 to the Contract between the State acting through Indiana Department of
Administration and the Contractor.

DEFINITIONS
Data means all information, whether in oral, written, or electronic form, created by or in any way
originating with the State, and all information that is the output of any computer processing, or other
electronic manipulation, of any information that was created by or that in any way originated with the
State, in the course of using and configuring the Senvices.

Data Breach means any actual or reasonably suspected unauthorized access to or acquisition
of Encrypted Data.

Encrypted Data means Data that that is required to be encrypted under the contract and Statement of
Work.

Indiana Office of Technology means the agency established by Ind. Code § 4-13.1-2-1.
Information Security Framework means the State of Indiana’s written policy and standards document

governing matters affecting security and available at https://www.in.gov/iot/security/information-security-
framework?2/.

Security Incident means any actual or reasonably suspected unauthorized access to the contractor's
system, regardless of whether contractor is aware of a Data Breach. A Security Incident may or may not
become a Data Breach.

Service(s) means that which is provided to the State by contractor pursuant to this contract and the
contractors obligations under the contract.

Service Level Agreement means a written agreement between both the State and the contractor that
is subject to the terms and conditions of this contract. Senice Level Agreements should include: (1) the
technical senice lewvel performance promises (i.e. metrics for performance and intervals for measure);
(2) description of senice quality; (3) identification of roles and responsibilities; (4) remedies, such as
credits; and (5) an explanation of how remedies or credits are calculated and issued.

Statement of Work means the written agreement between both the State and contractor attached to
and incorporated into this contract.
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TERMS

1. Data Ownership: The State owns all rights, title, and interest in the Data. The Contractor shall not
access State user accounts or Data, except: (1) in the normal course of data operations; (2) in
response to Senice or technical issues; (3) as required by the express
terms of this contract, applicable Statement of Work, or applicable Senice Lewvel Agreement;

(4) at the State’s written request.

Contractor shall not collect, access, or use Data except as strictly necessary to provide Senice t
o the State. No information regarding State’s use of the Service may be disclosed, provided,
rented, or sold to any third party for any reason unless required by law or regulation or by an
order of a court of competent jurisdiction. This obligation shall sunive and extend beyond

the term of this contract.

2. Data Protection: Protection of personal privacy and Data shall be an integral part of the business
activities of the contractor to ensure there is no inappropriate or unauthorized use of Data at any
time. To this end, the contractor shall safeguard the confidentiality, integrity, and availability of Data
and shall comply with the following conditions:

a. The contractor shall implement and maintain appropriate administrative, technical, and organi
zational security measures to safeguard against unauthorized access disclosure, or theft of
Data. Contractor shall implement and maintain heightened security measures with respect
to Encrypted Data. Such security measures shall be in accordance with Indiana Office
of Technology practice and recognized industry practice, including but not limited to the
following:

1. Information Security Framework; and

2. Indiana Office of Technology Cloud Product and Senvice Agreements, Standard ID:
IOT-CS-SEC-010.

b. All Encrypted Data shall be subject
to controlled access. Any stipulation of responsibilities shall be included in the Statement of
Work and will identify specific roles and responsibilities.

c. The contractor shall encrypt all Data at rest and in transit. The State may, in the Statement of
Work, identify Data it deems as that which may be publicly disclosed that is not subject to
encryption. Data so designated may be maintained without encryption at rest and in
transit. The level of protection and encryption for all Encrypted Data shall meet or exceed that
required in the Information Security Framework.

d. Atno time shall any Data or processes — that either belong to or are intended
for the use of State — be copied, disclosed, or retained by the contractor or any party related
to the contractor for subsequent use in any transaction that does not include the State.

e. The contractor shall not use any information collected in connection
with the Senices for any purpose other than fulfilling its obligations under the contract.

3. Data Location: Storage of Data at rest shall be located solely in data centers in the United States
and the contractor shall provide its Senices to the State and its end
users solely from locations in the United
States. The contractor shall not store Data on portable devices, including personal laptop and
desktop computers. The contractor shall access Data remotely only as required to provide technical s
upport. The contractor shall provide technical user support on a 24/7 basis unless specified otherwise
in the Senice Lewvel Agreement.
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4. Notice Regarding Security Incident or Data Breach:

a.

Incident Response: contractor may need

to communicate with outside parties regarding a Security

Incident, which may include contacting

law enforcement, fielding media inquiries, and seeking external expertise as mutually agreed
upon, defined by law, or contained in the contract. Discussing Security Incidents and Data
Breaches with the State must be handled on an urgent basis, as part of contractor's communi
cation and mitigation processes as mutually agreed upon in the Senice Level

Agreement, contained in the contract, and in accordance with IC 4-1-11 and IC 24-4.9 as
they may apply.

Security Incident Reporting

Requirements: The contractor shall report a Security Incident to the State-identified
contact(s) as soon as possible by telephone and email, but in no case later than two (2) days
after the Security Incident occurs. Notice requirements may be clarified in the Senice Lewel
Agreement and shall be construed in accordance with IC 4-1-11 and IC 24-4.9 as they may

apply.

Data Breach Reporting Requirements: If a Data Breach occurs, the contractor shall do the
following in accordance with IC 4-1-11 and IC 24-4.9 as they may apply: (1) as soon

as possible notify the State-identified contact(s) by telephone and email, but in no case later
than two (2) days after the Data Breach occurs unless a shorter notice

period is required by applicable law; and (2) take commercially-

reasonable measures to address the Data Breach in a timely manner. Notice requirements
may be clarified in the Senice Lewel Agreement. If the Data inwlved in the Data Breach
involves protected health information, personally identifying information, social security
numbers, or otherwise confidential information, other sections of this contract may apply. The
requirements discussed in those sections must be met in addition to the requirements of this
section.

5. Responsibilities Regarding Data Breach: This section applies when a Data Breach occurs
with respect to Encrypted Data within the possession or control of the contractor.

a.

The contractor shall: (1) cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach; (2) promptly implement necessary remedial
measures, if necessary; and (3) document and provide to the State responsive actions taken
related to the Data Breach, including any post-incident review of events and actions taken to
make changes in business practices in providing the Senvces, if necessary.

Unless stipulated otherwise in the Statement of Work, if a Data Breach is a result of the

the contractor’s breach of its contractual obligation to encrypt Data or otherwise prevent its
release as reasonably determined by the State, the contractor shall bear the costs associated
with: (1) the investigation and resolution of the Data Breach; (2) notifications to individuals,
regulators, or others required by federal and/or state law, or as otherwise agreed to in the
Statement of Work; (3) a credit monitoring service required by federal and/or state law, or as
otherwise agreed to in the Statement of Work; (4) a website or a toll-free number and

call center for affected individuals required by federal and/or state law — all of which shall not
amount to less than the average per-record per-person cost calculated for data breaches in
the United States (in, for example, the most recent Cost of Data Breach Study:

Global Analysis published by the Ponemon Institute at the time of the Data Breach); and

(5) complete all corrective actions as reasonably determined by contractor based on root
cause and on advice received from the Indiana Office of Technology. If the Data inwolved in
the Data Breach involves protected health information, personally identifying information,
social security numbers, or otherwise confidential information, other sections of this contract
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may apply. The requirements discussed in those sections must be met in addition to the
requirements of this section.

6. Notification of Legal Requests: If the contractor is requested or required by deposition or written
questions, interrogatories, requests for production of documents, subpoena, investigative demand or
similar process to disclose any Data, the contractor will provide prompt written notice to the State and
will cooperate with the State’s efforts to obtain an appropriate protective order or other reasonable
assurance that such Data will be accorded confidential treatment that the State may deem necessary.

7. Termination and Suspension of Service:

a. In the event of a termination of the contract, the contractor shall implement an
orderly return of Data in a mutually agreeable and readable format. The contractor shall
provide to the State any information that may be required to determine relationships between
data rows or columns. It shall do so at a time agreed to by the parties or shall
allow the State to extract its Data. Upon confirmation from the State, the contractor
shall securely dispose of the Data.

b. During any period of Service suspension, the contractor shall not take any action that results
in the erasure of Data or otherwise dispose of any of the Data.

c. In the event of termination of any Senices or contract in its entirety, the contractor shall not
take any action that results in the erasure of Data until such time as the State provides
notice to contractor of confirmation of successful transmission of all Data to the State or to
the State’s chosen vendor.

During this period, the contractor shall make reasonable efforts to facilitate the successful
transmission of Data. The contractor shall be reimbursed for all phase-out costs (i.e., costs
incurred within the agreed period after contract expiration or termination that result from
the transfer of Data or other information to the State). A reimbursement rate shall be
agreed upon by the parties during contract negotiation and shall be memorialized in the
Statement of Work. After such period, the contractor shall have no obligation to

maintain or provide any Data and shall thereafter, unless legally prohibited, delete all Data
in its systems or otherwise in its possession or under its control. The State shall be entitled
to any post-termination assistance generally made available with

respect to the Senices, unless a unique data retrieval arrangement has been established
as part of a Senice Lewvel Agreement.

d. Upon termination of the Senvices or the contract in its entirety, contractor shall, within 30 days
of receipt of the State’s notice given in 7(c)
abowe, securely dispose of all Data in all of its forms, including but not limited
to, CD/DVD, backup tape, and paper. Data shall be permanently deleted and
shall not be recoverable, according to National Institute of Standards and Technology (NIST)-
approved methods. Certificates of destruction shall be provided to the State upon completion.

8. Background Checks: The contractor shall conduct a Federal Bureau of Investigation Identity History
Summary Check for each employee inwlved in provision of Senices: (1) upon commencement of
the contract; (2) prior to hiring a new employee; and (3) for any employee upon the request of the
State. The contractor shall not utilize any staff including subcontractors, to fulfill the obligations of
the contract who have been convicted of any crime of dishonesty, including but not limited
to criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to one (1) year is an authorized penalty. The contractor shall promote and
maintain an awareness of the importance of securing the State’s information among the contractor’s
employees, subcontractors, and agents. If any individual providing Senices under the contract is not
acceptable to the State, in its sole opinion, as a result of the background or criminal history
investigation, the State, in its sole option shall have the right to either: (1) request immediate replace
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10.

11.

12.

13.

ment of the individual; or (2) immediately terminate the contract, related Statement of
Work, and related Senice Level Agreement.

Access to Security Logs and Reports: The contractor shall provide to the

State reports on a schedule and in a format specified in the Senice Level Agreement as

agreed to by both the contractor and the State. Reports shall include latency

statistics, useraccess, user access IP address, user access history, and security

logs for all Data. The State’s audit requirements shall, if applicable, be defined in the Statement of
Work.

Contract Audit: The contractor shall allow the State to audit conformance to the contract terms. The
State may perform this audit or contract with a third party at its discretion and at the State’s expense.

Data Center Audit: The contractor shall perform an annual independent audit of its data center(s)
where Data, State applications, or other State information is maintained. The contractor shall perform
this independent audit at its expense and shall, upon completion, provide an unredacted version of
the complete audit report to the State. (The contractor may redact its proprietary information

from the unredacted version, howewer.) A Service Organization Control (SOC) 2 audit report or
equivalent approved by the Indiana Office of Technology sets the minimum level of a third-party audit.

The State may perform an annual audit of contractor's data center(s) where Data, State
applications, or other State information is maintained. The audit may take place onsite or remotely,
at the State’s discretion. The State shall provide to contractor thirty (30) days’ advance notice prior
to the audit. The contractor will make reasonable efforts to facilitate the audit and will make
available to the State members of its staff during the audit. The State may contract with a third party
to conduct the audit at its discretion and at the State’s expense. If the contractor maintains Data,
State applications, or other State information at multiple data centers, the State may perform an
annual audit of each data center.

The parties agree that any documents provided to the State under this paragraph shall be deemed a
trade secret of contractor and is deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Change Control and Advance Notice: The contractor shall give notice to the State for change
management requests. Contractor shall provide notice to the State regarding change management
requests that do not constitute an emergency change management request at least two (2) weeks
in advance of implementation. Contractor shall provide notice to the State regarding emergency
change management requests no more than twenty-four (24) hours after implementation.

Contractor shall make updates and upgrades available to the State at no additional cost when
contractor makes such updates and upgrades generally available toit users. No update, upgrade,
or other change to the Senvice may decrease the Senice’s functionality, adversely affect State’s us
e ofor access to the Senice, or increase the cost of the Senice to the State.

Security: The contractor shall, on an annual basis, disclose its non-proprietary system
security plans or security processes and technical limitations to

the State such that adequate protection and flexibility can be attained between

the State and the contractor. For example: virus checking and port sniffing. The State and

the contractor shall share information sufficient to understand each other’s roles and
responsibilities. The contractor shall take into consideration feedback from the Indiana Office of
Technology with respect to the contractor's system security plans.

The parties agree that any documents provided to the State under this paragraph shall be deemed
a trade secret of contractor and is deemed administrative or technical information that would
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14.

15.

16.

17.

18.

jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Non-disclosure and Separation of Duties: The contractor shall enforce role-based access

control, separation of job duties, require commercially-reasonable nondisclosure agreements, and
limit staff knowledge of Data to that which is absolutely necessary to perform job duties. The contract
or shall annually provide tothe State a list of individuals that have access to the Data and/or the
ability to senice the systems that maintain the Data.

Import and Export of Data: The State shall have the ability to import or export Data in

piecemeal or in entirety at its discretion, with reasonable assistance provided by the contractor, at any
time during the term of contract. This includes the ability for the State to import or export Data to/from
other parties at the State’s sole discretion. Contractor shall specify in the Statement of Work if the
State is required to provide its’ own tools for this purpose, including the optional purchase of
contractor’s tools if contractor's applications are not able to provide this functionality directly.

Responsibilities and Uptime Guarantee: The contractor shall be responsible for the

acquisition and operation of all hardware, software, and network support related to the Senices being
provided. The technical and professional activities required for establishing, managing, and
maintaining the environments are the responsibilities of the contractor. Subject to the Senice Lewel
Agreement, the Senices shall be available to the State at all times. The contractor shall allow the
State to access and use the Senvice to perform synthetic transaction performance testing.

The contractor shall investigate and provide to the State a detailed incident report regarding any
unplanned Senvice interruptions or outages. The State may terminate the contract for cause if, atits
sole discretion, it determines that the frequency of contractor-preventable outages is sufficient to
warrant termination.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to Senvices, including but not limited to all subcontractors or other entities or individuals who may be
a party to a joint venture or similar agreement with the contractor, and who may be involved in any
application development and/or operations.

The contractor shall be responsible for the acts and omissions of its subcontractors, strategic
business partners, or other entities or individuals who provide or are inwlved in the provision of
Senvices.

Business Continuity and Disaster Recovery: The State’s recowvery time objective shall be defined
in the Senice Lewel Agreement. The contractor shall ensure that the State’s recovery time objective
has been met and tested as detailed in the Service Level Agreement. The contractor shall annually
provide to the State a business continuity and disaster recovery plan which details how the State’s
recovery time objective has been met and tested. The parties agree that any documents provided to
the State under this paragraph shall be deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3. The contractor shall work with the State to perform
an annual disaster recovery test and take action to correct any issues detected during

the test in a time frame mutually agreed upon between the contractor and the State in the Senvice
Level Agreement.

The State’s Data shall be maintained in accordance with the applicable State records retention
requirement, as determined by the State. The contractor shall annually provide to the State

a resource utilization assessment detailing the Data maintained by the contractor. This report shall
include the wolume of Data, the file formats, and other content classifications as determined by the
State.
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19. Compliance with Accessibility Standards: The contractor shall comply with and adhere to
Accessibility Standards of Section 508 Amendment to the Rehabilitation Act of 1973, or any other
state laws or administrative regulations identified by the State.

20. State Additional Terms and Conditions Revision Declaration: The clauses in this Exhibit have not

been altered, modified, changed, or deleted in any way except for the following clauses which are
named below:
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EXHIBIT G-2
State of Indiana Additional Terms and Conditions
Platform as a Service (PaaS) Engagements

Exhibit G-2 to the Contract between the State acting through Indiana Department of
Administration and the Contractor.

DEFINITIONS
Data means all information, whether in oral, written, or electronic form, created by or in any way
originating with the State, and all information that is the output of any computer processing, or other
electronic manipulation, of any information that was created by or thatin any way originated with the
State, in the course of using and configuring the Senvices.

Data Breach means any actual or reasonably suspected unauthorized access to or acquisition
of Encrypted Data.

Encrypted Data means Data that that is required to be encrypted under the contract and Statement of
Work.

Indiana Office of Technology means the agency established by Ind. Code § 4-13.1-2-1.
Information Security Framework means the State of Indiana’s written policy and standards document

gowverning matters affecting security and available at https://www.in.goV/iot/security/information-security-
framework?2/.

Security Incident means any actual or reasonably suspected unauthorized access to the contractor’s
system, regardless of whether contractor is aware of a Data Breach. A Security Incident may or may not
become a Data Breach.

Service(s) means that which is provided to the State by contractor pursuant to this contract and the
contractors obligations under the contract.

Service Level Agreement means a written agreement between both the State and the contractor that
is subject to the terms and conditions of this contract. Service Level Agreements should include: (1) the
technical senice level performance promises (i.e. metrics for performance and intervals for measure);
(2) description of senice quality; (3) identification of roles and responsibilities; (4) remedies, such as
credits; and (5) an explanation of how remedies or credits are calculated and issued.

Statement of Work means the written agreement between both the State and contractor attached to
and incorporated into this contract.
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TERMS

Data Ownership: The State owns all rights, title, and interest in the Data. The contractor shall

not access State user accounts or Data, except: (1) in the normal course of data center operations;
(2) in response to Senice or technical issues; (3) as required by the express terms of this contract,
applicable Statement of Work, or applicable Senice Level Agreement, or (4) at the State’s written

request.

Contractor shall not collect, access, or use Data except as strictly necessary to provide Senice

to the State. No information regarding State’s use of the Senice may be disclosed, provided,
rented, or sold to any third party for any reason unless required by law or regulation or by an
order of a court of competent jurisdiction. This obligation shall sunive and extend beyond the

term of this contract.

2. Data Protection: Protection of personal privacy and Data shall be an integral part of the business
activities of the contractor to ensure there is no inappropriate or unauthorized use of Data at any
time. To this end, the contractor shall safeguard the confidentiality, integrity, and availability of Data
and shall comply with the following conditions:

a.

The contractor shall implement and maintain appropriate administrative, technical, and organi
zational security measures to safeguard against unauthorized

access, disclosure, or theft of Data. Contractor shall implement and maintain heightened
security measures with respect to Encrypted Data. Such security measures shall be in
accordance with Indiana Office of Technology practice and recognized industry practice,
including but not limited to the following:

1. Information Security Framework; and
2. Indiana Office of Technology Cloud Product and Senice Agreements, Standard
ID: I0T-CS-SEC-010.

All Encrypted Data shall be subject
to controlled access. Any stipulation of responsibilities shall be included in the Statement of
Work and will identify specific roles and responsibilities.

The contractor shall encrypt all Data at rest and in transit. The State may, in the Statement of
Work, identify Data it deems as that which may be publicly disclosed that is not subject to
encryption. Data so designated may be maintained without encryption at rest and in transit.
The level of protection and encryption for all Encrypted Data shall meet or exceed that
required in the Information Security Framework.

At no time shall any Data or processes — that either belong to or are intended for the use of
State — be copied, disclosed, or retained by the contractor or any party related to the
contractor for subsequent use in any transaction that does not include the State.

The contractor shall not use any information collected in connection with the Senices
for any purpose other than fulfilling its obligations under the contract.

3. Data Location: Storage of Data at rest shall be located solely in data centers in the United States
and the contractor shall provide its Senices to the State and its end users
solely from locations in the United States. The contractor shall not store Data on portable
devices, including personal laptop and desktop computers. The contractor shall access Data
remotely only as required to provide technical support. The contractor shall provide technical user sup
port on a 24/7 basis unless specified otherwise in the Senice Lewvel Agreement.

4. Notice Regarding Security Incident or Data Breach:
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a.

Incident Response: contractor may need to communicate with outside parties regarding a
Security Incident, which may include contacting law enforcement, fielding media inquiries,
and seeking external expertise as mutually agreed upon, defined by law, or contained in
the contract. Discussing Security Incidents and Data Breaches with the State must be
Breaches with the State must be handled on an urgent basis, as part of contractor's
communication and mitigation processes as mutually agreed upon in the Senice Lewel
Agreement, contained in the contract, and in accordance with IC 4-1-11 and IC 24-4.9 as
they may apply.

Security Incident Reporting Requirements: The contractor shall report a Security Incident

to the State-identified contact(s) as soon as possible by telephone and email, but in no case
later than two (2) days after the Security Incident occurs. Notice requirements may be
clarified in the Senice Level Agreement and shall be construed in accordance with IC 4-1-11
and IC 24-4.9 as they may apply.

Data Breach Reporting Requirements: If a Data Breach occurs, the contractor shall do the
following in accordance with IC 4-1-11 and IC 24-4.9 as they may apply: (1) as soon

as possible notify the State-identified contact(s) by telephone and email, but in no case later
than two (2) days after the Data Breach occurs unless a shorter notice period is required by
applicable law; and (2) take commercially-reasonable measures to address the Data Breach
in a timely manner. Notice requirements may be clarified in the Senice Level Agreement. If
the Data involved in the Data Breach inwlves protected health information, personally
identifying information, social security numbers, or otherwise confidential information, other
sections of this contract may apply. The requirements discussed in those sections must be
met in addition to the requirements of this section.

5. Responsibilities Regarding Data Breach: This section applies when a Data Breach
occurs with respect to Encrypted Data within the possession or control of the contractor.

a.

The contractor shall: (1) cooperate with the State as reasonably requested by the State to inv
estigate and resolve the Data Breach; (2) promptly implement necessary remedial measures,
if necessary; and (3) document and provide to the State responsive actions taken related

to the Data Breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the Senvces, if necessary.

Unless stipulated otherwise in the Statement of Work, if a Data Breach is a result of the
contractor’'s breach of its contractual obligation to encrypt Data or otherwise prevent its
release as reasonably determined by the State, the contractor shall bear the costs
associated with: (1) the investigation and resolution of the Data Breach; (2) notifications to
individuals, regulators, or others required by federal and/or state law, or as otherwise agreed
to in the Statement of Work; (3) a credit monitoring senice required by federal and/or state
law, or as otherwise agreed to in the Statement of Work; (4) a website or a toll-free number
and call center for affected individuals required by federal and/or state law — all of which
shall not amount to less than the average per-record per-person cost calculated for data
breaches in the United States (in, for example, the most recent Cost of Data Breach Study:
Global Analysis published by the Ponemon Institute at the time of the Data Breach); and

(5) complete all corrective actions as reasonably determined by contractor based on root
cause and on advice received from the Indiana Office of Technology. If the Data involved in
the Data Breach inwolves protected health information, personally identifying information,
social security numbers, or otherwise confidential information, other sections of this contract
may apply. The requirements discussed in those sections must be met in addition to the
requirements of this section.

6. Notification of Legal Requests: If the contractor is requested or required by deposition or written
questions, interrogatories, requests for production of documents, subpoena, investigative demand or
similar process to disclose any Data, the contractor will provide prompt written notice to the State and
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will cooperate with the State’s efforts to obtain an appropriate protective order or other reasonable
assurance that such Data will be accorded confidential treatment that the State may deem
necessary.

Termination and Suspension of Service:

a. In the event of a termination of the contract, the contractor shall implement an orderly
return of Data in a mutually agreeable and readable format. The contractor shall provide to
the State any information that may be required to determine relationships between data rows
or columns. It shall do so at a time agreed to by the parties or shall allow the State to extract
its Data. Upon confirmation from the State, the contractor shall securely dispose of the Data.

b. During any period of Senvice suspension, the contractor shall not take any action that results
in the erasure of Data or otherwise dispose of any of the Data.

c. In the event of termination of any Senices or contract in its entirety, the contractor shall not
take any action that results in the erasure of Data until such time as the State provides notice
to contractor of confirmation of successful transmission of all Data to the State or to the
State’s chosen vendor.

During this period, the contractor shall make reasonable efforts to facilitate the successful
transmission of Data. The contractor shall be reimbursed for all phase-out costs (i.e., costs
incurred within the agreed period after contract expiration or termination that result from the
transfer of Data or other information to the State). A reimbursement rate shall be agreed
upon by the parties during contract negotiation and shall be memorialized in the Statement
of Work. After such period, the contractor shall have no obligation to maintain or provide
any Data and shall thereafter, unless legally prohibited, delete all Data in its systems or oth
erwise in its possession or under its control. The State shall be entitled to any post-
termination assistance generally made available with respect to the Senices, unless a
unique data retrieval arrangement has been established as part of a Senice Level
Agreement.

d. Upon termination of the Senvices or the contract in its entirety, contractor shall, within 30 days
of receipt of the State’s notice given in 7(c) above, securely dispose of all Data in all of its
forms, including but not limited to, CD/DVD, backup tape, and paper. Data shall be
permanently deleted and shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. Certificates of destruction shall
be provided to the State upon completion.

Background Checks: The contractor shall conduct a Federal Bureau of Investigation Identity History
Summary Check for each employee inwlved in provision of Services: (1) upon commencement of
the contract; (2) prior to hiring a new employee; and (3) for any employee upon the request of the
State. The contractor shall not utilize any staff, including subcontractors, to fulfill the obligations of the
contract who have been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for up to
one (1) year is an authorized penalty. The contractor shall promote and maintain an awareness of the
importance of securing the State’s information among the contractor's employees, subcontractors,
and agents. If any individual providing Senices under the contract is not acceptable to the State, in
its sole opinion, as a result of the background or criminal history investigation, the State, in its sole
option shall have the right to either: (1) request immediate replacement of the individual; or

(2) immediately terminate the contract, related Statement of Work, and related Senice

Level Agreement.

Access to Security Logs and Reports: The contractor shall provide to the State reports on a
schedule and in a format specified in the Senice Level Agreement as agreed to by both the
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10.

11.

12.

13.

14.

contractor and the State. Reports shall include latency statistics, user access, user access IP
address, user access history, and security logs for all Data. The State’s audit requirements shall, if
applicable, be defined in the Statement of Work.

Contract Audit: The contractor shall allow the State to audit conformance to the contract terms. The
State may perform this audit or contract with a third party at its discretion and at the State’s expense.

Data Center Audit: The contractor shall perform an annual independent audit of its data center(s)
where Data, State applications, or other State information is maintained. The contractor shall perform
this independent audit at its expense and shall, upon completion, provide an unredacted version of
the complete audit report to the State. (The contractor may redact its proprietary information

from the unredacted version, howewer.) A Senvice Organization Control (SOC) 2 audit report or
equivalent approved by the Indiana Office of Technology sets the minimum level of a third-party audit.

The State may perform an annual audit of contractor's data center(s) where Data, State
applications, or other State information is maintained. The audit may take place onsite or remotely,
at the State’s discretion. The State shall provide to contractor thirty (30) days’ advance notice prior
to the audit. The contractor will make reasonable efforts to facilitate the audit and will make
available to the State members of its staff during the audit. The State may contract with a third party
to conduct the audit at its discretion and at the State’s expense. If the contractor maintains Data,
State applications, or other State information at multiple data centers, the State may perform an
annual audit of each data center.

The parties agree that any documents provided to the State under this paragraph shall be deemed a
trade secret of contractor and is deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Change Control and Advance Notice: The contractor shall give notice to the State for change
management requests. Contractor shall provide notice to the State regarding change management
requests that do not constitute an emergency change management request at least two (2) weeks
in advance of implementation. Contractor shall provide notice to the State regarding emergency
change management requests no more than twenty-four (24) hours after implementation.

Contractor shall make updates and upgrades available to the State at no additional cost when
contractor makes such updates and upgrades generally available toits users. No update, upgrade,
or other change to the Senice may decrease the Senice’s functionality, adversely affect State’s
use of or access to the Senvice, or increase the cost of the Senice to the State.

Security: The contractor shall, on an annual basis, disclose its non-proprietary system

security plans or security processes and technical limitations to the State such that adequate
protection and flexibility can be attained between the State and the contractor. For example:
virus checking and port sniffing. The State and the contractor shall share information sufficient
to understand each other’'s roles and responsibilities. The contractor shall take into consideration
feedback from the Indiana Office of Technology with respect to the contractor's system security
plans.

The parties agree that any documents provided to the State under this paragraph shall be deemed
a trade secret of contractor and is deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Non-disclosure and Separation of Duties: The contractor shall enforce role-based access

control, separation of job duties, require commercially-reasonable nondisclosure agreements, and
limit staff knowledge of Data to that which is absolutely necessary to perform job duties. The contract
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15.

16.

17.

18.

19.

or shall annually provide tothe State a list of individuals that have access to the Data and/or the
ability to senice the systems that maintain the Data.

Import and Export of Data: The State shall have the ability to import or export Data in

piecemeal or in entirety at its discretion, with reasonable assistance provided by the contractor, at any
time during the term of contract. This includes the ability for the State to import or export Data to/from
other parties at the State’s sole discretion. Contractor shall specify in the Statement of Work if the is
required to provide its’ own tools for this purpose, including the optional purchase of contractor’s tools
if contractor's applications are not able to provide this functionality directly.

Responsibilities and Uptime Guarantee: The contractor shall be responsible for the acquisition and
operation of all hardware, software, and network support related to the Senices being provided. The
technical and professional activities required for establishing, managing, and maintaining the
environments are the responsibilities of the contractor. Subject to the Senice Lewvel Agreement, the
Senices shall be available to the State at all times. The contractor shall allow the State to access and
use the Senice to perform synthetic transaction performance testing.

The contractor shall investigate and provide to the State a detailed incident report regarding any
unplanned Senice interruptions or outages. The State may terminate the contract for cause if, at its
sole discretion, it determines that the frequency of contractor-preventable outages is sufficient to
warrant termination.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to Senices, including but not limited to all subcontractors or other entities or individuals who may be a
party to a joint venture or similar agreement with the contractor, and who may be inwlved in any
application development and/or operations.

The contractor shall be responsible for the acts and omissions of its subcontractors, strategic
business partners, or other entities or individuals who provide or are involved in the provision of
Senvices.

Business Continuity and Disaster Recovery: The State’s recovery time objective shall be defined
in the Senice Lewel Agreement. The contractor shall ensure that the State’s recovery time objective
has been met and tested as detailed in the Senice Level Agreement. The contractor shall annually
provide to the State a business continuity and disaster recovery plan which details how the State’s
recovery time objective has been met and tested. The parties agree that any documents provided to
the State under this paragraph shall be deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3. The contractor shall work with the State to perform
an annual disaster recovery test and take action to correct any issues detected during the testin a
time frame mutually agreed upon between the contractor and the State in the Senice Lewel
Agreement.

The State’s Data shall be maintained in accordance with the applicable State records retention
requirement, as determined by the State. The contractor shall annually provide to the State

a resource utilization assessment detailing the Data maintained by the contractor. This report shall
include the wolume of Data, the file formats, and other content classifications as determined by the
State.

State Additional Terms and Conditions Revision Declaration: The clauses in this Exhibit have not
been altered, modified, changed, or deleted in any way except for the following clauses which are
named below:
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EXHIBIT G-3

State of Indiana Additional Terms and Conditions
Infrastructure as a Service (laaS) Engagements

Exhibit G-3 to the Contract between the State acting through Indiana Department of
Administration and the Contractor.

DEFINITIONS
Data means all information, whether in oral, written, or electronic form, created by or in any way
originating with the State, and all information that is the output of any computer processing, or other
electronic manipulation, of any information that was created by or that in any way originated with the
State, in the course of using and configuring the Services.

Data Breach means any actual or reasonably suspected unauthorized access to or acquisition
of Encrypted Data.

Encrypted Data means Data that that is required to be encrypted under the contract and Statement of
Work.

Indiana Office of Technology means the agency established by Ind. Code § 4-13.1-2-1.
Information Security Framework means the State of Indiana’s written policy and standards document

gowverning matters affecting security and available at https://www.in.goV/iot/security/information-security-
framework?2/.

Security Incident means any actual or reasonably suspected unauthorized access to the contractor’s
system, regardless of whether contractor is aware of a Data Breach. A Security Incident may or may not
become a Data Breach.

Service(s) means that which is provided to the State by contractor pursuant to this contract and the
contractors obligations under the contract.

Service Level Agreement means a written agreement between both the State and the contractor that
is subject to the terms and conditions of this contract. Senice Level Agreements should include: (1) the
technical senice lewvel performance promises (i.e. metrics for performance and intervals for measure);
(2) description of service quality; (3) identification of roles and responsibilities; (4) remedies, such as
credits; and (5) an explanation of how remedies or credits are calculated and issued.

Statement of Work means the written agreement between both the State and contractor attached to
and incorporated into this contract.
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TERMS

Data Ownership: The State owns all rights, title, and interest in the Data. The contractor shall not
access State user accounts or Data, except: (1) in the normal course of data center operations; (2) in
response to Senice or technical issues; (3) as required by the express terms of this contract,
applicable Statement of Work, or applicable Senice Lewvel Agreement; or (4) at the State’s written
request.

Contractor shall not collect, access, or use Data except as strictly necessary to provide Senice
to the State. No information regarding State’s use of the Senvice may be disclosed, provided,
rented, or sold to any third party for any reason unless required by law or regulation or by an
order of a court of competent jurisdiction. This obligation shall sunive and extend beyond the
term of this contract.

Data Protection: Protection of personal privacy and Data shall be an integral part of the business
activities of the contractor to ensure there is no inappropriate or unauthorized use of Data at any
time. To this end, the contractor shall safeguard the confidentiality, integrity, and availability of Data
and shall comply with the following conditions:
a. The contractor shall implement and maintain appropriate administrative, technical, and organi
zational security measures to safeguard against unauthorized access, disclosure, or theft of
Data. Contractor shall implement and maintain heightened security measures with respect
to Encrypted Data. Such security measures shall be in accordance with Indiana Office of
Technology practice and recognized industry practice, including but not limited to the
following:

1. Information Security Framework; and

2. Indiana Office of Technology Cloud Product and Senice Agreements, Standard ID:
IOT-CS-SEC-010.

b. All Encrypted Data shall be subject to controlled access. Any stipulation of responsibilities
shall be included in the Statement of Work and will identify specific roles and responsibilities.

c. The contractor shall encrypt all Data at rest and in transit. The State may, in the Statement of
Work, identify Data it deems as that which may be publicly disclosed that is not subject to
encryption. Data so designated may be maintained without encryption at rest and in transit.
The level of protection and encryption for all Encrypted Data shall meet or exceed that
required in the Information Security Framework.

d. Atno time shall any Data or processes — that either belong to or are intended for the use of
State — be copied, disclosed, or retained by the contractor or any party related to the
contractor for subsequent use in any transaction that does not include the State.

e. The contractor shall not use any information collected in connection with the Senices for any
purpose other than fulfilling its obligations under the contract.

Data Location: Storage of Data at rest shall be located solely in data centers in the United States
and the contractor shall provide its Senices to the State and its end users solely from locations in the
United States. The contractor shall not store Data on portable devices, including personal laptop and
desktop computers. The contractor shall access Data remotely only as required to provide technical s
upport. The contractor shall provide technical user support on a 24/7 basis unless specified otherwise
in the Senice Lewel Agreement.

Notice Regarding Security Incident or Data Breach:
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Incident Response: contractor may need to communicate with outside parties regarding a
Security Incident, which may include contacting law enforcement, fielding media inquiries,
and seeking external expertise as mutually agreed upon, defined by law, or contained in
the contract. Discussing Security Incidents and Data Breaches with the State must be
handled on an urgent basis, as part of contractor's communication and mitigation
processes as mutually agreed upon in the Senice Lewel Agreement, contained

in the contract, and in accordance with IC 4-1-11 and IC 24-4.9 as they may apply.

Security Incident Reporting Requirements: The contractor shall report a Security Incident to
the State-identified contact(s) as soon as possible by telephone and email, but in no case
later than two (2) days after the Security Incident occurs. Notice requirements may be
clarified in the Senice Level Agreement and shall be construed in accordance with IC 4-1-11
and IC 24-4.9 as they may apply.

Data Breach Reporting Requirements: If a Data Breach occurs, the contractor shall do the
following in accordance with IC 4-1-11 and IC 24-4.9 as they may apply: (1) as soon as
possible notify the State-identified contact(s) by telephone and email, but in no case later
than two (2) days after the Data Breach occurs unless a shorter notice period is required by
applicable law; and (2) take commercially-reasonable measures to address the Data Breach
in a timely manner. Notice requirements may be clarified in the Service Level Agreement. If
the Data involved in the Data Breach inwlves protected health information, personally
identifying information, social security numbers, or otherwise confidential information, other
sections of this contract may apply. The requirements discussed in those sections must be
met in addition to the requirements of this section.

5. Responsibilities Regarding Data Breach: This section applies when a Data Breach occurs with
respect to Encrypted Data within the possession or control of the contractor.

a.

The contractor shall: (1) cooperate with the State as reasonably requested by the State to inv
estigate and resolve the Data Breach; (2) promptly implement necessary remedial measures,
if necessary; and (3) document and provide to the State responsive actions taken related to
the Data Breach, including any post-incident review of events and actions taken to make
changes in business practices in providing the Senvices, if necessary.

Unless stipulated otherwise in the Statement of Work, if a Data Breach is a result of the
contractor’'s breach of its contractual obligation to encrypt Data or otherwise prevent its
release as reasonably determined by the State, the contractor shall bear the costs associated
with: (1) the investigation and resolution of the Data Breach;(2) notifications to individuals,
regulators, or others required by federal and/or state law, or as otherwise agreed to in the
Statement of Work; (3) a credit monitoring senice required by federal and/or state law, or as
otherwise agreed to in the Statement of Work; (4) a website or a toll-free number and call
center for affected individuals required by federal and/or state law — all of which shall not
amount to less than the average per-record per-person cost calculated for data breaches in
the United States (in, for example, the most recent Cost of Data Breach Study:

Global Analysis published by the Ponemon Institute at the time of the Data Breach); and

(5) complete all corrective actions as reasonably determined by contractor based on root cau
se and on advice received from the Indiana Office of Technology. If the Data involved in the
Data Breach inwolves protected health information, personally identifying information, social
security numbers, or otherwise confidential information, other sections of this contract may
apply. The requirements discussed in those sections must be met in addition to the
requirements of this section.

6. Notification of Legal Requests: If the contractor is requested or required by deposition or written
questions, interrogatories, requests for production of documents, subpoena, investigative demand or
similar process to disclose any Data, the contractor will provide prompt written notice to the State and
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will cooperate with the State’s efforts to obtain an appropriate protective order or other reasonable
assurance that such Data will be accorded confidential treatment that the State may deem necessary.

7. Termination and Suspension of Service:

a. In the event of a termination of the contract, the contractor shall implement an orderly return
of Data in a mutually agreeable and readable format. The contractor shall provide to the State
any information that may be required to determine relationships between data rows or
columns. It shall do so at a time agreed to by the parties of shall allow the State to extract its
Data. Upon confirmation from the State, the contractor shall securely dispose of the Data.

b. During any period of Senice suspension, the contractor shall not take any action that results
in the erasure of Data or otherwise dispose of any of the Data.

c. In the event of termination of any Senices or contract in its entirety, the contractor shall not
any action that results in the erasure of Data until such time as the State provides notice
to contractor of confirmation of successful transmission of all Data to the State or to the
State’s chosen vendor.

During this period, the contractor shall make reasonable efforts to facilitate the successful
transmission of Data. The contractor shall be reimbursed for all phase-out costs (i.e., costs
incurred within the agreed period after contract expiration or termination that result from the
transfer of Data or other information to the State). A reimbursement rate shall be agreed
upon by the parties during contract negotiation and shall be memorialized in the Statement
of Work. After such period, the contractor shall have no obligation to maintain or provide
any Data and shall thereafter, unless legally prohibited, delete all Data in its systems or
otherwise in its possession or under its control. The State shall be entitled to any post-
termination assistance generally made available with respect to the Senices, unless a
unique data retrieval arrangement has been established as part of a Senice Level
Agreement.

d. Upon termination of the Senvices or the contract in its entirety, contractor shall, within 30 days
of receipt of the State’s notice given in 7(c) above, securely dispose of all Data in all of its
forms, including but not limited to, CD/DVD, backup tape, and paper. Data shall be
tape, and paper. Data shall be permanently deleted and shall not be recoverable, according
to National Institute of Standards and Technology (NIST)-approved methods. Certificates of
destruction shall be provided tothe State upon completion.

8. Background Checks: The contractor shall conduct a Federal Bureau of Investigation Identity History
Summary Check for each employee inwlved in provision of Services: (1) upon commencement of
the contract; (2) prior to hiring a new employee; and (3) for any employee upon
the request of the State. The contractor shall not utilize any staff, including subcontractors, to fulfill the
obligations of the contract who have been convinced of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to one (1) year is an authorized penalty. The contractor shall promote and an
awareness of the importance of securing the State’s information among the contractor's employees,
subcontractors, and agents. If any individual providing Sernvices under the contract is not acceptable
to the State, in its sole opinion, as a result of the background or criminal history investigation, the
State, in its sole option shall have the right to either: (1) request immediate replacement of the
individual; or (2) immediately terminate the contract, related Statement of Work, and related Senice
Level Agreement.

9. Access to Security Logs and Reports: The contractor shall provide to the State reports on a

schedule and in a format specified in the Senice Level Agreement as agreed to by both the
contractor and the State. Reports shall include latency statistics, user access, user access IP
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10.

11.

12.

13.

14.

address, user access history, and security logs for all Data. The State’s audit requirements shall, if
applicable, be defined in the Statement of Work.

Contract Audit: The contractor shall allow the State to audit conformance to the contract terms. The
State may perform this audit or contract with a third party at its discretion and at the State’s expense.

Data Center Audit: The contractor shall perform an annual independent audit of its data center(s)
where Data, State applications, or other State information is maintained. The contractor shall perform
this independent audit at its expense and shall, upon completion, provide an unredacted version of
the complete audit report to the State. (The contractor may redact its proprietary information from the
unredacted version, howewer.) A Senice Organization Control (SOC) 2 audit report or equivalent
approved by the Indiana Office of Technology sets the minimum level of a third-party audit.

The State may perform an annual audit of contractor's data center(s) where Data, State
applications, or other State information is maintained. The audit may take place onsite or remotely,
at the State’s discretion. The State shall provide to contractor thirty (30) days’ advance notice prior
to the audit. The contractor will make reasonable efforts to facilitate the audit and will make
available to the State members of its staff during the audit. The State may contract with a third party
to conduct the audit at its discretion and at the State’s expense. If the contractor maintains Data,
State applications, or other State information at multiple data centers, the State may perform an
annual audit of each data center.

The parties agree that any documents provided to the State under this paragraph shall be deemed a
trade secret of contractor and is deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Change Control and Advance Notice: The contractor shall give notice to the State for change
management requests. Contractor shall provide notice to the State regarding change management
requests that do not constitute an emergency change management request at least two (2) weeks
in advance of implementation. Contractor shall provide notice to the State regarding emergency
change management requests no more than twenty-four (24) hours after implementation.

Contractor shall make updates and upgrades available to the State at no additional cost when
contractor makes such updates and upgrades generally available toits users. No update, upgrade,
or other change to the Senice may decrease the Senice’s functionality, adversely affect State’s
use of or access to the Service, orincrease the cost of the Senvice to the State.

Security: The contractor shall, on an annual basis, disclose its non-proprietary system

security plans or security processes and technical limitations to the State such that adequate
protection and flexibility can be attained between the State and the contractor. For example:

virus checking and port sniffing. The State and the contractor shall share information sufficient

to understand each other’'s roles and responsibilities. The contractor shall take into consideration
feedback from the Indiana Office of Technology with respect to the contractor's system security plans.

The parties agree that any documents provided to the State under this paragraph shall be deemed
a trade secret of contractor and is deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3.

Non-disclosure and Separation of Duties: The contractor shall enforce role-based access

control, separation of job duties, require commercially-reasonable nondisclosure agreements, and
limit staff knowledge of Data to that which is absolutely necessary to perform job duties. The contract
or shall annually provide tothe State a list of individuals that have access to the Data and/or the
ability to senice the systems that maintain the Data.
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15.

16.

17.

18.

19.

Import and Export of Data: The State shall have the ability to import or export Data in

piecemeal or in entirety at its discretion, with reasonable assistance provided by the contractor, at any
time during the term of contract. This includes the ability for the State to import or export Data to/from
other parties at the State’s sole discretion. Contractor shall specify in the Statement of Work if the
State is required to provide its’ own tools for this purpose, including the optional purchase of
contractor’s tools if contractor’'s applications are not able to provide this functionality directly.

Responsibilities and Uptime Guarantee: The contractor shall be responsible for the

acquisition and operation of all hardware, software, and network support related to the Senices being
provided. The technical and professional activities required for establishing, managing, and
maintaining the environments are the responsibilities of the contractor. Subject to the Senice Lewel
Agreement, the Senices shall be available to the State at all times. The contractor shall allow the
State to access and use the Senice to perform synthetic transaction performance testing.

The contractor shall investigate and provide to the State a detailed incident report regarding any
unplanned Senvice interruptions or outages. The State may terminate the contract for cause if, at its
sole discretion, it determines that the frequency of contractor-preventable outages is sufficient to
warrant termination.

Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related

to Senices, including but not limited to all subcontractors or other entities or individuals who may be a
party to a joint venture or similar agreement with the contractor, and who may be inwolved in any
application development and/or operations.

The contractor shall be responsible for the acts and omissions of its subcontractors, strategic
business partners, or other entities or individuals who provide or are involved in the provision of
Senvices.

Business Continuity and Disaster Recovery: The State’s recovery time objective shall be defined
in the Senice Lewel Agreement. The contractor shall ensure that the State’s recovery time objective
has been met and tested as detailed in the Senice Level Agreement. The contractor shall annually
provide to the State a business continuity and disaster recovery plan which details how the State’s
recovery time objective has been met and tested. The parties agree that any documents provided to
the State under this paragraph shall be deemed administrative or technical information that would
jeopardize a record keeping or security system, and shall be exempt from disclosure under the
Indiana Access to Public Records Act, IC 5-14-3. The contractor shall work with the State to perform
an annual disaster recovery test and take action to correct any issues detected during the testin a
time frame mutually agreed upon between the contractor and the State in the Senice Lewel
Agreement.

The State’s Data shall be maintained in accordance with the applicable State records retention
requirement, as determined by the State. The contractor shall annually provide to the State

a resource utilization assessment detailing the Data maintained by the contractor. This report shall
include the wolume of Data, the file formats, and other content classifications as determined by the
State.

State Additional Terms and Conditions Revision Declaration: The clauses in this Exhibit have not
been altered, modified, changed, or deleted in any way except for the following clauses which are
named below:
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EXHIBIT H
Background Checks, Drug Screenings, and Identification (Badging)

Contractor shall conduct background checks of any resource prior to the start of the resource’s
assignment.

Background checks shall be completed for erification of, but not limited to:

e Social Security trace,

e Criminal history, including a criminal history check for applicable states and counties of residence for
the past seven (7) years,

e E-Verify check,

e Sex Offender Registry check for all states of residency in the past seven (7) years,

e Department of Revenue tax liability check, if applicable, subject to the Department of Revenues'
policies regarding such checks.

Resources may also be required to provide additional, relevant pre-assignment documents, at the request
of a hiring manager.

In the event that a position requires fingerprinting, such fingerprint check requirements shall supersede the
background check requirements stated above. Positions with access to Personally Identifiable Information
(PIl) require fingerprinting as determined by the hiring agency and manager.

In addition, a five-panel drug screen shall be performed prior to resource’s assignment for all positions at a
State hospital, school, or correctional facility.

Costs associated with drug screens, background or fingerprint checks shall be the sole responsibility of the
Contractor or the applicable provider. Drug screen, background and fingerprint check results shall be
effective for a period of thirty (30) days prior to resource’s assignment start date. In the case of a "break in
senice" from the State, a drug screen is effective for a period of ninety (90) days, and a background check
is effective for a period of six (6) months, unless otherwise specified for assignments at a State hospital.

A background or fingerprint check and drug screen may be required to be run each year for resources on
assignment, as measured from resource’s assignment start date. In the event that a resource begins work
for a new agency or facility during such time, a separate fingerprint check may be required.

Additionally, assignments located at a State hospital, school, or correctional facility may require a TB shot ,
or other vaccinations, to be updated annually. In the event that this is not performed by the applicable
facility, the Contractor or the provider will be responsible for such test.

Costs associated with resource identification badges and building access cards shall be the sole
responsibility of the Contractor or applicable provider. The State will not reimburse this fee or any
replacement fees to the Contractor, provider, or resource.
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AMENDMENT #1
CONTRACT #0000000000000000000058993

This is an Amendment to the Contract (the "Contract") entered into by and between the Indiana
Department of Administration (the "State") and COMPUTER AID, INC. (the "Contractor")
approved by the last State signatory on December 22, 2021.

In consideration of the mutual undertakings and covenants hereinafter set forth, the parties agree
as follows:

1. The Contract is amended by adding the following:

Revise section 1, “Duties of the Contractor”. Section 1 is amended to add the
following:

e Department of Child Senices Additional Contract Provisions is set forth in Exhibit
l.

e Department of Revenue Security Requirements is set forth in Exhibit J.

e Family and Social Senices Agency Confidentiality, Security, and Privacy of
Personal Information is set forth in Exhibit K.

e Publication 1075 (https://www.irs.gov/publ/irs-pdf/p1075.pdf) Exhibit 7
Safeguarding Contract Language is set forth in Exhibit L.

e Bureau of Motor Vehicles Data / Information Security Policy for Contractors is set
forth in Exhibit M.

e Resource Conversion Rates are set forth in Exhibit N.

o Department of Health Policies are set forth in Exhibit O.

Revise and replace Exhibit A, “Implementation and Administration” in its entirety.

Revise and replace Exhibit E, “Job Descriptions, Rate Card, and Pay Rate Methodologies”
in its entirety.

All matters set forth in the original Contract and not affected by this Amendment shall remain in
full force and effect.
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Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the
Contractor, or that the undersigned is the properly authorized representative, agent, member or
officer of the Contractor. Further, to the undersigned's knowledge, neither the undersigned nor
any other member, employee, representative, agent or officer of the Contractor, directly or
indirectly, has entered into or been offered any sum of money or other consideration for the
execution of this Contract other than that which appears upon the face hereof. Furthermore, if
the undersigned has knowledge that a state officer, employee, or special state appointee,
as those terms are defined in IC § 4-2-6-1, has a financial interest in the Contract, the
Contractor attests to compliance with the disclosure requirementsinIC § 4-2-6-10.5.

Agreement to Use Electronic Signatures

| agree, and itis my intent, to sign this Contract by accessing State of Indiana Supplier Portal
using the secure password assigned to me and by electronically submitting this Contract to the
State of Indiana. | understand that my signing and submitting this Contract in this fashion is the
legal equivalent of having placed my handwritten signature on the submitted Contract and this
affirmation. | understand and agree that by electronically signing and submitting this Contract in
this fashion | am affirming to the truth of the information contained therein. | understand that this
Contract will not become binding on the State until it has been approved by the Department of
Administration, the State Budget Agency, and the Office of the Attorney General, which approvals
will be posted on the Active Contracts Database: https://secure.in.gov/apps/idoa/contractsearch/

In Witness Whereof, the Contractor and the State have, through their duly authorized
representatives, entered into this Contract. The parties, having read and understood the
foregoing terms of this Contract, do by their respective signatures dated below agree to the terms

thereof.
C LLEReaAJD, INC. Indi]inﬁa@aﬁtmnt of Administration
X 2822B073E271448... X AC1D5BEC2416499...
Title: gvp Title: Account Management, IDOA
Date: 11/2/2022 | 18:26 EDT Date: 11/3/2022 | 09:18 EDT
Electronically Approved by: Electronically Approved by:
Indiana Office of Technology Department of Administration
By: (for) By: (for)
Tracy Barnes, Chief Information Officer Rebecca Holw erda, Commissioner
Hectronically Approved by: Becironically Approved as to Form and Legality:
State Budget Agency Office of the Attorney General
By: (for) By: (for)
Zachary Q. Jackson, Director Theodore E. Rokita, Attorney General
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EXHIBIT A
Implementation and Administration

1. Account Management

Account Management Structure

The Contractor’s dedicated account management team as proposed in RFP 21-67147 shall remain in
place throughout the full contract term. The Contractor shall notify the State within 48 hours of notification
of any staffing changes from proposed staffing as listed below. The State shall be provided the
opportunity to approve or deny any new proposed personnel. The Contractor shall have a back-up plan
in place at all times for all account management-related personnel and services. The Contractor shall
communicate and maintain an up-to-date back-up plan for all account management team members.

Pursuant to implementation finalization, the State and the Contractor shall formalize the Account
Management and Customer Service expectations in a subsequent Amendment to this contract. This shall
include but is not limited to, customer service hours and access, problem resolution process, and disaster
recovery process.

2. Administration of Provider Network

A. The Contractor shall administer a provider network and associated process from need identification
by the State, resource recruitment, screening, and selection, placement and onboarding, and
resource and State hiring manager support throughout the engagement.

B. The Contractor will invite the State’s recommended providers into the MSP network during
implementation as well as other providers as needed to meet the State’s needs throughout the life of
the contract. All providers in the network are subject to the terms and conditions of the resulting
contract with the MSP.

C. Contractor shall disclose any and all financial interests with any of the network providers and the
State reserves the right to include or exclude their participation in MSP’s total participation.

D. Adding or removing providers into or out of the network shall not require an amendment to the
contract, nor will it require additional documentation or signatures from the State. All IV&V providers,
however, must be jointly approved by IDOA and I0T.

E. The State requires at least one provider in the MSP network that serves as the sourcing and resource
development partner for the IT State Earn and Learn (SEAL) program managed through 10T.
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F. Resource Selection

1.

Selected Resource Program

(A.) The SRP is comprised of temporary staffing resources who are recruited, screened, and
selected by the State. The State determines the Resource Pay Rate. SRP resources shall
be employees of the Contractor. Contractor shall be responsible for background checks,
placement, and onboarding, along with resource and State Hiring Manager support
throughout the engagement.

(B.) SRP resources are Contractor employees, therefore there is no opportunity for provider
network utilization and Supplier Diversity subcontractor participation

Staff Augmentation

(A). The Contractor shall provide quality candidate recruiting, screening, and matching in order to
improve the interview and selection process conducted by hiring managers.

(B). Contractor is expected to notify the State as soon as a resource is not available and to
immediately escalate situations where requested position(s) are difficult to fill.

(C). The Contractor shall limit utilization of their own resources for Staff Augmentation to 10% of
the total Staff Augmentation spend across all work categories. The SRP is exempt from this
requirement.

IT consulting services and IV&V of State Project Work

The Contractor shall administer a vendor network and competitive process for project fulfillment.
The competitive project fulfillment process includes (but is not limited to):

o Needs identification by the State (currently a form which includes project overview,
scope of work and deliverables, desired pricing model, proposal expectations, proposal
instructions, format requirements, milestone dates and criteria for selection)

Informing vendors in the network of the project opportunity

Aggregating vendor questions and publishing State responses

Collecting and screening proposals for minimum project requirements

Preparing resulting Work Order for project execution based on State’s selection
Project team onboarding

Project team and State support through the engagement

O O O O O O

The Contractor shall limit utilization of their own resources for IT Consulting Services and IV&V of
State Project Work to 10% of the total IT Consulting Services and IV&V of State Project Work
spend.

Contractor shall add additional categories of project work at the request of the State and only with
written approval by the Indiana Department of Administration. Details and restrictions associated
with additional project work categories will be developed in collaboration with Contractor and the
State and require approval by the Indiana Department of Administration. If a project work
category is restricted to a specific set of providers, the project work category may be exempt from
Contractor’s Supplier Diversity subcontractor participation commitment with the approval of the
Indiana Department of Administration.

Pursuant to implementation finalization, the State and the Contractor shall formalize the Administration of
the Provider Network expectations in a subsequent Amendment to this contract.
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3. Vendor Management System (VMS) Requirements & End-User Experience

At minimum, the VMS functionality shall include State approval of resource hours, reimbursable
expenses, and deliverables prior to invoice submission.

The State requires Contractor to provide technical and functional assistance for all VMS related issues.
Contractor is required to notify the State of all planned VMS maintenance, upgrades, and enhancements.

Pursuant to implementation finalization, the State and the Contractor shall formalize the VMS
expectations in a subsequent Amendment to this contract.

4. Communication and Marketing

The Contractor shall supply drafts, samples and proofs for approval prior
to printing/issuance/release. The quality output shall be within the standards of the State of Indiana. The
Contractor shall prepare marketing programs and materials at no cost to the State.

Pursuant to implementation finalization, the State and the Contractor shall formalize the communication
and marketing expectations in a subsequent Amendment to this contract.

5. Invoicing and Billing

The State requires all approvals to be completed in the VMS prior to invoice submission. This includes
(but is not limited to) approval of time sheets, hours, deliverables, and expenses to be reimbursed.

Invoices must be submitted by and payment made to Contractor. The State shall not accept invoices
from providers in the network. The State shall not make payment directly to providers in the network.

Invoices must be submitted to (and payment remitted from) individual agency and departments as
determined during contract implementation. The State shall not accept a central bill process.

At a minimum, Contractor’s invoice frequency shall be monthly. The State desires flexibility with
increased invoice frequency (biweekly, weekly) as requested by individual agencies or departments.

Pursuant to implementation finalization, the State and Contractor will formalize the invoice format and
process in a subsequent Amendment to this contract.

6. Implementation, Transition & Training

The State and the Contractor will collaborate to determine implementation steps. The Contractor will
submit a detailed contract implementation and transition plan. The transition plans shall include (at
minimum) milestones, estimated timelines, an overview of implementation team members and their
responsibilities, and a clearly defined transition process from the transition team to the account
management team.

7. Metrics and Reporting

Pursuant to implementation finalization, the State and the Contractor shall formalize the reporting
expectations in a subsequent Amendment to this contract. This shall include but not be limited to
Quarterly Business Reviews (QBR).
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EXHIBIT E

Job Descriptions, Rate Card, & Pay Rate Methodologies

Managed Service Provider fee to be paid to the Contractor shall not exceed the following:

Program Category

MSP Markup Fee (%)

Selected Resource Program 10%

IT Consulting Services 45%
Independent Verification and Validation (IV&V) 45%
Staff Augmentation 45%

During contract finalization, Contractor shall follow the State’s guidelines to identify all positions eligible
for weekend, holiday, and overtime pay. After the State and the Contractor jointly identify these positions,
the Contractor shall have a process in place to notify hiring managers when a resource is anticipated or

planned to work and subsequently accrue weekend, holiday, and overtime hours and pay.

For Staff Augmentation, SRP, and custom programs the maximum bill rate must be inclusive of resource

pay rate and benefits, provider mark up, and MSP fee.

A. Selected Resource Program:

The SRP Mark Up Rate shall not exceed 10%. The Employee Benefit Costs shall not
exceed 11%. The Statutory Cost shall not exceed 19%. There must be no additional
markup. The Supplier Diversity subcontractor commitment does not apply to the SRP.

For SRP, Contractor shall invoice the State a Bill Rate as defined in the formula below.
Contractor shall apply the Mark Up Rate, Employee Benefit Cost Rate and Statutory Cost
Rate to Resource Pay Rate only. Contractor shall not apply the SRP Mark Up Rate to
employee benefits or statutory costs. (“BR”) Bill Rate

(“RPR”) Resource Pay Rate

(“EBC”) Employee Benefit Costs = Health, Dental, and Vision Insurance, and
Health Savings Account (HSA) contributions paid by Contractor for resource

benefits

(“SC”) Statutory Cost = FICA, Medicare, SUTA, FUTA, and Workers

Compensation Insurance
(“MUR”) Mark Up Rate
HBR = Hourly Bill Rate

HBR = (RPR * MUR) + RPR + EBC + SC

B. IT Consulting Services and Independent Verification and Validation (IV&V)

Rates are established through a quote-based process and inclusive of all fees and costs,

including provider mark up and MSP fee.
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C. Staff Augmentation

The Contractor shall maintain uniform titles and descriptions for all positions listed as a
result of RFP 21-67147. Contractor must adhere to the resulting salary ranges from RFP

21-67147.

Contractor must have a process in place to recommend new titles, descriptions, and
salary range updates for the State’s consideration. New titles, descriptions, and salary
range updates will be incorporated into a master document, maintained by IDOA, and
may not require contract amendment.

Attorney positions are prohibited from providing legal representation to the State.

BAFO Max
Offered Min | Offered Max Provider BAFO MSP Max Hourly
Position Title Hourly Pay | Hourly Pay (Employer) (Contractor) Billable Rate
Rate ($) Rate ($) Markup‘R‘ate Fe‘e .For All ©)
Per Position | Positions (%)
%)
0.45%
Account Clerk 2 $ 18341 $ 21.13 26.00% 0.45% $ 26.72
Account Clerk 3 $ 1730 [ $ 19.93 25.00% 0.45% $ 25.00
Account Clerk 4 $ 1623 $ 18.68 32.00% 0.45% $ 24.74
Accountant 1 $ 3036 $ 35.67 26.00% 0.45% $ 45.10
Accountant 2 $ 2025 ($ 34.29 25.00% 0.45% $ 43.02
Accountant 3 $ 28.08 [ $ 32.87 19.00% 0.45% $ 39.26
Accountant 4 $ 26.88 [ $ 31.40 16.00% 0.45% $ 36.57
Accountant 5 $ 2567 | $ 29.91 20.00% 0.45% $ 36.03
Administrative Assistant 1 $ 2045 (8 24.43 29.00% 0.45% $ 31.62
Administrative Assistant 2 $ 1941 (8 23.18 24.00% 0.45% $ 28.85
Administrative Assistant 3 $ 18.26 | $ 21.82 28.00% 0.45% $ 28.03
Administrative Assistant 4 $ 17.05 | $ 20.39 21.00% 0.45% $ 24.76
Administrative Assistant 5 $ 15811 % 18.90 22.00% 0.45% $ 23.14
Application Developer/Associate $ 28858 33.75 27.00% 0.45% $ 43.01
Application Developer/Intermediate $ 31.00 | $ 36.33 31.00% 0.45% $ 47.76
Application Developer/Senior $ 3456 (8 40.60 30.00% 0.45% $ 52.96
Application Systems Analysis/Programming/Manager $ 3125( 8 36.63 28.00% 0.45% § 47.05
Applications Systems Analyst/Programmer/Associate $ 28.66 | § 33.52 20.00% 0.45% $ 40.37
Applications Systems Analyst/Programmer/Intermediate $ 3040 [ $ 35.62 21.00% 0.45% $ 43.26
Applications Systems Analyst/Programmer/Senior $ 3363 | $ 39.48 16.00% 0.45% $ 45.97
Applications Systems Analyst/Programmer/Specialist $ 35.06 | $ 41.20 19.00% 0.45% $ 49.21
Attorney E7 $ 42378 52.03 16.00% 0.45% $ 60.59
Barber/Beautician $ 1459 $ 16.75 31.00% 0.45% $ 22.02
Behavioral Clinician 3 $ 26.89 | § 30.70 27.00% 0.45% $ 39.13
Business Analyst/Associate $ 2949 $ 34.52 19.00% 0.45% $ 41.23
Business Analyst/Intermediate $ 3133 (8 36.74 15.00% 0.45% $ 4242
Business Analyst/Senior $ 34.68 | $ 40.75 21.00% 0.45% $ 49.49
Business Systems Consultant/Associate $ 202918 30.17 20.00% 0.45% $ 36.34
Business Systems Consultant/Intermediate $ 219518 36.73 16.00% 0.45% § 42.77
Business Systems Consultant/Manager $ 204418 58.92 35.00% 0.45% § 79.81
Business Systems Consultant/Senior $ 248718 43.20 35.00% 0.45% § 58.51
Charge Nurse $ 31.83 8% 36.69 31.00% 0.45% $ 48.23
Clerical Assistant 1 $ 15231 % 17.56 20.00% 0.45% $ 21.15
Clerical Assistant 2 $ 141718 16.30 21.00% 0.45% $ 19.80
Clinical Nurse Specialist $ 3681 (8 42.62 23.00% 0.45% $ 52.61
Communications Analyst/Associate $ 2889 (8 33.75 25.00% 0.45% $ 4234
Communications Analyst/Senior $ 3118 [ $ 36.56 32.00% 0.45% $ 4842
Computer Operator 3 $ 2025 (8 22.85 28.00% 0.45% $ 29.35
CRM Administrator $ 2991 | $ 50.73 35.00% 0.45% $ 68.71
CRM Architect $ 50521 $ 89.69 35.00% 0.45% $ 121.49
CRM Designer $ 3657 (8 59.03 35.00% 0.45% $ 79.96
CRM Developer $ 339 (8 63.95 35.00% 0.45% $ 86.62
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BAFO Max
OfferedMin | OfferedMax |  Provder | BAFOMSP |y ity
Position Title Hourly Pay Hourly Pay 7 G (G D) Billable Rate
Rate ($) Rate ($) Markup'R‘ate Fe‘e ‘For All ©)
Per Position | Positions (%)
%)
Data Administrator $ 326118 38.72 18.00% 0.45% $ 45.86
Data Architect $ 3354 (8 39.38 19.00% 0.45% $ 47.04
Data Scientist $ 3643 (8 43.35 35.00% 0.45% $ 58.72
Data Warehousing Administrator $ 29951 $ 35.49 23.00% 0.45% $ 43.81
Data Warehousing Analyst $ 2888 | $ 34.18 26.00% 0.45% $ 43.22
Data Warehousing Programmer $ 31521 8 37.40 24.00% 0.45% $ 46.54
Database Analyst/Associate $ 2869 | $ 33.56 31.00% 0.45% $ 44.11
Database Analyst/Intermediate $ 3096 [ $ 36.29 25.00% 0.45% $ 45.53
Database Analyst/Senior $ 3490 | $ 41.02 16.00% 0.45% $ 47.71
Database Manager/Administrator $ 3485( 8 41.43 35.00% 0.45% $ 56.12
Dental Assistant 4 $ 1653 (8 19.04 30.00% 0.45% $ 24.84
Deputy/Assistant IT Director $ 57.07 (8 73.90 35.00% 0.45% $ 100.10
Dietician 4 $ 2375(8 27.88 30.00% 0.45% $ 36.37
Epidemiologist E6 $ 3354 (8 39.60 29.00% 0.45% $ 51.26
Field Auditor 3 $ 225718 26.14 26.00% 0.45% $ 33.05
Food Service Worker $ 1250 [ $ 14.12 26.00% 0.45% $ 17.85
Grant Coordinator 3 $ 2322 (8 26.92 32.00% 0.45% $ 35.66
Grounds Foreman 2 $ 234718 27.20 27.00% 0.45% $ 34.67
Health Information Admin 5 $ 1404 [ $ 25.14 30.00% 0.45% $ 32.80
Help Desk Coordinator/Associate $ 19.61 | $ 22.79 31.00% 0.45% $ 29.96
Help Desk Coordinator/Intermediate $ 2085 (8 2431 28.00% 0.45% $ 31.23
Help Desk Coordinator/Senior $ 21.88 18 25.59 31.00% 0.45% § 33.64
Help Desk Manager $ 3205] 8 37.60 30.00% 0.45% $ 49.05
Information Security Analyst $ 26.65 | $ 42.70 35.00% 0.45% $ 57.84
Information Security Analyst/Senior $ 2976 [ $ 48.88 35.00% 0.45% $ 66.21
Information Security Manager $ 425218 58.74 35.00% 0.45% $ 79.56
Information Systems Auditor/Associate $ 2692 $ 31.79 31.00% 0.45% $ 41.79
Information Systems Auditor/Intermediate $ 2875( 8 34.02 23.00% 0.45% $ 42.00
Information Systems Auditor/Senior $ 32098 38.09 29.00% 0.45% $ 49.31
Information Technology Director $ 61.02 [ $ 81.49 35.00% 0.45% $ 110.38
Inventory Administrator 6 $ 2392 $ 27.78 32.00% 0.45% $ 36.79
Laboratory Technician 2 $ 214318 24.74 28.00% 0.45% $ 31.78
Laborer 3 $ 1422 $ 16.34 24.00% 0.45% $ 20.34
LAN Administration/Manager $ 30.06 [ $ 35.61 28.00% 0.45% $ 45.74
LAN Administrator/Associate $ 2629 | § 31.02 21.00% 0.45% $ 37.67
LAN Administrator/Intermediate $ 2825 ($ 33.41 19.00% 0.45% $ 39.91
LAN Administrator/Senior $ 31.65]$ 37.55 28.00% 0.45% $ 48.23
Laundry Assistant 3 $ 1250 [ $ 14.32 26.00% 0.45% $ 18.11
Legal Assistant 5 $ 214718 25.08 25.00% 0.45% $ 31.46
Licensed Practical Nurse $ 2151 (8 24.96 27.00% 0.45% $ 31.81
Maintenance Supervisor 3 $ 2827 (8 33.03 28.00% 0.45% $ 4243
Network Engineer/Associate $ 2981 ($ 35.31 24.00% 0.45% $ 43.94
Network Engineer/Intermediate $ 32.06 [ $ 38.05 23.00% 0.45% $ 46.97
Network Engineer/Senior $ 3611 ($ 42.96 35.00% 0.45% $ 58.19
Nurse 4 $ 27.69 | $ 31.67 20.00% 0.45% $ 38.15
Nurse Consultant $ 3463 | $ 40.00 27.00% 0.45% $ 50.98
Nurse Practitioner $ 431218 50.35 30.00% 0.45% $ 65.68
Occupational Therapist 3 $ 3260 $ 38.50 25.00% 0.45% § 48.30
Oracle Financials $ 417718 49.23 32.00% 0.45% $ 65.21
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BAFO Max
Offered Min | OfferedMax | Frovider | BAFOMSP 1, oty
Position Title Hourly Pay | Hourly Pay | (Fmployer) | (Contractor) | po, e Rate
Rate ($) Rate ($) Markup Rate Fee For All ©)
Per Position | Positions (%)
(%)
Peoplesoft Functional Analyst $ 2788 [ $ 32.63 21.00% 0.45% $ 39.63
Pharmacist 3 $ 4758 | $ 55.23 26.00% 0.45% $ 69.84
Pharmacy Technician $ 1540 [ $ 17.99 30.00% 0.45% $ 23.47
Plant Foreman 1 $ 27.05 1 $ 31.52 25.00% 0.45% $ 39.54
Project Manager/Associate $ 3226 (8 39.57 24.00% 0.45% $ 49.24
Project Manager/Intermediate $ 375318 46.32 35.00% 0.45% $ 62.74
Project Manager/Senior $ 41.67 | $ 51.51 35.00% 0.45% $ 69.77
Project Manager/Specialist $ 434118 53.67 16.00% 0.45% $ 62.50
Public Health Investigator 2 $ 240518 28.27 27.00% 0.45% $ 36.03
Purchasing Administrator 2 $ 2641 [ $ 31.16 28.00% 0.45% $ 40.03
Quality Assurance Analyst $ 253418 29.52 17.00% 0.45% § 34.67
Quality Assurance Analyst/Senior $ 27331 $ 31.92 21.00% 0.45% $ 38.77
Quality Assurance Manager $ 3878 | § 46.65 29.00% 0.45% $ 60.39
Sharepoint Developer $ 313918 36.81 21.00% 0.45% $ 44.71
Software Architect/Senior $ 50.16 [ $ 83.21 35.00% 0.45% $ 112.71
Stores Clerk 2 $ 2144 (8 24.74 25.00% 0.45% $ 31.04
Systems Administrator/Associate $ 2826 (8 33.42 27.00% 0.45% $ 42.59
Systems Administrator/Intermediate $ 3007 [ $ 35.62 21.00% 0.45% $ 43.26
Systems Administrator/Senior $ 3341 (8 39.69 17.00% 0.45% $ 46.62
Systems Architect $ 340318 39.97 35.00% 0.45% $ 54.14
Systems Architect/Specialist $ 38271 8% 45.05 35.00% 0.45% $ 61.02
Tax Analyst 4 $ 21.66 | $ 25.04 29.00% 0.45% $ 3241
Tax Analyst Sup 5 $ 23.18( $ 26.88 15.00% 0.45% $ 31.03
Tax Analyst Sup 6 $ 257918 30.06 17.00% 0.45% $ 35.31
Technical Writer $ 2608 [ $ 29.79 24.00% 0.45% $ 37.07
Technical Writer/Senior $ 2815($ 32.25 23.00% 0.45% $ 39.81
Warehouse Foreman 1 $ 2450 | $ 28.43 28.00% 0.45% $ 36.52
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Exhibit |
Department of Child Services Additional Contract Provisions

Security Procedures for Disclosure of Social Security Administration (“SSA”) Records, Information, and

(1)

Data (“SSA Data”):

The State will restrict access to SSA Data obtained from SSA to only those authorized contractors
and agents who need such SSA Data to perform their official duties in connection with purposes
identified in this Contract. The Contractor agrees to abide by all relevant federal laws, restrictions
on access, use, and disclosure, and security requirements for SSA Data that are applicable to the
Contractor’s performance of the Services [set forth in the following documents which are available
for review, by request, in the Legal Division, DCS’ Central Office, and incorporated herein by
reference:

Information Exchange Agreement Between the Social Security Administration (SSA) and The
Indiana Department of Child Services (State Agency), “IEA,” a copy of which is on file and available
for review, by request, in the Legal Division, DCS’ Central Office and incorporated herein by
reference;

Computer Matching and Privacy Protection Act Agreement, “CMPPA Agreement,” a copy of which
is on file and available for review, by request, in the Legal Division, DCS’ Central Office and
incorporated herein by reference; and

All related attachments referred to in the IEA and the CMPPA Agreement, including, but not limited
to, Attachment 3: Systems Security Requirements for SWA Access to SSA Information Through
the ICON System, and Attachment 4: Information System Security Guidelines For Federal, State
and Local Agencies Receiving Electronic Information from the Social Security Administration,
copies of which are on file and available for review, by request, in the Legal Division, DCS’ Central
Office and incorporated herein by reference.]

(a) The Contractor will not use, duplicate, disseminate, or disclose such Data, without
prior notice to and prior written approval of both the State and SSA.

(b) The Contractor agrees to maintain a current list of all employees and agents with
access to SSA Data and provide such list(s) to the State upon request.

(c) The Contractor and its agents who access, use, or disclose SSA data in a manner
or purpose not authorized by this Contract may be subject to civil and criminal
sanctions pursuant to applicable federal and state statutes.

As used in IRS Exhibit 7 [for General Services] or [for Technology Services], [which is attached
hereto as Exhibit 3 and hereby incorporated by reference], and as used in the remaining
paragraphs of this Section:

"return" means any tax or information return, declaration of estimated tax, or claim for refund
required by, or provided for or permitted under, the provisions of the Internal Revenue Code ("IRC")
which is filed with the Secretary of the Treasury or his delegate (hereinafter in this Section referred
to as "Secretary") by, on behalf of, or with respect to any Person (hereinafter in this Section,
"Person" means an individual, a trust, estate, partnership, association, company or corporation),
and any amendment or supplement thereto, including supporting schedules, attachments, or lists
which are supplemental to, or part of, the return so filed.

“return information" means --

(1) a Taxpayer's (hereinafter in this Section, "Taxpayer" means any Person subject to
any internal revenue tax) identity, the nature, source, or amount of his income,
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payments, receipts, deductions, exemptions, credits, assets, liabilities, net worth,
tax liability, tax withheld, deficiencies, overassessments, or tax payments, whether
the Taxpayer's return was, is being, or will be examined or subject to other
investigation or processing, or any other data, received by, recorded by, prepared
by, furnished to, or collected by the Secretary with respect to a return or with
respect to the determination of the existence, or possible existence, of liability (or
the amount thereof) of any Person under the IRC for any tax, penalty, interest, fine,
forfeiture, or other imposition, or offense,

(2) any part of any written determination or any background file document relating to
such written determination (as such terms are defined in section 6110(b) of the
IRC) which is not open to public inspection under section 6110 of the IRC,

(3) any advance pricing agreement entered into by a Taxpayer and the Secretary and
any background information related to such agreement or any application for an
advance pricing agreement, and

4) any agreement under section 7121 of the IRC, and any similar agreement, and
any background information related to such an agreement or request for such an
agreement,

but such term does not include data in a form which cannot be associated with, or otherwise
identify, directly or indirectly, a particular Taxpayer. Nothing in the preceding sentence, or
in any other provision of law, shall be construed to require the disclosure of standards used
or to be used for the selection of returns for examination, or data used or to be used for
determining such standards, if the Secretary determines that such disclosure will seriously
impair assessment, collection, or enforcement under the internal revenue laws.

E. For any Federal tax return and return information (“FTI”), in performing its obligations hereunder,
the Contractor agrees to comply with all applicable provisions of the “Tax Information Security
Guidelines for Federal, State, and Local Agencies,” IRS Publication 1075, published by the
Secretary of the Treasury and available at the following Internal Revenue Service (“IRS”) website
(or any designated successor website): http://www.irs.gov/publ/irs-pdf/p1075.pdf.

F. As required by the IRC and to ensure IRS audit compliance, in performing its obligations hereunder,
the Contractor must comply with all of the applicable requirements/information set forth in IRS
Exhibit 7 [for General Services] or [for Technology Services].

G. The provisions/requirements outlined above in this Section and outlined in IRS Exhibit 7 [for
General Services] or [for Technology Services] equally apply to state of Indiana tax returns and
return information, with "return" and "return information" utilized in this sentence in the same
manner as such terms are defined above in paragraph [D] of this Section, except the terms used
herein are received by, recorded by, prepared by, furnished to, collected by, or otherwise related
to the Indiana Department of State Revenue.

H. The parties acknowledge that even though the Contractor has access to Federal tax return and
return information (“FTI”) pursuant to this Contract, such FTI has not been obtained from the
Internal Revenue Service (“IRS”). If the situation changes and the Contractor is going to have
access to FTI obtained from the IRS pursuant to this Contract, this Contract will have to be formally
amended to ensure that the Contractor will have to comply will all applicable provisions of the “Tax
Information Security Guidelines for Federal, State, and Local Agencies,” IRS Publication 1075,
published by the Secretary of the Treasury and available at the following Internal Revenue Service
(“IRS”) website (or any designated successor website): http://www.irs.gov/pub/irs-pdf/p1075.pdf,
and the Contractor will also have to comply with all of the requirements/information set forth in the
appropriate IRS Exhibit 7.
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Security Procedures for Disclosure of Social Security Administration (“SSA”) Records, Information,

(1)

and Data (“SSA Data”):

The State will restrict access to SSA Data obtained from SSA to only those authorized contractors
and agents who need such SSA Data to perform their official duties in connection with purposes
identified in this Contract. The Contractor agrees to abide by all relevant federal laws, restrictions
on access, use, and disclosure, and security requirements for SSA Data that are applicable to the
Contractor’s performance of the Services [set forth in the following documents which are available
for review, by request, in the Legal Division, DCS’ Central Office, and incorporated herein by
reference:

Information Exchange Agreement Between the Social Security Administration (SSA) and The
Indiana Department of Child Services (State Agency), “IEA,” a copy of which is on file and available
for review, by request, in the Legal Division, DCS’ Central Office and incorporated herein by
reference;

Computer Matching and Privacy Protection Act Agreement, “CMPPA Agreement,” a copy of which
is on file and available for review, by request, in the Legal Division, DCS’ Central Office and
incorporated herein by reference; and

All related attachments referred to in the IEA and the CMPPA Agreement, including, but not limited
to, Attachment 3: Systems Security Requirements for SWA Access to SSA Information Through
the ICON System, and Attachment 4: Information System Security Guidelines For Federal, State
and Local Agencies Receiving Electronic Information from the Social Security Administration,
copies of which are on file and available for review, by request, in the Legal Division, DCS’ Central
Office and incorporated herein by reference.]

(a) The Contractor will not use, duplicate, disseminate, or disclose such Data, without
prior notice to and prior written approval of both the State and SSA.

(b) The Contractor agrees to maintain a current list of all employees and agents with
access to SSA Data and provide such list(s) to the State upon request.

(c) The Contractor and its agents who access, use, or disclose SSA data in a manner
or purpose not authorized by this Contract may be subject to civil and criminal
sanctions pursuant to applicable federal and state statutes.

As used in IRS Exhibit 7 [for General Services] or [for Technology Services], [which is attached
hereto as Exhibit 3 and hereby incorporated by reference], and as used in the remaining
paragraphs of this Section:

"return" means any tax or information return, declaration of estimated tax, or claim for refund
required by, or provided for or permitted under, the provisions of the Internal Revenue Code ("IRC")
which is filed with the Secretary of the Treasury or his delegate (hereinafter in this Section referred
to as "Secretary") by, on behalf of, or with respect to any Person (hereinafter in this Section,
"Person" means an individual, a trust, estate, partnership, association, company or corporation),
and any amendment or supplement thereto, including supporting schedules, attachments, or lists
which are supplemental to, or part of, the return so filed.

“return information" means --

(1) a Taxpayer's (hereinafter in this Section, "Taxpayer" means any Person subject to
any internal revenue tax) identity, the nature, source, or amount of his income,
payments, receipts, deductions, exemptions, credits, assets, liabilities, net worth,
tax liability, tax withheld, deficiencies, overassessments, or tax payments, whether
the Taxpayer's return was, is being, or will be examined or subject to other
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investigation or processing, or any other data, received by, recorded by, prepared
by, furnished to, or collected by the Secretary with respect to a return or with
respect to the determination of the existence, or possible existence, of liability (or
the amount thereof) of any Person under the IRC for any tax, penalty, interest, fine,
forfeiture, or other imposition, or offense,

(2) any part of any written determination or any background file document relating to
such written determination (as such terms are defined in section 6110(b) of the
IRC) which is not open to public inspection under section 6110 of the IRC,

(3) any advance pricing agreement entered into by a Taxpayer and the Secretary and
any background information related to such agreement or any application for an
advance pricing agreement, and

4) any agreement under section 7121 of the IRC, and any similar agreement, and
any background information related to such an agreement or request for such an
agreement,

but such term does not include data in a form which cannot be associated with, or otherwise
identify, directly or indirectly, a particular Taxpayer. Nothing in the preceding sentence, or
in any other provision of law, shall be construed to require the disclosure of standards used
or to be used for the selection of returns for examination, or data used or to be used for
determining such standards, if the Secretary determines that such disclosure will seriously
impair assessment, collection, or enforcement under the internal revenue laws.

E. For any Federal tax return and return information (“FTI”), in performing its obligations hereunder,
the Contractor agrees to comply with all applicable provisions of the “Tax Information Security
Guidelines for Federal, State, and Local Agencies,” IRS Publication 1075, published by the
Secretary of the Treasury and available at the following Internal Revenue Service (“IRS”) website
(or any designated successor website): http://www.irs.gov/publ/irs-pdf/p1075.pdf.

F. As required by the IRC and to ensure IRS audit compliance, in performing its obligations hereunder,
the Contractor must comply with all of the applicable requirements/information set forth in IRS
Exhibit 7 [for General Services] or [for Technology Services].

G. The provisions/requirements outlined above in this Section and outlined in IRS Exhibit 7 [for
General Services] or [for Technology Services] equally apply to state of Indiana tax returns and
return information, with "return" and "return information" utilized in this sentence in the same
manner as such terms are defined above in paragraph [D] of this Section, except the terms used
herein are received by, recorded by, prepared by, furnished to, collected by, or otherwise related
to the Indiana Department of State Revenue.

H. The parties acknowledge that even though the Contractor has access to Federal tax return and
return information (“FTI”) pursuant to this Contract, such FTI has not been obtained from the
Internal Revenue Service (“IRS”). If the situation changes and the Contractor is going to have
access to FTI obtained from the IRS pursuant to this Contract, this Contract will have to be formally
amended to ensure that the Contractor will have to comply will all applicable provisions of the “Tax
Information Security Guidelines for Federal, State, and Local Agencies,” IRS Publication 1075,
published by the Secretary of the Treasury and available at the following Internal Revenue Service
(“IRS”) website (or any designated successor website): http://www.irs.gov/pub/irs-pdf/p1075.pdf,
and the Contractor will also have to comply with all of the requirements/information set forth in the
appropriate IRS Exhibit 7.

Security Background Checks. [Added]
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A. This Section 50 applies to all employees of the Contractor or any subcontractor, who have or will have
electronic or physical access to children’s child support records in connection with performance of any
services or activities pursuant to this Contract (“Covered Personnel’). To the extent applicable, the
Contractor shall ensure the completion of all criminal history and background checks required by law,
this Contract, and the applicable DCS/CSB policies, including those implemented by Administrative
Letter, which is available in its most current form at the following link (or any designated successor
website): https://www.in.gov/dcs/3928.htm" hitps://www.in.gov/dcs/3928.htm.

All required checks must be completed and all outstanding issues resolved prior to each staff member’s
start date on the contract. The checks will be conducted following the DCS/CSB Background Checks
Policies and related documents and the Contractor shall maintain records of information it gathers and
receives on Covered Personnel checked pursuant to this Section. The applicable laws and DCS/CSB’s
policies and practices are updated periodically, but always available in its most current form upon
request and the Contractor shall comply with those current as of the time the Contractor executes this
Contract, adds Covered Personnel, renews this Contract, or reaches the anniversary date of
commencement of a multi-year agreement. The current procedure requires the following checks:

(1) For those with only electronic or physical access to children’s records in accordance
with CSB background check policies as set forth below:

(a) The Contractor will verify the identity - employed individuals are subject to criminal
and background checks by viewing a current government issued picture 1.D.; and

(b) CSB will conduct Security Background Checks based on CSB policy:

(i) Conduct Local Law Enforcement Checks - employed individuals are subject
to local law enforcement checks for all places of residency, schooling, and work in the
past five (5) years; and

(i) Conduct FBI fingerprinting Checks review of Federal Bureau of
Investigation (FBI) fingerprint results conducted to identify possible
suitability issues using the CSB Favorability Standards; and

(i) Validate Citizenship/Residency — the employed should be eligible to
legally work in the United States.

(c) DCS will conduct Security Background Checks based on DCS policy.

(d) Frequency - Local law enforcement and fingerprinting reinvestigation must be
conducted on Covered Personnel prior to the Contract start date and when new
Covered Personnel are added.

(e) Notification to Contractor - Contractor will be notified if Covered Personnel does
not meet favorability standards.

(2) Background Check Policy from DCS Background Check Unit For all Covered Personnel
and Subcontractors:

(a) The Contractor shall require Covered Personnel to immediately notify the Contractor
of any information about them that would have been revealed by the checks above
including substantiation for child abuse or neglect or other similar complaints or
charges, and of any convictions or arrests. The Contractor shall immediately relay
such notice to CSB.

(b) The Contractor shall ensure all subcontractors have the required background
checks. The subcontractor cannot register under the name of the Contractor.
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(c) Each subcontractor will be responsible for coordinating with the Contractor to
evaluate their results and resolve any outstanding issues. The subcontractor will be
responsible for retaining their own background check results in their own personnel
files but shall provide the primary Contractor with the Confirmation.

(3) The required checks must be performed every ten (10) years based on the anniversary of
the individual Covered Personnel’s initial checks.

The Contractor shall maintain a record of the results of each check conducted pursuant to this Section.
The Contractor shall, if requested by the State, provide a copy of that record to CSB or make the record
available for inspection by an authorized representative of CSB, provided that CSB hereby agrees to
maintain the confidentiality thereof.

In the event a criminal history or background check required herein produces any record concerning the
subject of a check that would be a ground for denial of his or her ability to provide services and/or
perform activities pursuant to this Contract and the Contractor chooses to retain such employee or
volunteer, which grounds are set forth in IC 10-13-3-38.5, that decision may be considered a material
breach of this Contract.

The Contractor will be responsible for payment of all fees required to be paid for conducting any check
required under this Section.

Upon request, CSB will assist the Contractor in clarifying the requirements of this Section.

Lobbying Activities.

A.

Pursuant to 31 U.S.C. § 1352, and any regulations promulgated thereunder, the Contractor hereby
assures and certifies, to the best of its knowledge and belief, that no federally appropriated funds
have been paid, or will be paid, by or on behalf of the Contractor, to any person for influencing or
attempting to influence an officer or employee of any agency, a member of Congress, an officer or
employee of Congress, or an employee of a member of Congress, in connection with the awarding
of any federal contract, the making of any federal grant, the making of any federal loan, the entering
into of any cooperative agreement, and the extension, continuation, renewal, amendment, or
modification of any federal contract, grant, loan or cooperative agreement.

If any funds other than federally appropriated funds have been paid or will be paid to any person
for influencing or attempting to influence an officer or employee of any agency, a member of
Congress, an officer or employee of Congress, or an employee of a member of Congress in
connection with this Contract, the Contractor shall complete and submit Standard Form-LLL,
"Disclosure Form to Report Lobbying". If the Contractor is required to submit Standard Form-LLL,
the form and instructions for preparation of the form may be obtained from the State.

The Contractor shall require that the language of this certification be included in any subcontracts
and that all subcontractors shall certify and disclose accordingly.

The foregoing certification is a material representation of fact upon which reliance was or will be
placed when entering into this Contract and any transactions with the State. Submission of this
certification is a prerequisite for making or entering into any transaction as imposed by 31 U.S.C.
§ 1352. Any person who fails to file the required certification shall be subject to a civil penalty of
not less than $10,000.00 and not more than $100,000.00 for each such failure.

Davis-Bacon Act

The Davis-Bacon Act (40 U.S.C. 3141, et. seq.) provides that contracts in excess of $2,000 to which
the United States or the District of Columbia is a party for construction, alteration, or repair (including
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painting and decorating) of public buildings or public works within the United States, shall contain a
clause (see 52.222-6) that no laborer or mechanic employed directly upon the site of the work shall
receive less than the prevailing wage rates as determined by the Secretary of Labor. To the extent
that this Act applies to this Contract, Contractor affirms that it is in compliance with these federal
requirements.

Copeland Act

The Copeland (Anti-Kickback) Act (18 U.S.C. 874 and 40 U.S.C. 3145) makes it unlawful to induce,
by force, intimidation, threat of procuring dismissal from employment, or otherwise, any person
employed in the construction or repair of public buildings or public works, financed in whole or in part
by the United States, to give up any part of the compensation to which that person is entitled under a
contract of employment. The Copeland Act also requires each contractor and subcontractor to furnish
weekly a statement of compliance with respect to the wages paid each employee during the preceding
week. Contracts subject to the Copeland Act shall contain a clause (see 52.222-10) requiring
contractors and subcontractors to comply with the regulations issued by the Secretary of Labor under
the Copeland Act. To the extent that this Act applies to this Contract, Contractor affirms that it is in
compliance with these federal requirements.

Environmental Standards.

The Contractor shall comply with all applicable standards, orders, or requirements issued under
Section 306 of the Clean Air Act (42 U.S.C. §7401, et seq.), and its associated Executive Orders, and
Section 508 of the Clean Water Act (33 U.S.C. §1251, et seq.) which prohibit the use under non-
exempt Federal contracts, grants or loans of facilities included on the EPA List of Violating Facilities.
The Contractor shall report any violations of the foregoing in this paragraph to the State of Indiana and
to the United States Environmental Protection Agency Assistant Administrator for Enforcement. The
Contractor shall also comply with mandatory standards and policies related to energy efficiency that
are contained in the State energy conservation plan issued in accordance with the Energy Policy and
Conservation Act (42 U.S.C. 6201), to the extent applicable to Contractor in its performance of its
obligations hereunder.

Rights to Inventions Made Under a Contract or Agreement

If the Federal award meets the definition of “funding agreement” under 37 CFR §401.2 (a) and the recipient
or subrecipient wishes to enter into a contract with a small business firm or nonprofit organization regarding
the substitution of parties, assignment or performance of experimental, developmental, or research work
under that “funding agreement,” the recipient or subrecipient must comply with the requirements of 37 CFR
Part 401, “Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under
Government Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued
by the awarding agency.

Survival.

All terms of this Contract which, by their nature, are intended to survive termination, in whole or in part, or
expiration of this Contract will survive termination, in whole or in part, or expiration of this Contract, including,
but not limited to, the following sections: Section 4. Access to Records; Section 6. Assignment of Antitrust
Claims; Section 7. Audits and Monitoring; Section 12. Confidentiality of State Information; Section 13.
Continuity of Services; Section 16. Disputes; Section 19. Employment Option; Section 22. Governing Law;
Section 23. HIPAA Compliance; Section 24. Indemnification; Section 36. Ownership of Documents and
Materials; Section 37. Payments; Section 38. Penalties/Interest/Attorney's Fees; Section 40. Public Record;
Section 45. Termination for Convenience; Section 46. Termination for Default and Termination or
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Suspension for Additional Reasons; Section 47. Travel; Section 48. Waiver of Rights; Section 50. Security
Background Checks; Section 51. Lobbying Activities; and Section 56, Limitation of Liability. The above list
of sections surviving the termination or expiration of this Contract is not exhaustive and there are other
provisions of this Contract which shall survive the termination, in whole or in part, or expiration of this
Contract.

Termination for Default and Termination or Suspension for Additional Reasons.

A. Termination for Default.

(1) With the provision of thirty (30) days' notice to the Contractor, the State may
terminate this Contract if the Contractor fails to:

(a) Correct or cure any breach of this Contract; the time to correct or cure the breach may
be extended beyond thirty (30) days if the State determines progress is being made
and the extension is agreed to by the parties,

(b) Deliver the supplies or perform the services within the time specified in this Contract
or any extension;

(c) Make progress so as to endanger performance of this Contract; or
(d) Perform any of the other provisions of this Contract.

(2) If the State terminates this Contract, for Contractor’s default, it may acquire, under
the terms and in the manner the State considers appropriate, supplies or services similar
to those terminated, and the Contractor will be liable to the State for damages caused by
such default in accordance with the terms of this Contract including the limitations of liability
set forth in Section 57.

(3) The State shall pay the contract price for completed supplies delivered and
services accepted. The Contractor and the State shall agree on the amount of payment for
manufacturing materials delivered and accepted and for the protection and preservation of
the property. Failure to agree will be a dispute under the Disputes clause of this Contract.
The State may withhold from these amounts any sum the State determines to be necessary
to protect the State against loss because of outstanding liens or claims of former lien
holders.

(4) The rights and remedies of the State in this clause are in addition to any other
rights and remedies provided by law or equity or under this Contract.

B. Termination for Endangering Life, Health, or Safety of Any Person.
If the State determines that any breach of this Contract by the Contractor endangers the life, health,
or safety of any person, the State may terminate this Contract by orally notifying the Contractor of
the termination, followed by the mailing of written notification thereof within three (3) business days.
Termination pursuant to this paragraph shall become effective at the time of the oral notification.

C. Termination for Certain Business Changes, Assignments, and Bankruptcy.
The Contractor agrees that the State may terminate this Contract immediately if the Contractor (1)
ceases doing business; (2) assigns, transfers or delegates any of its duties and responsibilities for
performance of this Contract to any other person or entity without prior written approval of the State;
(3) changes or reorganizes its business in a manner which substantially impairs the ability of the
Contractor to perform the services described in this Contract and its exhibits/attachments; (4)
attempts to assign, transfer, convey or encumber this Contract in any way except as expressly
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authorized pursuant to the conditions of this Contract; and/or (5) if an order for relief is entered
upon a voluntary or involuntary petition by or against the Contractor under any provision of Title 11,
United States Code, and the trustee or debtor-in-possession does not timely assume all obligations
of this Contract to be performed by the Contractor, as provided in 11 U.S.C. § 365, or in the event
of appointment of a receiver for the Contractor or execution of an assignment for the benefit of
creditors of the Contractor. Any notice of termination pursuant to this paragraph shall be provided
in writing to the Contractor.

D. Termination for Change in Legal Status.

The Contractor shall provide written notice to the State of any change in the Contractor's legal
name or legal status including, but not limited to, a sale or dissolution of the Contractor's business.
When possible, DCS requests such notice ninety (90) days prior to the change in legal status
in order to reduce the risk of an interruption in services occurring. The State reserves the
right to terminate this Contract should the Contractor's legal status change in any way. Termination
pursuant to this paragraph shall be effective from the date of the change in the Contractor's legal
status.

E. Termination for Additional Reasons Stated in this Contract.

This Contract is also subject to termination or suspension as stated in any other Section of this
Contract, including, but not limited to: Section 7 (Audits and Monitoring); Section 10 (Compliance
with Laws); Section 15 (Default by State); Section 17 (Drug-Free Workplace Certification); Section
18 (Employment Eligibility Verification); Section 20 (Force Majeure); Section 21 (Funding
Cancellation); Section 23 (HIPAA Compliance); Section 27 (Information Technology Enterprise
Architecture Requirements); Section 28 (Insurance); Section 29 (Key Person(s)); Section 30
(Licensing Standards); Section 32 (Minority and Women's Business Enterprises Compliance);
Section 33 (Nondiscrimination); Section 45 (Termination for Convenience); and Section 50
(Criminal and Background Checks).

F. State Only Liable for Payment for Services Properly Provided Prior to Termination.

If this Contract is terminated for any reason, the State shall only be liable for payment for services
properly provided prior to the effective date of termination with the exception, as set forth above in
Section 13 [Continuity of Services] and only if applicable, that the State shall reimburse the
Contractor for all reasonable phase-in, phase-out costs (i.e., costs incurred within the agreed period
after contract expiration or termination that result from phase-in, phase-out operations). The State
shall not be liable for any costs incurred by the Contractor in reliance upon this Contract subsequent
to the effective date of termination except as provided in Section 13 [Continuity of Services].
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Exhibit J
Department of Revenue Security Requirements

While carrying out the tasks defined in this Contract, Contractor may encounter sensitive information to
include Personally Identifiable Information (Pll) and Federal Tax Information (FTI). Therefore, Contractor
must acknowledge and abide by the following DOR security requirements to ensure Pll and FTl is
protected in accordance with the federal standards DOR must adhere to.

Security Requirements

DOR has adopted a FISMA-based security requirement for its operations and systems due to the high
need to keep DOR's data confidential, available, and with high integrity. DOR uses the high intolerance
for risk in its assessment of the system. DOR classifies its systems as moderate impact systems under
the FIPS Publication 199. DOR requires the Contractor to be compliant with such a security scheme for
its system and operations because DOR will be transmitting its data to the Contractor. The following
points detail DOR's requirements. PLEASE NOTE: DOR will not accept any Contractor solution that does
not meet DOR’s security requirements.

1. Contractor must comply with NIST and IRS Publication 1075 (PUB 1075) security controls and
requirements to which DOR subscribes. DOR has adopted the NIST 800-53 standards for security
controls. Contractor must be familiar with the requirements of NIST 800-53 to certify that their
software conforms to NIST 800-53 and to assist DOR with installing its software in a manner that
complies with NIST 800-53 (full up to date version found here: https://doi.org/10.6028/NIST.SP.800-
53r5). Contractor must also comply with all aspects of NIST 800-53 during support activities when
they attach to the State’s data network to perform support tasks. Any contractor who possesses DOR
data in Contractor’s facilities must comply with all aspects of NIST 800-53 pertaining to safeguarding
that data. Contractor should also note that in some instances NIST 800-53 references other federal
standards, such as the FIPS 140-2 Encryption Standard, with which it must also comply. DOR must
comply with IRS PUB 1075 governing federal, state, and local entities’ use of federal tax information
(FTI). As a result, Contractor must also comply with IRS PUB 1075 when handling FTI and the
systems on which it resides. Contractor should note that PUB 1075 is a subset of the standards and
controls identified in NIST 800-53.

DOR will evaluate all system security models based on DOR’s reading of FISMA, NIST SP800-53,
and security best practices.

Itis DOR'’s security standard that each system is responsible for securing its own data and should not
rely on environmentally supplied technologies for security. For example, Contractor should not
assume that the data in Contractor’s system is secure because DOR has secured the servers upon
which the application or its database is installed. Under this assumption, the data in Contractor’s
system is immediately vulnerable to intrusion if the intruder breaks through DOR’s server security.
Contractor recognizes that compliance with DOR’s security standard is vital to DOR’s ability to protect
against unauthorized access or intrusion.

A. Contractor shall provide evidence of compliance with NIST 800-53 and IRS PUB 1075.
Evidence shall include the report of Contractor’s self assessment of information technology (IT)
assets, processes, practices, and facilities against security criteria from aforementioned
documents. The first of these self assessments shall be provided with the RFP response. This
assessment should be qualitative in nature. Contractor should review the aforementioned
publications and provide its compliance with each point.

B. Contractor must certify to compliance with DOR’s reading of FISMA, NIST SP800-53,
and security best practices.

C. Contractor must describe how its proposed solution provides its own data security.

D. Contractor will be required to evaluate its proposed system against a set of security

technology implementation guidelines (STIGs). The STIGs are specific to Contractor’s technology
stack. They are also a very objective measure of compliance with NIST requirements. The STIGs
are available on the Defense Information Security Agency (http://iase.disa.mil/stigs) website.



DocuSign Envelope ID: 38908129-0195-45C0-98C0-0EF4545F835C

Contractor acknowledges that the information that DOR provides may include personally
identifiable information and it is Contractor’s obligation to keep all such accessed information
confidential and secure. Accordingly, Contractor shall purge all information received from DOR at
the end of the calendar year in which the data was received, provided that DOR may extend such
period if and solely to the extent such information is retained thereafter in archival form to assist
DOR in performing statistical analysis required for DOR’s legal or regulatory compliance efforts
Contractor certifies that the data processed during the performance of this contract will be
completely purged from all data storage components of Contractor's computer facility at the end
of the calendar year in which the data was received. Contractor certifies that any confidential
taxpayer information and data remaining in any storage component pending such purge will be
safeguarded to prevent unauthorized disclosures.

In the event of an information disclosure or technical security incident, DOR security must be
informed within 24 hours of the incident along with relevant details about: (1) the indications and
warnings of compromise were observed; (2) what and when information and systems were
potentially compromised; and (3) the mitigating actions taken and planned to protect against and
recover from the potential compromise.

5. Contractor will follow the IRS Safeguard Exhibit 7 as follows:

. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume responsibility for
compliance by officers or employees with the following requirements:

(1)
(@)

All work will be performed under the supervision of the contractor.

The contractor and the contractor's employees with access to or who use FTI must meet the
background check requirements defined in IRS Publication 1075. The contractor will maintain a list
of officers or employees authorized access to FTI. Such list will be provided to the agency and,
upon request, to the IRS.

FTlin hardcopy or electronic format shall be used only for the purpose of carrying out the provisions
of this contract. FTI in any format shall be treated as confidential and shall not be divulged or made
known in any manner to any person except as may be necessary in the performance of this
contract. Inspection or disclosure of FTI to anyone other than the contractor or the contractor’s
officers or employees authorized is prohibited.

FTI will be accounted for upon receipt and properly stored before, during, and after processing. In
addition, any related output and products require the same level of protection as required for the
source material.

The contractor will certify that FTI processed during the performance of this contract will be
completely purged from all physical and electronic data storage with no output to be retained by
the contractor at the time the work is completed. If immediate purging of physical and electronic
data storage is not possible, the contractor will certify that any FTI in physical or electronic storage
will remain safeguarded to prevent unauthorized disclosures.

Any spoilage or any intermediate hard copy printout that may result during the processing of FTI
will be given to the agency. When this is not possible, the contractor will be responsible for the
destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency
with a statement containing the date of destruction, description of material destroyed, and the
method.

All computer systems receiving, processing, storing or transmitting FT1 must meet the requirements
IRS Publication 1075. To meet functional and assurance requirements, the security features of the
environment must provide for the managerial, operational, and technical controls. All security
features must be available and activated to protect against unauthorized use of and access to FTI.
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(8) No work involving FTI furnished under this contract will be subcontracted without prior written
approval of the IRS.

(9) Contractor will ensure that the terms of FTI safeguards described herein are included, without
modification, in any approved subcontract for work involving FTI.

(10) To the extent the terms, provisions, duties, requirements, and obligations of this contract apply to
performing services with FTI, the contractor shall assume toward the subcontractor all obligations,
duties and responsibilities that the agency under this contract assumes toward the contractor, and
the subcontractor shall assume toward the contractor all the same obligations, duties and
responsibilities which the contractor assumes toward the agency under this contract.

(11) In addition to the subcontractor’s obligations and duties under an approved subcontract, the terms
and conditions of this contract apply to the subcontractor, and the subcontractor is bound and
obligated to the contractor hereunder by the same terms and conditions by which the contractor is
bound and obligated to the agency under this contract.

(12) For purposes of this contract, the term “contractor” includes any officer or employee of the
contractor with access to or who uses FTI, and the term “subcontractor” includes any officer or
employee of the subcontractor with access to or who uses FTI.

(13) The agency will have the right to void the contract if the contractor fails to meet the terms of FTI
safeguards described herein.

Il. CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be notified in writing
that FTI disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any FTI for a purpose not authorized herein constitutes a
felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years,
or both, together with the costs of prosecution.

(2) Each officer or employee of a contractor to whom FTl is or may be accessible shall be notified in
writing that FT1 accessible to such officer or employee may be accessed only for a purpose and to the
extent authorized herein, and that access/inspection of FT| without an official need-to-know for a purpose
not authorized herein constitutes a criminal misdemeanor punishable upon conviction by a fine of as
much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution.

(3) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be notified in writing
that any such unauthorized access, inspection or disclosure of FTI may also result in an award of civil
damages against the officer or employee in an amount equal to the sum of the greater of $1,000 for each
unauthorized access, inspection, or disclosure, or the sum of actual damages sustained as a result of
such unauthorized access, inspection, or disclosure, plus in the case of a willful unauthorized access,
inspection, or disclosure or an unauthorized access/inspection or disclosure which is the result of gross
negligence, punitive damages, plus the cost of the action. These penalties are prescribed by IRC sections
7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(4) Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties
for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C.
552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or
employee of a contractor, who by virtue of his/lher employment or official position, has possession of or
access to agency records which contain individually identifiable information, the disclosure of which is
prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of
the specific material is so prohibited, willfully discloses the material in any manner to any person or
agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.
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(5) Granting a contractor access to FTI must be preceded by certifying that each officer or employee
understands the agency’s security policy and procedures for safeguarding FTI. A contractor and each
officer or employee must maintain their authorization to access FTI through annual recertification of their
understanding of the agency’s security policy and procedures for safeguarding FTI. The initial certification
and recertifications must be documented and placed in the agency's files for review. As part of the
certification and at least annually afterwards, a contractor and each officer or employee must be advised
of the provisions of IRC sections 7213, 7213A, and 7431 (see Exhibit 4, Sanctions for Unauthorized
Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure). The training on the agency’s
security policy and procedures provided before the initial certification and annually thereafter must also
cover the incident response policy and procedure for reporting unauthorized disclosures and data
breaches. (See Section 10) For the initial certification and the annual recertifications, the contractor and
each officer or employee must sign, either with ink or electronic signature, a confidentiality statement
certifying their understanding of the security requirements.

lll. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices
and plants of the contractor to inspect facilities and operations performing any work with FTI under this
contract for compliance with requirements defined in IRS Publication 1075. The IRS’ right of inspection
shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability
assessments of information technology (IT) assets that access, store, process or transmit FTI. Based on
the inspection, corrective actions may be required in cases where the contractor is found to be
noncompliant with FT1 safeguard requirements.
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Exhibit K
Family and Social Services Confidentiality, Security and Privacy of Personal Information

A. Contractor agrees that it will comply with the provisions in the below policies.

a. FSSA Privacy Compliance:
https://www.in.gov/fssa/thehub/files/FSSA Privacy Compliance.pdf

b. FSSA Combined IS Policy Final: https://www.in.gov/fssa/files/FSSA-Combined-IS-
Policy Final V1-upd.pdf

B. Terms used, but otherwise not defined in this Contract shall have the same meaning as those
found in 45 CFR Parts 160, 162, and 164, and 45 CFR Subtitle A.

C. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 (sections 1171
through 1179 of the Social Security Act), including any subsequent amendments to such Act.

D. “HIPAA Rules” mean the rules adopted by and promulgated by the US Department of Health and
Human services (“HHS”) under HIPAA and other relevant Federal laws currently in force or
subsequently made, such as the Health Information Technology for Economic and Clinical Heath
Act (“HITECH”), as enumerated under 45 CFR Parts 160, 162, and 164, including without
limitation any and all additional or modified regulations thereof. Subsets of the HIPAA Rules
include:

1) “HIPAA Enforcement Rule” as defined in 45 CFR Part 160;

2) “HIPAA Security Rule” as defined in 45 CFR Part 164, Subparts A and C;

3) “HIPAA Breach Rule” as defined in 45 CFR Part 164, Subparts A and D; and
4) “HIPAA Privacy Rule” as defined in 45 CFR Part 164, Subparts A and E.

E. If Contractor’s services under this Contract includes State authorized access to and use of PHI on
the State’s behalf then Contractor is hereby deemed a Business Associate to the State and, as
such, Contractor is hereby authorized by the State to create, receive, maintain, use, and/or
transmit Protected Health Information (“PHI”) on the State’s behalf pursuant to and consistent
with the services performed by Contractor under this Contract.

F. Contractor is hereby authorized by the State to create, receive, maintain, use and/or transmit
Personally Identifiable Information (“PlI”; meaning personal information as collectively defined in
IC 4-1-6-1 and IC 4-1-11-3 and under the National Institute of Standards and Technology (“NIST”)
Special Publication 800-122) on the State’s behalf pursuant to and consistent with the services
performed by Contractor under this Contract. As used here, Pll includes PHI, SSA-data, and
ACA PII (as defined herein) as applicable, whether or not separately stated.

G. Contractor understands that pursuant to and consistent with the services performed by Contractor
under this Contract, Contractor may be permitted authorized access to data obtained by the State
from the Social Security Administration (“SSA-data”). In this regard and to the extent that
Contractor is permitted authorized access and use of SSA-data:

a. Contractor agrees that it will comply with the provisions of the Computer Matching and
Privacy Protection Act Agreement (“CMPPA”) and the Information Exchange Agreement
(“IEA”) executed between the Social Security Administration (“SSA”) and the State; these
agreements are incorporated herein by reference and current copies of the CMPPA and IEA
are attached to this Contract;
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Contractor further agrees that it will abide by all relevant Federal laws and restrictions on
access, use, and disclosure of SSA-data, including the security requirements enumerated in
the CMPPA and IEA;

Contractor understands that its access, use, or disclosure of SSA-data in a manner or
purpose not authorized by the CMPPA or IEA may subject Contractor, including Contractor’s
employees, agents, and subcontractors, to civil and criminal sanctions pursuant to applicable
Federal statutes; and,

Contractor understands that the State, in compliance with the CMPPA, will undertake a
review of Contractor’s compliance with Contractor’s obligations under the CMPPA, IEA, and
this Contract no less than triennially; Contractor agrees to fully cooperate with the State in
such reviews. Such reviews may be undertaken by the State in addition to or as part of
other reviews of Contractor’s privacy and security policies, procedures, and practices
undertaken by the State pursuant to this Contract.

H. Contractor agrees that as a Business Associate to the State it is obligated to comply with the
HIPAA Rules, as such Rules apply to Business Associates, throughout the term of this Contract
and thereafter as may be required by Federal law and such compliance will be at Contractor’s
sole expense. Further:

1)

Contractor will not use or further disclose PHI or PIl except as expressly permitted by this
Contract or as required by law. It is further provided that nothing in this Contract shall be
construed to permit Contractor use or disclose PHI in a manner that would violate the
provisions of the HIPAA Privacy Rule as such Rule applies to the State with regard to the
services performed by Contractor under this Contract or otherwise cause the State to be non-
compliant with the HIPAA Privacy Rule.

Contractor understands it must fully comply with the HIPAA Security Rule and will employ
appropriate and compliant safeguards to reasonably prevent the use or disclosure of PHI and
Pll other than as permitted by this Contract or required by the HIPAA Privacy Rule or other
applicable Federal or state law or regulation. Such safeguards will be designed,
implemented, operated, and managed by Contractor at Contractor’s sole expense and
following the Contractor’s best professional judgment regarding such safeguards. Upon the
State’s reasonable request, Contractor will review such safeguards with the State.

Contractor understands that it is subject to the HIPAA Enforcement Rule under which
Contractor may be subject to criminal and civil penalties for violations of and non-compliance
with the HIPAA Rules.

I.  Improper Disclosure, Security Incident, and Breach Notification.

1)
2)

As a Business Associate Contractor understands that it is subject to the HIPAA Breach Rule.
For the purposes of this Contract:

The term “Breach” has the same meaning as defined in the HIPAA Breach Rule with
respect to PHI and with respect to Pll also means the compromise, unauthorized
disclosure, unauthorized access, loss of control, or any similar term or phrase that refers
to situations where persons other than authorized users or for an other-than-authorized
purpose have access or potential access to Pll, whether physical or electronic.

“Security Incident” means a violation or imminent threat of violation of a security policy,
acceptable use policies, or standard security practices, inclusive of the act of violating an
explicit or implied security policy, which includes attempts (either failed or successful) to
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3)

gain unauthorized access to a system or its data; unwanted disruption or denial of
service; the unauthorized use of a system for the processing or storage of data; changes
to system hardware, firmware, or software characteristics without the owner’s knowledge,
instruction, or consent; loss of PII or other sensitive data through theft or device
misplacement, loss or misplacement of hardcopy documents, and misrouting of mail
(physical or electronic), all of which may have the potential to put PII or other sensitive
data at risk of or expose Pll/other sensitive data to an opportunity for unauthorized
access, use, disclosure, modification, or destruction.

If a Security Incident occurs or if Contractor suspects that a Security Incident may have
occurred with respect to PIl in Contractor’s safekeeping or as otherwise being legitimately
used by Contractor in Contractor’s performance of its services under this Contract:

a)

f)

Contractor shall notify the State of the Security Incident within one (1) business day of
when Contractor discovered the Security Incident; such notification shall be made to the
FSSA Privacy & Security Office in a manner reasonably prescribed by the FSSA Privacy
& Security Officer and shall include as much detail as the Contractor reasonably may be
able to acquire within the one (1) business day.

For the purposes of such Security Incidents, “discovered” and “discovery” shall mean the
first day on which such Security Incident is known to the Contractor or, by exercising
reasonable diligence, would have been known to the Contractor. Regardless of whether
the Contractor failed to exercise reasonable diligence, improperly delaying the notification
of discovery beyond the one (1) day requirement, the Contractor will notify the FSSA
Privacy & Security Office within one (1) day of gaining actual knowledge of a Security
Incident.

In collaboration with the FSSA Privacy & Security Office, Contractor shall undertake all
commercially reasonable efforts necessary to thoroughly investigate the Security Incident
and to provide all results of such investigation to the FSSA Privacy & Security Office,
including but not limited to Contractor personnel involved, source and cause of the
Security Incident, specific information disclosed or possibly exposed, disclosure victims
(those whose Pll was disclosed or may have been disclosed or exposed to unauthorized
access/use), disclosure recipients, supporting materials, actions taken to mitigate or stop
the Security Incident, and similar details.

Contractor’s investigation must be undertaken expeditiously and completed to the extent
that a determination of whether a Breach has occurred can be reasonably made,
including the identification of the victims or likely victims, within a reasonable timeframe
as mutually agreed upon with the FSSA Privacy & Security Office, from the date of
discovery of the Security Incident. Contractor shall provide details of its investigation to
the FSSA Privacy & Security Office on an ongoing basis until the investigation is
complete.

Contractor and the FSSA Privacy & Security Office will collaborate on the results of
Contractor’s investigation; the determination as to whether a Breach has occurred rests
solely with the FSSA Privacy & Security Office.

If it is determined by the FSSA Privacy & Security Office that a Breach has occurred:

. Contractor agrees that it shall be responsible for, including all costs with respect to,
fulfilling the State’s and/or Contractor’s obligations for notice to all of the known and
suspected victims of the Breach. Such notice shall comply with the HIPAA Breach
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Rule notification requirements and/or applicable notification requirements under
State law or regulation.

Il. Contractor further agrees that such notification will be made under its name, unless
otherwise specified by the FSSA Privacy & Security Office. Contractor will
coordinate its Breach notification efforts with the FSSA Privacy & Security Office;
the FSSA Privacy & Security Office will approve Contractor’s Breach notification
procedures and plans, including the format and content of the notice(s) prior to
such notification being made.

Il. Contractor accepts full responsibility for the Breach and any resulting losses or
damages incurred by the State or any victim of the Breach.

V. Contractor will undertake all commercially reasonable efforts necessary to mitigate
any deleterious effects of the Breach for the known and suspected victims of the
Breach.

V. The State, through the FSSA Privacy & Security Office, will make the appropriate
notifications to HHS and/or the applicable Federal or State agencies with respect to
the Breach, unless the Contractor is directed to do so by the FSSA Privacy &
Security Office.

g) Contractor will undertake commercially reasonable corrective actions to eliminate or
minimize to the greatest degree possible the opportunity for an identified Security
Incident to reoccur and provide the FSSA Privacy & Security Office with its plans, status
updates, and written certification of completion regarding such corrective actions.

4) If Contractor observes or otherwise becomes aware of a Security Incident or suspected
Security Incident outside of Contractor’s scope of responsibilities under this Contract (for
example, affecting PIl not in Contractor’s safekeeping), Contractor agrees to promptly report
such Security Incidents to the FSSA Privacy & Security Office and cooperate with the FSSA
Privacy & Security Office’s investigation of the Security Incident.

J.  Subcontractors. Contractor agrees that in accordance with the HIPAA Privacy Rule, CMPPA,
IEA, and 45 CFR §155.260 any subcontractors engaged by Contractor (in compliance with this
Contract) that will create, receive, maintain, use or transmit State Pll on Contractor’s behalf will
contractually agree to the same restrictions, conditions, and requirements that apply to Contractor
with respect to such PII.

K. Access by Individuals to their PHI/PII. Contractor acknowledges that in accordance with the
HIPAA Privacy Rule and 470 IAC 1-3-1, et seq, individuals for whom Contractor has direct
possession of their PHI/PIl on the State’s behalf have the right to inspect and amend their
PHI/PII, and have the right for an accounting of uses and disclosures of such PHI/PII, except as
otherwise provided therein. Contractor shall provide such right of inspection, amendment, and
accounting of disclosures to such individuals upon reasonable request by the State (or by such
individuals if the State directly refers such individuals to Contractor). In situations in which
Contractor does not have direct possession of such PHI/PII, then the State shall be responsible
for such inspection, amendment, and accounting of disclosures rights by individuals.

L. Access to Records. Contractor shall make available to HHS and/or the State and/or other
Federal agencies so authorized by law Contractor’s internal practices, books, and records relating
to the use and disclosure of PHI and PII provided to Contractor by the State or created, received,
maintained, used, or transmitted by Contractor on the State’s behalf. Contractor shall promptly
inform the State by giving notice to the FSSA Privacy & Security Office of any request by HHS (or
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its designee), other State agencies, or other Federal agencies for such internal practices, books,
and/or records and shall provide the State with copies of any materials or other information made
available to such agencies.

M. Return of Protected Health Information. Upon request by the State or upon termination of this
Contract, Contractor will, at the State’s sole option, either return or destroy all copies of any PHI
or PII provided to Contractor by the State, including PHI or PII created, received, maintained,
used or transmitted by Contractor on the State’s behalf and Contractor shall warrant in writing
that it has returned or destroyed such PHI and/or PIl. Further, upon termination of this agreement
Contractor will not retain any copies of any such PHI and Pll and shall warrant same in writing.

N. At the sole discretion of the State, the State may terminate this Contract for Contractor’'s material
breach of this Section.

O. Contractor agrees to participate in a disaster recovery plan, as appropriate to the Contractor’s
services, as determined by the State to be necessary to uphold integral business functions in the
event of an unforeseen disaster.

P. Drug and Alcohol Records. In the performance of the services under this Contract, Contractor
may have access to confidential information regarding alcohol and drug abuse patient records.
Contractor agrees that such information is confidential and protected information and promises
and assures that any such information, regardless of form, disclosed to Contractor for the
purposes of this Contract will not be disclosed or discussed with others without the prior written
consent of the State. The Contractor and the State will comply with the applicable requirements
of 42 CFR Part 2 and any other applicable Federal or state law or regulatory requirement
concerning such information. The Contractor will report any unauthorized disclosures of such
information in compliance with this Section.

Q. Confidentiality of State Information. The Contractor understands and agrees that data, materials,
and information disclosed to the Contractor may contain confidential and protected information.
The Contractor covenants that data, material and information gathered, based upon or disclosed
to the Contractor for the purpose of this Contract, will not be disclosed to or discussed with third
parties without the prior written consent of the State.

The parties acknowledge that the services to be performed by Contractor for the State under this
contract may require or allow access to data, materials, and information containing Social
Security numbers maintained by the State in its computer system or other records. In addition to
the covenant made above in this Section and pursuant to 10 IAC 5-3-1(4), the Contractor and the
State agree to comply with the provisions of IC 4-1-10 and IC 4-1-11. If any Social Security
number(s) is/are disclosed by Contractor, Contractor agrees to pay the cost of the notice of
disclosure of a breach of the security of the system in addition to any other claims and expenses
for which it is liable under the terms of this contract. The Contractor shall report any unauthorized
disclosures of Social Security numbers to the FSSA Privacy & Security Office within one (1)
business day of the date of discovery in accordance with this Section.

R. Contractor will indemnify and hold the State harmless from any loss, damage, costs, expense,
judgment, sanction or liability, including, but not limited to, attorneys’ fees and costs, that the
State incurs or is subject to, as a result of a breach of this Section by the Contractor or any
subcontractor, agent or person under Contractor’s control. In the event a claim is made against
the State for any such claim, cause of action, liability, damage, cost or expense, State may, at its
sole option: (i) tender the defense to Contractor, who shall provide qualified and competent
counsel to represent the State interest at Contractor’s expense; or (ii) undertake its own defense,
utilizing such professionals as it deems reasonably necessary, holding Contractor responsible for
all reasonable costs thereof. In any event, State shall have the sole right to control and approve
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any settlement or other compromise of any claim brought against it that is covered by this
Section.

S. Contractor shall adhere to all relevant FSSA Security Policies for any related activities provided to
FSSA under this contract. Contractor is responsible for verifying that any subcontractors they
engage will also comply with these policies. Any exceptions to these policies require written
approval from the FSSA Privacy & Security Office.

T. Access to FSSA and/or State Information Systems.

a. “FSSA and/or State Information Systems” means all computing hardware and related
components, all computer software and related components, all network devices and related
functions, and data owned by, licensed to, in the legal custody of, and/or operated by FSSA
and/or the State.

b. If the Contractor, in the performance of Contractor’s services under this Contract, is
authorized and granted by the State with access to FSSA and/or State Information Systems:

a) Contractor agrees that it and all members of its workforce (as used here, “workforce”
means employees, volunteers, interns, trainees, (sub) contractors, and other persons
whose conduct is under the control of Contractor) performing such services will comply
with all FSSA and State Privacy and Security Policies and Procedures.

b) All members of Contractor’'s workforce who are or will be granted access to FSSA and/or
State Information Systems will undertake and certify completion of all FSSA and State
mandated privacy and security training following a schedule reasonably required by
FSSA and the State (e.g., upon new hire/assignment and annually thereafter).

c) All members of Contractor’s workforce who are or will be granted access to FSSA and/or
State Information systems will agree in writing or through electronic confirmation to the
rules of behavior regarding access to and use of FSSA and/or State information systems;
such rules of behavior include, but are not limited to the State Information Resource Use
Agreement (“IRUA”).

d) Such training and rules of behavior agreement will be coordinated with Contractor by the
FSSA Privacy and Security Office and the Indiana Office of Technology (“10T”).

e) Any members of Contractor’s workforce who fail to complete the required training as
described above within the scheduled timeframes or who fail to agree to the rules of
behavior will not be permitted to access FSSA and/or State information systems.

f) Access to and usage of FSSA and/or State Information Systems is controlled through
role-based access privileges and follows the principle of least privilege, meaning users
are granted access to/usage of only the minimum amount of information and system
functions necessary to perform their role or job assignment. As such, FSSA or its
designee will provide Contractor with a list of roles it deems necessary for Contractor to
perform the services; Contractor will identify each individual workforce member who
requires access to/usage of FSSA and/or State Information Systems and the role to be
assigned to each individual. Contractor will certify in writing that the role assigned to
each individual workforce member is necessary and appropriate for the individual to
perform their job assignment with respect to the performance of Contractor’s services
under this Contract.

g) FSSA will authorize and grant Contractor workforce member access privileges based on
the requested and certified role in a timely manner; FSSA and IOT reserve the right to
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withdraw such authorization for any workforce member, with or without cause, at any time
and without prior notice.

h) Contractor agrees to notify the FSSA Privacy and Security Office or its designee within
twenty-four (24) hours of any workforce member terminations or changes in workforce
member assignment that would affect their need for access or role.

i) Contractor agrees that it is solely responsible for the actions, including errors and
omissions, intentional misconduct, or malfeasance of its workforce members with respect
to their access to and usage of FSSA and/or State Information Systems.

j)  The FSSA Privacy and Security Office (or its designee) and Contractor will collaborate on
the methods and means to identify workforce members requiring access, certification,
changes, and other communications under this subsection.

U. 45 CFR §155.260 Compliance.

a.

The FSSA Division of Family Resources (“DFR”) participates in a Pll data exchange with the
Centers for Medicare and Medicaid services (“CMS”) mandated under the Affordable Care
Act (“ACA”, Public Law 111-148). The receipt of Pll data from CMS through this data
exchange (“ACA PII”) is in support of the determination of eligibility for healthcare coverage
for individuals, which is a primary function of DFR. DFR is designated as the Administering
Entity under a computer matching agreement with CMS and, per the terms of that agreement,
is obligated to comply with the provisions of 45 CFR §155.260 and §155.280 regarding the
privacy and security of ACA PIl and that such compliance will be achieved through the
application of the privacy and security standards and obligations established in the Minimum
Acceptable Risk Standards for Exchanges (“MARS-E”) promulgated by CMS.

45 CFR §155.260(b)(2)(v) requires DFR to bind any downstream entities with which ACA PlII
is shared to same privacy and security standards and obligations that DFR is obligated to
comply with, subject to the provisions under 45 CFR §155.260(b)(3) and in compliance with
the monitoring provisions under 45 CFR §155.280.

In this regard (pursuant to the immediately preceding):

Contractor understands that in the performance of its services under this Contract
Contractor will be given access to and usage of ACA PII to the extent necessary to
perform such services; such access and usage of ACA PIl is hereby authorized by the
State.

Contractor agrees that such ACA Pll is subject to the same provisions of this Section as
apply to PIl and PHI, including but not limited to subsection H Improper Disclosure,
Security Incident, and Breach Notification.

Contractor further agrees that it will employ privacy and security standards over such
ACA PIl that are consistent with and being at least as protective as the privacy and
security standards employed by DFR as described in paragraph 1) above taking into
consideration: (i) the environment in which the Contractor is operating; (ii) whether
specific standards are relevant and applicable to the Contractor’'s duties and activities in
the performance of the services; and, (iii) existing legal requirements to which Contractor
is bound in relation to its administrative, technical, and operational controls and practices,
including but not limited to, its existing data handling and information technology
processes and protocols.
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Contractor additionally agrees that the privacy and security standards it employs over
ACA PII will be consistent with the principles established in 45 CFR §155.260(a)(3) and
that Contractor will bind any subcontractors with authorized access to ACA PlII to the
same or at least as protective as the privacy and security standards Contractor employs
over ACA PILI.

Contractor agrees that it will comply with the applicable provisions under 45 CFR
§155.260 as a non-exchange entity.

Independent assessment. If and to the extent that Contractor creates, receives, maintains,

uses, and/or transmits Pll, as authorized under this Contract, employing information systems
owned by, licensed to, in the legal custody of, and/or operated by Contractor (excluding and
separate from FSSA and/or State Information Systems), in order to assure Contractor’s
appropriate application of its privacy and security standards, Contractor will:

Engage a qualified, independent third-party to assess Contractor’s privacy and security
standards and controls and have such assessment performed on an annual basis with
the first such assessment being performed within six (6) months of execution of this
Contract. Contractor is solely responsible for ensuring each such assessment is
reasonable in scope and depth with respect to Contractor’s environment.

Contractor will share the results of each such assessment (e.g., the assessor’s report)
with the FSSA Privacy & Security Office (or designee), including Contractor’s corrective
action plan to resolve or mitigate any privacy and security deficiencies identified by the
third-party assessor; the State will hold such results in the strictest confidence. The State
will review the assessment results, including the corrective action plan, solely for the
purpose of gauging the reasonable sufficiency of the scope and depth of the assessment
and the reasonable timeliness and approach of the corrective action plan. The State
reserves the right to request of Contractor reasonable enhancements to the scope and
depth of each assessment and/or each resulting corrective action plan and any disputes
between the State and Contractor regarding such requests will be handled in accordance
with the Disputes section of the Contract.

Contractor agrees that it will resolve or reasonably mitigate such deficiencies within a
reasonable period of time, as identified in the corrective action plan, but by no later than
the next annual third-party assessment; provided however that any deficiencies deemed
high risk by the third-party assessor will be mitigated by Contractor within ninety (90)
calendar days from date of discovery and any deficiencies deemed moderate or medium
risk by the third-party assessor will be mitigated by Contractor within one-hundred eighty
(180) calendar days from the date of discovery; as used here mitigation means the
deficiency is either resolved or compensating controls are applied that reduce the
designated risk level. The State expects that the third-party assessor will confirm the
resolution of the identified deficiencies during the next following assessment.

Failure by Contractor to timely and reasonably resolve or mitigate privacy and security
deficiencies identified by the third-party assessor and in accordance with the corrective
action plan will be considered a material breach of this Contract.

W. Contractor agrees that it shall be responsible for, including all costs with respect to, fulfilling

Contractor’s obligations under this Section.
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Exhibit L
Publication 1075, Exhibit 7
Safeguarding Contract Language
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. PERFORMANCE

In performance of this contract, the Contractor agrees to comply with and assume
responsibility for compliance by officers or employees with the following requirements:

(1) All work will be performed under the supervision of the contractor.

(2) The contractor and contractor’s officers or employees to be authorized access to FTI must meet
background check requirements defined in IRS Publication 1075. The contractor will maintain a list of
officers or employees authorized access to FTI. Such list will be provided to the agency and, upon
request, to the IRS.

(3) FTlin hardcopy or electronic format shall be used only for the purpose of carrying out the provisions of
this contract. FTI in any format shall be treated as confidential and shall not be divulged or made known

in any manner to any person except as may be necessary in the performance of this contract. Inspection
or disclosure of FTI to anyone other than the contractor or the contractor’s officers or employees
authorized is prohibited.

(4) FT1 will be accounted for upon receipt and properly stored before, during, and after processing. In
addition, any related output and products require the same level of protection as required for the source
material.

(5) The contractor will certify that FTI processed during the performance of this contract will be completely
purged from all physical and electronic data storage with no output to be retained by the contractor at the
time the work is completed. If immediate purging of physical and electronic data storage is not possible,
the contractor will certify that any FTI in physical or electronic storage will remain safeguarded to prevent
unauthorized disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during the

processing of FTI will be given to the agency. When this is not possible, the contractor will be responsible
for the destruction of the spoilage or any intermediate hard copy printouts and will provide the agency
with a statement containing the date of destruction, description of material destroyed, and the destruction
method.

(7) All computer systems receiving, processing, storing, or transmitting FTI must meet the requirements in
IRS Publication 1075. To meet functional and assurance requirements, the security features of the
environment must provide for the managerial, operational, and technical controls. All security features
must be available and activated to protect against unauthorized use of and access to FTI.

(8) No work involving FTI furnished under this contract will be subcontracted without the prior written
approval of the IRS.

(9) Contractor will ensure that the terms of FTI safeguards described herein are included, without
modification, in any approved subcontract for work involving FTI.

(10) To the extent the terms, provisions, duties, requirements, and obligations of this contract apply to
performing services with FTI, the contractor shall assume toward the subcontractor all obligations, duties
and responsibilities that the agency under this contract assumes toward the contractor, and the
subcontractor shall assume toward the contractor all the same obligations, duties and responsibilities
which the contractor assumes toward the agency under this contract.

(11) In addition to the subcontractor’s obligations and duties under an approved subcontract, the terms

and conditions of this contract apply to the subcontractor, and the subcontractor is bound and obligated to
the contractor hereunder by the same terms and conditions by which the contractor is bound and
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obligated to the agency under this contract.

(12) For purposes of this contract, the term “contractor” includes any officer or employee of the contractor
with access to or who uses FTI, and the term “subcontractor” includes any officer or employee of the
subcontractor with access to or who uses FTI.

(13) The agency will have the right to void the contract if the contractor fails to meet the terms of FTI
safeguards described herein.

Il. CRIMINAL/CIVIL SANCTIONS

(1) Each officer or employee of a contractor to whom FTl is or may be disclosed shall be notified in writing
that FTI disclosed to such officer or employee can be used only for a purpose and to the extent
authorized herein, and that further disclosure of any FTI for a purpose not authorized herein constitutes a
felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years,
or both, together with the costs of prosecution.

(2) Each officer or employee of a contractor to whom FTI is or may be accessible shall be notified in
writing that FT1 accessible to such officer or employee may be accessed only for a purpose and to the
extent authorized herein, and that access/inspection of FTI without an official need-to-know for a purpose
not authorized herein constitutes a criminal misdemeanor punishable upon conviction by a fine of as
much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution.

(3) Each officer or employee of a contractor to whom FTI is or may be disclosed shall be notified in writing
that any such unauthorized access, inspection or disclosure of FTI may also result in an award of civil
damages against the officer or employee in an amount equal to the sum of the greater of $1,000 for each
unauthorized access, inspection, or disclosure, or the sum of actual damages sustained as a result of
such unauthorized access, inspection, or disclosure, plus in the case of a willful unauthorized access,
inspection, or disclosure or an unauthorized access/inspection or disclosure which is the result of gross
negligence, punitive damages, plus the cost of the action. These penalties are prescribed by IRC sections
7213, 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties
for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C.
552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or
employee of a contractor, who by virtue of his/her employment or official position, has possession of or
access to agency records which contain individually identifiable information, the disclosure of which is
prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of
the specific material is so prohibited, willfully discloses the material in any manner to any person or
agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each officer or employee
understands the agency’s security policy and procedures for safeguarding FTI. A contractor and each
officer or employee must maintain their authorization to access FTI through annual recertification of their
understanding of the agency’s security policy and procedures for safeguarding FTI. The initial certification
and recertifications must be documented and placed in the agency's files for review. As part of the
certification and at least annually afterwards, a contractor and each officer or employee must be advised
of the provisions of IRC sections 7213, 7213A, and 7431 (see Exhibit 4, Sanctions for Unauthorized
Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure). The training on the agency’s
security policy and procedures provided before the initial certification and annually thereafter must also
cover the incident response policy and procedure for reporting unauthorized disclosures and data
breaches. (See Section 10) For the initial certification and the annual recertifications, the contractor and
each officer or employee must sign, either with ink or electronic signature, a confidentiality statement
certifying their understanding of the security requirements.

203



DocuSign Envelope ID: 38908129-0195-45C0-98C0-0EF4545F835C

lll. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices
and plants of the contractor to inspect facilities and operations performing any work with FTI under this
contract for compliance with requirements defined in IRS Publication 1075. The IRS’ right of inspection
shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability
assessments of information technology (IT) assets that access, store, process or transmit FTI. Based on
the inspection, corrective actions may be required in cases where the contractor is found to be
noncompliant with FTI safeguard requirements.
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Exhibit M
Bureau of Motor Vehicles Data/information Security Policy for Contractors
Revised 08/19/2022

Information Technology Security

a.

General Security Statement: You will implement appropriate administrative, technical, and
physical safeguards to ensure the security, privacy, confidentiality, integrity, and availability of
Indiana Bureau of Motor Vehicles or the Bureau of Motor Vehicles Commission information,
collectively referred to as BMV/C. Whether BMV/C information is stored on, processed on, or
transmitted by BMV/C systems, your systems, or third-party provider systems, you (and your third
party providers if applicable) will use information security controls to: (1) protect any and all BMV/C
information and BMV/C systems you have access to while performing your obligations under any
agreement; and (2) protect your systems and your third party provider systems on which BMV/C
information is stored, processed, or transmitted.

Access to BMV Systems: Contract staff and/or subcontractors may not be allowed access to
BMV/C data systems without prior individual approval from BMV/C, which may include but is not
limited to periodic background checks. BMV/C must be notified immediately each time an approved
individual leaves employment or the subcontract for an approved subcontractor is cancelled or
when these individuals are reassigned to duties that do not involve access to BMV/C data systems.
No agent of a contractor will be permitted access to Social Security Administration (SSA) data until
he/she has completed all required forms and executed the required agreements for such access.

a. Any contractor, and their agents/users, who receives access to SSA data through the
Information Exchange Agreement (Agreement) between the BMV/C and SSA through the
Social Security On Line Verification (SSOLV) process agrees to be bound by the terms
and conditions concerning the access, use or disclosure of SSA data under the Agreement,
including the penalties associated with loss or disclosure.

b. Your access to any BMV/C information and/or BMV/C systems, including but not limited to
any BMV/C customer and/or employee information, is subject to your continuing
compliance with this Policy. We may immediately, automatically, and unconditionally
revoke your access, and all links and interfaces, to BMV/C information and/or BMV/C
systems without liability for any reason or no reason.

Minimum Information Security Controls: You must implement and maintain the minimum
information security controls set forth in the State of Indiana I0T’s Information Security Framework
(ISF) and the BMV Information Security Policy and Standards.

a. You must reach out to the IOT security team at security@iot.in.gov to request an NDA and
subsequent ISF documentation. If implementation of an IOT policy or standard is not
possible due to technology differences, naming standards, or the like, you must provide a
methodology that meets or exceeds the |IOTs minimum standard of security, or request an
exception by bmvsecurityteam@bmv.in.gov.

b. You must reach out to the BMV security team at bmvsecurityteam@bmv.in.gov to request
the BMV Security Policy.

Audit of Security Controls: If we request, you will provide, at your expense, a written description,
certified in writing by your authorized representative, of compliance with this Policy (including
without limitation how you implement each security control).

a. In addition, if we request, you will allow us, IOT, and \ or our independent third party, to
audit your compliance with this Policy (including without limitation performing penetration
testing and vulnerability scans). You will work with us, at your own expense, to remedy any
deficiencies the audit identifies to our reasonable satisfaction.

b. Further, BMV/C may require you to obtain a formal audit of your security controls
conducted by an unaffiliated third party. If this is required, you must provide BMV/C with
the written audit results. Examples of acceptable audits include the following:

i. An AICPA SSAE 16 SOC 2 Type Il audit. You will promptly remediate at your
expense any failures or deficiencies found in the SOC 2 Type Il report.
i. AnISO/IEC 27001:2013 certification.
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e.

iii. Other appropriate audit providing objective assurance of security controls, such as
NIST, FedRAMP at FIPS 199 Moderate baseline, or equivalent.

c. Nothing in this section limits our audit or other rights we may have in any other agreement

with you or your third party providers.
Personal Information (Pl) — Definition:
a. "Highly restricted personal information" shall mean the following information that identifies
an individual:
i. Digital photograph or image.
ii. Social Security number.
iii. Medical or disability information.
iv. Bank account and credit card information/numbers.

b. “Personally Identifiable Information”, or Pll, shall mean information that identifies a person,

including an individual's:
i. Digital photograph or image;
ii. Social Security number;
iii. Driver's license or identification document number;
iv. Name;
v. Address (but not the 5-digit zip code);
vi. Telephone number;
vii. Medical or disability information; or
viii. Bank account and/or credit card numbers or other associated identifying
information.
Disclosure of Personal Information: The disclosure of personal information collected and/or
obtained by the BMV/C is subject to the federal Driver's Privacy Protection Act of 1994 (18 U.S.C.
2721 et seq.) (“DPPA”) as implemented under state law at Indiana Code (“IC”) §9-14-13. Except
as agreed to between BMV/C and Contractor and as permitted by and in accordance with the DPPA
and IC §9-14-13, a Contractor of the BMV/C, or an officer or employee or subcontractor of the
Contractor, shall not knowingly, accidentally disclose or otherwise make available any personal
information obtained in connection with a motor vehicle record.

a. "Disclose" shall mean to engage in a practice or conduct to make available and make
known personal information contained in a motor vehicle record about a person to another
person by any means of communication.

b. "Record" shall mean means any information, books, papers, photographs, photostats,
cards, films, tapes, recordings, electronic data, printouts, or other documentary materials,
regardless of medium, that are created or maintained by the BMV.

Confidentiality of BMV/C Information:

a. Contractors of the BMV/C shall follow all requirements of IOT Information Security
Framework (ISF) and the BMV Security Policy and Standards regarding the protection of
all personal information (“PI”).

b. It is the Contractor’s responsibility to ensure all Contract staff and/or subcontractors with
any access to BMV/C data systems and/or Pl understand these policies and that access
to and/or use of BMV/C data systems and/or Pl is limited only to those staff/subcontractors
whose access to and/or use of this information is essential for the purpose of carrying out
the Contractor’s or subcontractor’s obligations governed by this Contract.

Information Retention and Disposal:

a. Pursuant to 18 U.S.C. §2721(c) of the DPPA and IC §9-14-13-10, upon termination of a
contract, a Contractor who resells or re-discloses Pl pursuant to its contract with the BMV/C
shall maintain for a period of five (5) years all records identifying each person or entity that
receives information and the permitted purpose for which the information will be used and
must make these records available to the BMV/C upon request.

b. At the end of five (5) years, a Contractor who resells or re-discloses Pl pursuant to its
contract with the BMV/C shall securely return or destroy any Pl in a commercially
reasonable manner, including contracting with a third party for destruction of said PI, and
provide to the BMV/C a certificate of destruction.
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c. This means you will shred paper copies of BMV/C information and you will destroy
electronic copies in a confidential manner so that they are no longer usable, readable, or
decipherable, and the information on them is not retrievable.

d. IfanyPlis stored in a data format proprietary to the Contractor, the Contractor shall provide
the BMV/C with a copy of the Pl in a standardized format (e.g. PDF, TIF, JPG, GIF, etc.).

e. The Contractor will ensure that any subcontractor shall promptly securely return any PI
upon termination of the Contract.

f. Those Contractors that are NOT AUTHORIZED to resell or re-disclose Pl pursuant to their
contract with the BMV/C shall either securely return or destroy any Pl in a commercially
reasonable manner and provide to the BMV/C a certificate of destruction upon termination
or expiration of their Contract.

g. Nothing in this Policy will prevent you from maintaining information still subject to
confidentiality obligations as required by law or any regulatory authority to which you are
subject.

i. Data Breaches: Unless subject to IC §24-4.9, Contract staff members and/or subcontractors shall
complete the Contractor's Personal Information Disclosure Report below each time an
unauthorized disclosure of a customer’s personal information occurs. The process to follow is
based on the type of data breached:

a. Social Security Administration (“SSA”)-Provided Personal Information Disclosure
Incident Report:

i. Contract staff and/or subcontractors who experience or suspect a breach or loss
of Pl that contains SSA-provided personally identifiable information shall
immediately (within 24 hours of the incident) complete the online Personal
Information Disclosure Report at:
https://soi.formstack.com/forms/incident reporting form

ii. The Contractor and/or subcontractor acknowledges that time is of the essence in
reporting suspected breaches or loss of Pl that contains SSA-provided Pl and shall
not delay the reporting thereof.

iii. The Contractor must also immediately notify the BMV by direct telephone contact
within one (1) hour of discovery.

Rachel Clark

Chief Information Officer
Telephone: (317) 430-9221
E-mail: rclark@bmv.in.gov

Steve Leak
Telephone: 317-691-3896
Email: sleak@bmv.in.gov

iv. Upon receipt of the Report, the BMV/C Legal Department will review, investigate
and make any necessary reports to the appropriate state and/or federal agencies.
b. All other Personal information:
i. Contract staff and/or subcontractors who experience or suspect a breach or loss
of all other personal information shall immediately complete the online Personal
Information Disclosure Report at:
https://soi.formstack.com/forms/incident _reporting_form
ii. Upon receipt of the Report, the BMV/C Legal Department will review, investigate
and make any necessary reports to the appropriate state and/or federal agencies.
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Exhibit N

Resource Conversion Rates

If the State determines that it would be in the State’s best interest to hire a resource of the contractor or a
participating program provider after a period of six (6) months, the contractor or provider will release the selected
resource from any non-compete agreements that may be in effect. This release will be at no cost to the State,
contractor, provider, or the resource.

If the State determines that it would be in the State’s best interest to hire a resource of the contractor or a
participating program supplier vendor prior to completion of a six (6) month term of engagement, the State will
notify the contractor or applicable provider, or the resource, who in turn will notify the contractor or applicable
provider, of the State’s intent to hire the resource. The State will negotiate a conversion fee with the contractor or
applicable provider, which shall not exceed the maximum rates detailed below:

Days 0-30 Days | 31-60 Days | 61-90 Days | 91-120 121-150 151-180 180+ Days

Worked Worked Worked Worked Days Days Days Worked
Worked Worked Worked

Maximum / | 20% of first | 15% of first | 12.5% of 10% of first | 7.5% of 5% of first | 0% of first

not to year year first year year first year year year

exceed annual annual annual annual annual annual annual

conversion | salary salary salary salary salary salary salary

fee

The first-year annual salary will be the annual salary that would be paid to the resource by the State during the
first year of service, exclusive of any benefits or fees paid to the resource.
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Exhibit O
Department of Health Policies

Contractor agrees to abide by the following Department of Health policies:

1.

2.

3.

Confidentiality — Full up to date version may be found here:
https://www.medialab.com/dv/dl.aspx?d=1169385&dh=fc3a2&u=95194&uh=670d6
Continuity of Operations Plan (COOP) — Full up to date version may be found here:
https://www.medialab.com/dv/dl.aspx?d=1101240&dh=7c1ec&u=95194&uh=670d6

Data Release — Full up to date version may be found here:
https://www.medialab.com/dv/dl.aspx?d=1156790&dh=10049&u=95194&uh=670d6
HIPAA Consolidated Policies and Procedures — Full up to date version may be found here:
https://www.medialab.com/dv/dl.aspx?d=1630751&dh=71dee&u=95194&uh=670d6
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AMENDMENT #2
CONTRACT #0000000000000000000058993

This is an Amendment to the Contract (the "Contract") entered into by and between the Indiana
Department of Administration (the "State") and COMPUTER AID, INC. (the "Contractor")
approved by the last State signatory on December 22, 2021.

In consideration of the mutual undertakings and covenants hereinafter set forth, the parties agree
as follows:

1. The Contract shall terminate on December 22, 2025.
2. The following clauses are hereby updated with the language below:

Clause 26, “Indiana Veteran Owned Small Business Enterprise Compliance,”in the
original contract is superseded and replaced with

Award of this Contract was based, in part, on the Indiana Veteran Owned Small Business
Enterprise ("IVOSB") participation plan, as detailed in the IVOSB Subcontractor
Commitment Form, commonly referred to as "Attachment A-1" in the procurement
documentation and incorporated by reference herein. Therefore, any changes to this
information during the Contract term must be approved by IDOA's Division of Supplier
Diversity and may require an amendment. It is the State's expectation that the Contractor
will meet the subcontractor commitments during the Contract term. All IDOA certified
IVOSB’s can be used in this agreement. As stipulated by RFP #21-67147 Managed
Senices Provider (MSP), the total IVOSB participation must be 7% of the total state
spend for all services excluding those provided within the scope of the Selected
Resource Program (SRP). Howewer, there may be instances where an SRP is the
employee of a certified diverse subcontractor. In these instances, state spend with
certified diverse subcontracts may be applied tothe IVOSB Supplier Diversity
commitments.

VBE Percent
IVOSB 7%

A list of IDOA certified IVOSB’s can be found on https://www.in.gov/idoa/mwbe/certified-
business-search.

A copy of each subcontractor agreement must be submitted to the Division of Supplier
Diversity within thirty (30) days of the effective date of subcontractor's enroliment into the
Contractor's network. The subcontractor agreements may be emailed to
IndianaVeteransPreference @idoa.IN.gov or mailed to IDOA, 402 W. Washington Street,
Room W-462, Indianapolis, IN 46204. Failure to provide a copy of any subcontractor
agreement may be deemed a violation of the rules governing IVOSB procurement and
may result in sanctions allowable under 25 IAC 9-5-2. Requests for changes must be
submitted to IndianaVeteransPreference@idoa.IN.gov for review and approval before
changing the participation plan submitted in connection with this Contract.

The Contractor shall report payments made to certified IVOSB subcontractors under this
Contract on a monthly basis. The Contractor shall send copies of this report to the State
via email to MSP@idoa.in.gov and IndianaVeteransPreference@idoa.IN.gov.

The Contractor's failure to comply with the provisions in this clause may be considered a
material breach of the Contract.

Page 1 0of 4
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Clause 32, “Minority and Women's Business Enterprises Compliance,” in the
original contract is superseded and replaced with

Award of this Contract was based, in part, on the Minority and/or Women's Business
Enterprise ("MBE" and/or "WBE") participation plan as detailed in the Minority and
Women's Business Enterprises Subcontractor Commitment Form, commonly referred to
as "Attachment A" in the procurement documentation and incorporated by reference
herein. Therefore, any changes to this information during the Contract term must be
approved by Division of Supplier Diversity and may require an amendment. It is the
State's expectation that the Contractor will meet the subcontractor commitments during
the Contract term. All IDOA certified MBE/WBE’s can be used in this agreement. As
stipulated by RFP #21-67147 Managed Senices Provider (MSP), the total MBE
participation must be 25% of the total state spend for all senices excluding those
provided within the scope of the Selected Resource Program (SRP). As stipulated by
RFP #21-67147 Managed Services Provider (MSP), the total WBE participation must be
25% of the total state spend for all services excluding those provided within the scope of
the Selected Resource Program (SRP). However, there may be instances where an SRP
is the employee of a certified diverse subcontractor. In these instances, state spend with
certified diverse subcontracts may be applied to the MBE and WBE Supplier Diversity
commitments.

M/WBE Percent
MBE 25%
WBE 25%

A list of IDOA certified MBE’s and WBE’s can be found on
https://www.in.gov/idoa/mwbe/certified-business-search.

A copy of each subcontractor agreement must be submitted to the Division of Supplier
Diversity within thirty (30) days of the effective date of subcontractor's enroliment into the
Contractor's network. The subcontractor agreements may be emailed to

MWBE Compliance@idoa.IN.gov or mailed to Division of Supplier Diversity, 402 W.
Washington Street, Room W-462, Indianapolis IN 46204. Failure to provide a copy of any
subcontractor agreement may be deemed a violation of the rules governing MBE/WBE
procurement and may result in sanctions allowable under 25 IAC 5-7-8. Requests for
changes must be submitted to MWBE Compliance@idoa.IN.gov for review and approval
before changing the participation plan submitted in connection with this Contract.

The Contractor shall report payments made to certified MBE and WBE subcontractors
under this Contract on a monthly basis. The Contractor shall send copies of this report to
the State via email to MSP@idoa.in.gov and MWBE @idoa.IN.gov.

The Contractor's failure to comply with the provisions in this clause may be considered a
material breach of the Contract.

3. The Contract is amended by adding the following:

Revise and replace Exhibit A, “Implementation and Administration” in its entirety.

Revise and replace Exhibit E, “Job Descriptions, Rate Card, and Pay Rate
Methodologies” in its entirety.

Revise and replace Exhibit N, “Resource Conversion Rates” inits entirety.

Page 2 of 4
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All matters set forth in the original Contract and not affected by this Amendment shall remain in
full force and effect.

Page 3 0of 4
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Non-Collusion and Acceptance

The undersigned attests, subject to the penalties for perjury, that the undersigned is the
Contractor, or that the undersigned is the properly authorized representative, agent, member or
officer of the Contractor. Further, to the undersigned's knowledge, neither the undersigned nor
any other member, employee, representative, agent or officer of the Contractor, directly or
indirectly, has entered into or been offered any sum of money or other consideration for the
execution of this Contract other than that which appears upon the face hereof. Furthermore, if
the undersigned has knowledge that a state officer, employee, or special state appointee,
as those terms are defined in IC § 4-2-6-1, has a financial interest in the Contract, the
Contractor attests to compliance with the disclosure requirementsinIC § 4-2-6-10.5.

Agreement to Use Electronic Signatures

| agree, and itis my intent, to sign this Contract by accessing State of Indiana Supplier Portal
using the secure password assigned to me and by electronically submitting this Contract to the
State of Indiana. | understand that my signing and submitting this Contract in this fashion is the
legal equivalent of having placed my handwritten signature on the submitted Contract and this
affirmation. | understand and agree that by electronically signing and submitting this Contract in
this fashion | am affirming to the truth of the information contained therein. | understand that this
Contract will not become binding on the State until it has been approved by the Department of
Administration, the State Budget Agency, and the Office of the Attorney General, which approvals
will be posted on the Active Contracts Database: https://secure.in.gov/apps/idoa/contractsearch/

In Witness Whereof, the Contractor and the State have, through their duly authorized
representatives, entered into this Contract. The parties, having read and understood the
foregoing terms of this Contract, do by their respective signatures dated below agree to the terms

thereof.

COMPUTER AID, INC. Indiana Department of Administration
By: By:

Title: Title:

Date: Date:

Electronically Approved by: Electronically Approved by:

Indiana Office of Technology Department of Administration

By: (for) By: (for)
Tracy Barnes, Chief Information Officer Rebecca Holw erda, Commissioner
Hectronically Approvedby: Becironically Approved as to Form and Legality:
State Budget Agency Office of the Attorney General

By: (for) By: (for)
Zachary Q. Jackson, Director Theodore E. Rokita, Attorney General

Page 4 of 4
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EXHIBIT A
Implementation and Administration

1. Account Management

Account Management Structure

The Contractor’s dedicated account management team as proposed in RFP 21-67147 shall remain in
place throughout the full contract term. The Contractor shall notify the State within 48 hours of notification
of any staffing changes from proposed staffing as listed below. The State shall be provided the
opportunity to approve or deny any new proposed personnel. The Contractor shall have a back-up plan
in place at all times for all account management-related personnel and services. The Contractor shall
communicate and maintain an up-to-date back-up plan for all account management team members.

Pursuant to implementation finalization, the State and the Contractor shall formalize the Account
Management and Customer Service expectations in a subsequent Amendment to this contract. This shall
include but is not limited to, customer service hours and access, problem resolution process, and disaster
recovery process. The Contractor shall make best efforts for Account Management team members to be
present for all in-person and virtual meetings, as requested by the State. All alternatives to in-person
account meetings shall be submitted to the State for review and approval.

2. Administration of Provider Network

A. The Contractor shall administer a provider network and associated process from need identification
by the State, resource recruitment, screening, and selection, placement and onboarding, and
resource and State hiring manager support throughout the engagement.

B. The Contractor will invite the State’s recommended providers into the MSP network during
implementation as well as other providers as needed to meet the State’s needs throughout the life of
the contract. All providers in the network are subject to the terms and conditions of the resulting
contract with the MSP.

C. Contractor shall disclose any and all financial interests with any of the network providers and the
State reserves the right to include or exclude their participation in MSP’s total participation.

D. Adding or removing providers into or out of the network shall not require an amendment to the
contract, nor will it require additional documentation or signatures from the State. All IV&V providers,
however, must be jointly approved by IDOA and I0T.

E. The State requires at least one provider in the MSP network that serves as the sourcing and resource
development partner for the IT State Earn and Learn (SEAL) program managed through 10T.
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F. Resource Selection

1.

Selected Resource Program

(A.) The SRP is comprised of temporary staffing resources who are recruited, screened, and
selected by the State. The State determines the Resource Pay Rate. SRP resources shall
be employees of the Contractor or Subcontractor, not the State of Indiana. Contractor or
Subcontractor shall be responsible for background checks, placement, and onboarding, |
conjunction with the resource and State Hiring Manager.

(B.) SRP resources who are Contractor employees may not be applied to Supplier Diversity
commitments.

(C.)Subcontractor SRPs may be applied to Supplier Diversity commitments.

Staff Augmentation

(A). The Contractor shall provide quality candidate recruiting, screening, and matching in order to
improve the interview and selection process conducted by hiring managers.

(B). Contractor is expected to notify the State as soon as a resource is not available and to
immediately escalate situations where requested position(s) are difficult to fill.

(C). The Contractor shall limit utilization of their own resources for Staff Augmentation to 10% of
the total Staff Augmentation spend across all work categories. The SRP is exempt from this
requirement.

IT consulting services and IV&V of State Project Work

The Contractor shall administer a vendor network and competitive process for project fulfillment.
The competitive project fulfillment process includes (but is not limited to):

o Needs identification by the State (currently a form which includes project overview,
scope of work and deliverables, desired pricing model, proposal expectations, proposal
instructions, format requirements, milestone dates and criteria for selection)

Informing vendors in the network of the project opportunity

Aggregating vendor questions and publishing State responses

Collecting and screening proposals for minimum project requirements

Preparing resulting Work Order for project execution based on State’s selection
Project team onboarding

Project team and State support through the engagement

O O O O O O

The Contractor shall limit utilization of their own resources for IT Consulting Services and IV&V of
State Project Work to 10% of the total IT Consulting Services and IV&V of State Project Work
spend.

Contractor shall add additional categories of project work at the request of the State and only with
written approval by the Indiana Department of Administration. Details and restrictions associated
with additional project work categories will be developed in collaboration with Contractor and the
State and require approval by the Indiana Department of Administration. If a project work
category is restricted to a specific set of providers, the project work category may be exempt from
Contractor’s Supplier Diversity subcontractor participation commitment with the approval of the
Indiana Department of Administration.

Pursuant to implementation finalization, the State and the Contractor shall formalize the Administration of
the Provider Network expectations in a subsequent Amendment to this contract.
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3. Vendor Management System (VMS) Requirements & End-User Experience

At minimum, the VMS functionality shall include State approval of resource hours, reimbursable
expenses, and deliverables prior to invoice submission.

The State requires Contractor to provide technical and functional assistance for all VMS related issues.
Contractor is required to notify the State of all planned VMS maintenance, upgrades, and enhancements.

Pursuant to implementation finalization, the State and the Contractor shall formalize the VMS
expectations in a subsequent Amendment to this contract.

4. Communication and Marketing

The Contractor shall supply drafts, samples and proofs for approval prior
to printing/issuance/release. The quality output shall be within the standards of the State of Indiana. The
Contractor shall prepare marketing programs and materials at no cost to the State.

Pursuant to implementation finalization, the State and the Contractor shall formalize the communication
and marketing expectations in a subsequent Amendment to this contract.

5. Invoicing and Billing

The State requires all approvals to be completed in the VMS prior to invoice submission. This includes
(but is not limited to) approval of time sheets, hours, deliverables, and expenses to be reimbursed.

Invoices must be submitted by and payment made to Contractor. The State shall not accept invoices
from providers in the network. The State shall not make payment directly to providers in the network.

Invoices must be submitted to (and payment remitted from) individual agency and departments as
determined during contract implementation. The State shall not accept a central bill process.

At a minimum, Contractor’s invoice frequency shall be monthly. The State desires flexibility with
increased invoice frequency (biweekly, weekly) as requested by individual agencies or departments.

Pursuant to implementation finalization, the State and Contractor will formalize the invoice format and
process in a subsequent Amendment to this contract.

6. Implementation, Transition & Training

The State and the Contractor will collaborate to determine implementation steps. The Contractor will
submit a detailed contract implementation and transition plan. The transition plans shall include (at
minimum) milestones, estimated timelines, an overview of implementation team members and their
responsibilities, and a clearly defined transition process from the transition team to the account
management team.

7. Metrics and Reporting

Pursuant to implementation finalization, the State and the Contractor shall formalize the reporting
expectations in a subsequent Amendment to this contract. This shall include but not be limited to
Quarterly Business Reviews (QBR).
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EXHIBIT E
Job Descriptions, Rate Card, & Pay Rate Methodologies

Managed Service Provider fee to be paid to the Contractor shall not exceed the following:

Program Category MSP Markup Fee (%)
Selected Resource Program 10%
IT Consulting Services 45%
Independent Verification and Validation (IV&V) 45%
Staff Augmentation 45%

If a resource performs overtime (greater than forty hours per week) work, the Contractor shall pay the
resource in accordance with federal overtime guidelines and the State shall reimburse the Contractor at a
rate that is 1.5% of the resource’s hourly pay rate. The State shall neither request nor authorize the
accrual of compensatory time (“comp” or “flex” time). The Contractor shall provide reports detailing
weekend, holiday, and overtime (greater than forty hours per week) work that was reimbursed by the
State. State policies regarding weekend, holiday, overtime, and compensatory time do not apply to
contracted resources.

The State shall reimburse the Contractor for all work-related travel and expenses. The incurred work-
related travel and expenses shall not be subject to provider or contract mark-up and fees. The Contractor
shall provide reports detailing travel and work-related expenses that were and were not reimbursed by the
State.

For Staff Augmentation, SRP, and custom programs the maximum bill rate must be inclusive of resource
pay rate and benefits, provider mark up, and MSP fee.

A. Selected Resource Program:

The SRP Mark Up Rate shall not exceed 10%. The Employee Benefit Costs shall not
exceed 11%. The Statutory Cost shall not exceed 19%. There must be no additional
markup. The Supplier Diversity subcontractor commitment does not apply to the SRP.

For SRP, Contractor shall invoice the State a Bill Rate as defined in the formula below.
Contractor shall apply the Mark Up Rate, Employee Benefit Cost Rate and Statutory Cost
Rate to Resource Pay Rate only. Contractor shall not apply the SRP Mark Up Rate to
employee benefits or statutory costs. (“BR”) Bill Rate

(“RPR”) Resource Pay Rate

(“EBC”) Employee Benefit Costs = Health, Dental, and Vision Insurance, and
Health Savings Account (HSA) contributions paid by Contractor for resource
benefits multiplied by the RPR

(“SC”) Statutory Cost = FICA, Medicare, SUTA, FUTA, and Workers
Compensation Insurance multiplied by the RPR

(“MUR”) Mark Up Rate
HBR = Hourly Bill Rate
HBR = (RPR * MUR) + RPR + EBC + SC

B. IT Consulting Services and Independent Verification and Validation (IV&V)
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Rates are established through a quote-based process and inclusive of all fees and costs,
including provider mark up and MSP fee.

C. Staff Augmentation

The Contractor shall maintain uniform titles and descriptions for all positions listed as a
result of RFP 21-67147. Contractor must adhere to the resulting salary ranges from RFP
21-67147.

Contractor must have a process in place to recommend new titles, descriptions, and
salary range updates for the State’s consideration. New titles, descriptions, and salary
range updates will be incorporated into a master document, maintained by IDOA, and
may not require contract amendment.

Attorney positions are prohibited from providing legal representation to the State.
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BAFO Max
OfferedMin | OfferedMax |  Provder | BAFOMSP |y oty
Position Title Hourly Pay | Hourly Pay | (Fmployer) | (Contractor) | po, e Rate
Rate ($) Rate ($) Markup Rate Fee For All ©)
Per Position | Positions (%)
(%)
0.45%
Account Clerk 2 $ 1834 $ 21.13 26.00% 0.45% $ 26.72
Account Clerk 3 $ 1730 $ 19.93 25.00% 0.45% $ 25.00
Account Clerk 4 $ 1623 (8 18.68 32.00% 0.45% $ 24.74
Accountant 1 $ 3036 [ $ 35.67 26.00% 0.45% $ 45.10
Accountant 2 $ 2025($ 34.29 25.00% 0.45% $ 43.02
Accountant 3 $ 28.08 | $ 32.87 19.00% 0.45% $ 39.26
Accountant 4 $ 2688 | $ 31.40 16.00% 0.45% $ 36.57
Accountant 5 $ 2567 (8 29.91 20.00% 0.45% $ 36.03
Administrative Assistant 1 $ 2045 $ 24.43 29.00% 0.45% $ 31.62
Administrative Assistant 2 $ 194118 23.18 24.00% 0.45% $ 28.85
Administrative Assistant 3 $ 1826 | $ 21.82 28.00% 0.45% $ 28.03
Administrative Assistant 4 $ 1705 $ 20.39 21.00% 0.45% $ 24.76
Administrative Assistant 5 $ 15818 18.90 22.00% 0.45% $ 23.14
Application Developer/Associate $ 2885( 8 33.75 27.00% 0.45% $ 43.01
Application Developer/Intermediate $ 31.00 | $ 36.33 31.00% 0.45% $ 47.76
Application Developer/Senior $ 3456 [ $ 40.60 30.00% 0.45% $ 52.96
Application Systems Analysis/Programming/Manager $ 31.25( 8 36.63 28.00% 0.45% $ 47.05
Applications Systems Analyst/Programmer/Associate $ 28.66 | $ 33.52 20.00% 0.45% $ 40.37
Applications Systems Analyst/Programmer/Intermediate $ 3040 | $ 35.62 21.00% 0.45% $ 43.26
Applications Systems Analyst/Programmer/Senior $ 33.63 | $ 39.48 16.00% 0.45% $ 4597
Applications Systems Analyst/Programmer/Specialist $ 35.06 8 41.20 19.00% 0.45% $ 49.21
Attorney E7 $ 2378 52.03 16.00% 0.45% $ 60.59
Barber/Beautician $ 14591 % 16.75 31.00% 0.45% $ 22.02
Behavioral Clinician 3 $ 2689 [ $ 30.70 27.00% 0.45% $ 39.13
Business Analyst/Associate $ 2949 | § 34.52 19.00% 0.45% $ 41.23
Business Analyst/Intermediate $ 313318 36.74 15.00% 0.45% $ 42.42
Business Analyst/Senior $ 34.68 [ $ 40.75 21.00% 0.45% $ 49.49
Business Systems Consultant/Associate $ 2029 [ $ 30.17 20.00% 0.45% $ 36.34
Business Systems Consultant/Intermediate $ 2195($ 36.73 16.00% 0.45% $ 42.71
Business Systems Consultant/Manager $ 2044 (8 58.92 35.00% 0.45% $ 79.81
Business Systems Consultant/Senior $ 24871 8% 43.20 35.00% 0.45% $ 58.51
Charge Nurse $ 3188 [ $ 36.69 31.00% 0.45% $ 48.23
Clerical Assistant 1 $ 1523 1% 17.56 20.00% 0.45% $ 21.15
Clerical Assistant 2 $ 14.17 1 $ 16.30 21.00% 0.45% $ 19.80
Clinical Nurse Specialist $ 36.81 | % 42.62 23.00% 0.45% $ 52.61
Communications Analyst/Associate $ 2889 § 33.75 25.00% 0.45% $ 42.34
Communications Analyst/Senior $ 31.18 | $ 36.56 32.00% 0.45% $ 48.42
Computer Operator 3 $ 20251 $ 22.85 28.00% 0.45% $ 29.35
CRM Administrator $ 299118 50.73 35.00% 0.45% $ 68.71
CRM Architect $ 50521 $ 89.69 35.00% 0.45% $ 121.49
CRM Designer $ 3657 (8 59.03 35.00% 0.45% $ 79.96
CRM Developer $ 339 (8 63.95 35.00% 0.45% $ 86.62
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Position Title Hourly Pay Hourly Pay 7 G ) Billable Rate
Rate ($) Rate ($) Markup'R'ate Fe‘e ‘For All ©)
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%)
Data Administrator $ 3261 | $ 38.72 18.00% 0.45% $ 45.86
Data Architect $ 335418 39.38 19.00% 0.45% $ 47.04
Data Scientist $ 3643 | § 43.35 35.00% 0.45% $ 58.72
Data Warehousing Administrator $ 29951 $ 35.49 23.00% 0.45% $ 43.81
Data Warehousing Analyst $ 2888 | $ 34.18 26.00% 0.45% $ 43.22
Data Warehousing Programmer $ 31521 8 37.40 24.00% 0.45% $ 46.54
Database Analyst/Associate $ 2869 | $ 33.56 31.00% 0.45% $ 44.11
Database Analyst/Intermediate $ 3096 [ $ 36.29 25.00% 0.45% $ 45.53
Database Analyst/Senior $ 3490 § 41.02 16.00% 0.45% $ 47.77
Database Manager/Administrator $ 3485( 8 41.43 35.00% 0.45% $ 56.12
Dental Assistant 4 $ 1653 (8 19.04 30.00% 0.45% $ 24.84
Deputy/Assistant IT Director $ 57.07 | § 73.90 35.00% 0.45% $ 100.10
Dietician 4 $ 2375] $ 27.88 30.00% 0.45% $ 36.37
Epidemiologist E6 $ 335418 39.60 29.00% 0.45% $ 51.26
Field Auditor 3 $ 22578 26.14 26.00% 0.45% $ 33.05
Food Service Worker $ 1250 [ $ 14.12 26.00% 0.45% $ 17.85
Grant Coordinator 3 $ 2322 $ 26.92 32.00% 0.45% $ 35.66
Grounds Foreman 2 $ 234718 27.20 27.00% 0.45% $ 34.67
Health Information Admin 5 $ 1404 | $ 25.14 30.00% 0.45% $ 32.80
Help Desk Coordinator/Associate $ 19.61 | $ 22.79 31.00% 0.45% $ 29.96
Help Desk Coordinator/Intermediate $ 2085 (8 2431 28.00% 0.45% $ 31.23
Help Desk Coordinator/Senior $ 21.88 18 25.59 31.00% 0.45% § 33.64
Help Desk Manager $ 3205] 8 37.60 30.00% 0.45% $ 49.05
Information Security Analyst $ 26.65 | $ 42.70 35.00% 0.45% $ 57.84
Information Security Analyst/Senior $ 2976 [ $ 48.88 35.00% 0.45% $ 66.21
Information Security Manager $ 425218 58.74 35.00% 0.45% $ 79.56
Information Systems Auditor/Associate $ 2692 $ 31.79 31.00% 0.45% $ 41.79
Information Systems Auditor/Intermediate $ 2875( 8 34.02 23.00% 0.45% $ 42.00
Information Systems Auditor/Senior $ 32098 38.09 29.00% 0.45% $ 49.31
Information Technology Director $ 61.02 [ $ 81.49 35.00% 0.45% $ 110.38
Inventory Administrator 6 $ 2392 $ 27.78 32.00% 0.45% $ 36.79
Laboratory Technician 2 $ 214318 24.74 28.00% 0.45% $ 31.78
Laborer 3 $ 1422 | $ 16.34 24.00% 0.45% $ 20.34
LAN Administration/Manager $ 30.06 [ $ 35.61 28.00% 0.45% $ 45.74
LAN Administrator/Associate $ 2629 | § 31.02 21.00% 0.45% $ 37.67
LAN Administrator/Intermediate $ 2825(8 33.41 19.00% 0.45% $ 39.91
LAN Administrator/Senior $ 31.65]$ 37.55 28.00% 0.45% $ 48.23
Laundry Assistant 3 $ 1250 | $ 14.32 26.00% 0.45% $ 18.11
Legal Assistant 5 $ 214718 25.08 25.00% 0.45% $ 31.46
Licensed Practical Nurse $ 2151 (8 24.96 27.00% 0.45% $ 31.81
Maintenance Supervisor 3 $ 2827 (8 33.03 28.00% 0.45% $ 4243
Network Engineer/Associate $ 2981 ($ 35.31 24.00% 0.45% $ 43.94
Network Engineer/Intermediate $ 32.06 | $ 38.05 23.00% 0.45% $ 46.97
Network Engineer/Senior $ 36.11 | $ 42.96 35.00% 0.45% $ 58.19
Nurse 4 $ 27.69 | $ 31.67 20.00% 0.45% $ 38.15
Nurse Consultant $ 3463 | $ 40.00 27.00% 0.45% $ 50.98
Nurse Practitioner $ 431218 50.35 30.00% 0.45% $ 65.68
Occupational Therapist 3 $ 3260 $ 38.50 25.00% 0.45% § 48.30
Oracle Financials $ 417718 49.23 32.00% 0.45% $ 65.21




DocuSign Envelope ID: 3A301365-29E1-4E70-B068-628970FBBE04

BAFO Max
OfferedMin | OfferedMax |  Provder | BAFOMSP |y prly
Position Title Hourly Pay | Hourly Pay | (Fmployer) | (Contractor) | po, e Rate
Rate ($) Rate ($) Markup Rate Fee For All ©)
Per Position | Positions (%)
(%)
Peoplesoft Functional Analyst $ 2788 [ $ 32.63 21.00% 0.45% $ 39.63
Pharmacist 3 $ 4758 | § 55.23 26.00% 0.45% $ 69.84
Pharmacy Technician $ 1540 | $ 17.99 30.00% 0.45% $ 23.47
Plant Foreman 1 $ 27.05 1 $ 31.52 25.00% 0.45% $ 39.54
Project Manager/Associate $ 3226 | $ 39.57 24.00% 0.45% $ 49.24
Project Manager/Intermediate $ 375318 46.32 35.00% 0.45% $ 62.74
Project Manager/Senior $ 41.67 | $ 51.51 35.00% 0.45% $ 69.77
Project Manager/Specialist $ 434118 53.67 16.00% 0.45% $ 62.50
Public Health Investigator 2 $ 240518 28.27 27.00% 0.45% $ 36.03
Purchasing Administrator 2 $ 2641 [ $ 31.16 28.00% 0.45% $ 40.03
Quality Assurance Analyst $ 2534 ($ 29.52 17.00% 0.45% $ 34.67
Quality Assurance Analyst/Senior $ 2733 (8 31.92 21.00% 0.45% $ 38.77
Quality Assurance Manager $ 3878 (8 46.65 29.00% 0.45% $ 60.39
Sharepoint Developer $ 313918 36.81 21.00% 0.45% $ 44.71
Software Architect/Senior $ 50.16 [ $ 83.21 35.00% 0.45% $ 112.71
Stores Clerk 2 $ 2144 (8 24.74 25.00% 0.45% $ 31.04
Systems Administrator/Associate $ 2826 (8 33.42 27.00% 0.45% $ 42.59
Systems Administrator/Intermediate $ 30.07 | $ 35.62 21.00% 0.45% $ 43.26
Systems Administrator/Senior $ 3341 (8 39.69 17.00% 0.45% $ 46.62
Systems Architect $ 340318 39.97 35.00% 0.45% $ 54.14
Systems Architect/Specialist $ 38271 8% 45.05 35.00% 0.45% $ 61.02
Tax Analyst 4 $ 21.66 | $ 25.04 29.00% 0.45% $ 3241
Tax Analyst Sup 5 $ 23.18( $ 26.88 15.00% 0.45% $ 31.03
Tax Analyst Sup 6 $ 257918 30.06 17.00% 0.45% $ 35.31
Technical Writer $ 2608 [ $ 29.79 24.00% 0.45% $ 37.07
Technical Writer/Senior $ 2815 ] $ 32.25 23.00% 0.45% $ 39.81
Warehouse Foreman 1 $ 2450 [ 8 28.43 28.00% 0.45% $ 36.52
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Exhibit N

Resource Conversion Rates

If the State determines that it would be in the State’s best interest to hire a resource of the contractor or a participating
program provider, the contractor or provider will release the selected resource from any non-compete agreements that
may be in effect. This release will be at no cost to the State, contractor, provider, or the resource. Conversion rates do
not apply to Selected Resource Program (SRP) resources. Conversion fees paid to certified Diverse Suppliers will apply
to the Supplier Diversity commitments.

1. Professional positions (defined for the purposes of this clause as positions with more than $40,000 as an annual base
salary per year) : If the State determines that it would be in the State’s best interest to hire a resource of the
contractor or a participating program supplier vendor prior to completion of a six (6) month term of engagement, the
State will notify the contractor or applicable provider, or the resource, who in turn will notify the contractor or
applicable provider, of the State’s intent to hire the resource. The State will negotiate a conversion fee with the
contractor or applicable provider, which shall not exceed the maximum rates detailed below:

0-225 | 232.5-450 | 457.5-675 | 682.5-900 | 070 | 11825- 1445,
Hours H H H H 1,125 1,350 H
Worked ours ours ours ours Hours Hours ours

Worked Worked Worked Worked Worked

Worked Worked

m"t';““m '\ 20% of first | 15% of first | 12.5% of | 10% offirst | 7.5% of | 5% offirst | 0% of first
exceed year year first year year first year year year
conversion annual annual annual annual annual annual annual
fee salary salary salary salary salary salary salary

The first-year annual salary will be the annual salary that would be paid to the resource by the State during the first year of
service, exclusive of any benefits or fees paid to the resource.

2. Nonprofessional positions (defined for the purposes of this clause as positions with $40,000 or less as an annual base
salary per year): If the State determines that it would be in the State’s best interest to hire a resource of the contractor
or a participating program supplier vendor prior to completion of 450 hours of an engagement, the State will notify the
contractor or applicable provider, or the resource, who in turn will notify the contractor or applicable provider, of the
State’s intent to hire the resource. The State will negotiate a conversion fee with the contractor or applicable provider,
which shall not exceed the maximum rates detailed below:

Hours Worked

0-150 Hours Worked

151-300 Hours
Worked

301-450 Hours
Worked

450+ Hours Worked

Maximum / not to
exceed conversion
fee

$3,000.00

$1,000.00

$500.00

$0.00




